Bonpochl no yctaHoBke C30 3KL Ha cepBep
KJIMeHTa
Y10 Takoe NoKaJsibHas UM nyosimyHaa (MHTepHeT)
MHCcTannauua C30 3KL?

Mpn npunobpeTeHnn nmueHsnm gns yctaHoskm C30 3KL Ha cepBep KAMEHTa,
yCTaHOBKa MOXeT 6bITb BbIMOJIHEHA B ABYX BapMaHTaXx:

e My6nYHasa MHCTANNAUNN NN MHTEPHEeT-nHCTannauus. Mpn nybnmnyHom
yCTaHOBKe cucTeMa byneT AoCTynHa noJsib3oBatensam c noboro
YCTPOMNCTBA, MOAKIYEHHOro K ceTn MHTepHeT.

o NMybnnyHasa MHCTanNAUMA MoxeT BbITb 3aKpbliTa aBTopM3aumen no
JIOFMHY M NapoJito U AO0CTYMHA TOJIbKO HECKOJIbKMM Nnuam. Ho ecnu
OHa OOCTYynHa UM 4yepes NHTepHeT - TO Takas MHCTanNaumna Bce-
paBHO c4YuTaeTca nybanyHon.

e JlokasnbHaa MHCTannauma. lNpu 10KasbHOMN yCTaHOBKE BHYTPW JIOKaJIbHOM
ceTun Bawen opraHusaumm, CO0 byaeT 4OCTYMHa TOJNIbKO C YCTPOWNCTB,
MOAKJIIOYEHHbIX K JaHHON ceTu Hanpamyto nnm dyepes VPN. Hukakune gpyrue
nonb3oBaTtenun K Bawen C30 noakA4aTbCA HE CMOTYT, B TOM Yucse
cucTtema He byaeTt LOCTYMHa BallMM KJIMEHTaM U COTPYAHUKaAM C
AOMaLUHUX KOMMbIOTEPOB U KOMMbIOTEPOB B APYrMUX OpraHmM3aumnsx.

o Mpwn NOKaNbHON NHCTaNNALNN HEBO3MOXXHO ByaeT BbINONHUTDb
HUKaKne nHTerpauum, Tpebyowmne obpaweHnin K C30 NpuUNo>KeHUN
13 BHewHen ceTn. NoMuMoO npoyero, 3To: Ucnosib3oBaHme Moodle B
KadecTBe cepBepa Oauth2 asTopusaunm, npuem 3n1eKTPOHHOMN
onsaTbl, MOAKIOYEHNE N3 MOBUIBHOrO MPUIOXKEHNSA N Op.

o Jla)ke ecnn O0CTYM M3 BHELUHEN CeTU K JIOKaJIbHON MHCTanNaumnm
byneT OTKpbIT NyTeM Npobpoca NopToB C MapwpyTrulaTopa, ANA
uenen rapaHTUNHOW NoAAEP XKW JaHHAs MHCTanNaunsa Bce-paBHO
OyaeT cyMTaTbCs NOKaNbHOW, T.K. paboTocnocobHocTb Npobpoca
MOPTOB HAXOAMNTCS B 30HE OTBETCTBEHHOCTU KJ/INEHTA.

Ana nybnm4Hom MHCTaNNAUMM HeobxoAMMO Ha3HAYNTb CEPBEPY BHELLUHUN
ny6nnyHbIN ip-agpec. IMeHHO K HeMy ByaeT NpuBSA3aHO JOMEHHOe NMS, KOTopoe
MO3BOJINT BHELLUHUM NOJIb30BaTeNAM 06paTnThCa K cucteme. OCHOBHOE
B3amMogencTeme c cuctemonm naet vYepes nopTol 80 (npoTokon HTTP,
Ncnonb3lyeTcsa Ansa noaTeepxaeHna 6ecnnatHoro ceptTudurkaTa Let's Encrypt,
KOTopbI HY>XeH Anga paboThl https, a TakXxe ana peavpekTa nocetTutenenm Ha http)
n 443 (npotokon HTTPS - wundpoBaHbI NpoToKoN Ans paboTel ¢ BeO-
nHTepgencom). Ona nybanyHom nHcTannsaumm Ba>kHo, 41obbl o6a 3Tmnx nopTta 6bin
nmeHHo 80 n 443 n Bceraa 6b1InM OTKPbITLI: CepBep caM ux obpaboTaeT n, ecnn
HY>XHO, NepebpocnT KIneHTa Ha WNEPOBaHHLIA NPOTOKO. N3MeHeHue nnin
6710KMPOBKa 3TUX MOPTOB CO3AACT OWYTUMbIe HeyaobCTBa BallMM NOJIb30BaTENAM
(HoMepa nopToB Heobxoammo byaeT HabmpaTb B aApecHON CTpoKe Npu obpalleHnn
K C20), MOXeT yXyaWwnTb MHAeKcupoBaHme Bawen C30 NONCKOBLIMUN CUCTEMaMU,
NPUBECTU K HEBO3MOXXHOCTW MOJYHYUTb UK NepeBbiNyCTUTb BecnnaTHbIN SSL-
cepTUgUKaT U K APYrMM HEraTUBHLIM MocseacTBuam. NosTomMy, Ans HagexHomn
paboTbl Bawen C30 1 COXpaHEeHUSA rapaHTUNHOW NOAOEPXKKWN B NOSIHOM 06bemMe Mbl
pekoMmeHayem BblaennTb ona C30 oTaenbHbIM Ny6AnYHbIN ip-agpec n Ha3Ha4YnTb

ero Hanpamyto Ha cepBep, roe yCtaHoBJ/1€Ha C30, He 6J'IOKI/IpyFI HUKaKUX NMOPTOB. B
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Bonpochl no yctaHoBke C30 3KL Ha cepBep

KJINEeHTAa

OCTaJsIbHbIX CJ/ly4asiX, rapaHTUNHas Nogaep)xkKa CHUTAET UHCTaNNALUUIO TOKAJIbHOR,
[laXke eCsin YaCTb NOPTOB OTKPbITA UK BbiBEAEHbI HAPYXKY Yepes3 C MOMOLLbIO
npobpoca nopToB.

Ina nokanbHOM MHCTaNNAUNKM 4OCTAaTOYHO NMPOBPOCUTL HapyXy 22 NOPT, KOTOPbIN
NO3BOJINT NOAK/IIOYMTLCS HAWIMM CcneumnanicTam assi NpoBefeHns TEXHUYECKNX

paboT. HomMep NopTa Ha Hapy>XHEM MapLUpyTMU3aTope Npu 3ToM 0coboro 3HavYeHus
He nMeeT.

B oboux cnyvanx, cepBepy A0/KEH ObiTb OTKPbLIT UCXOAALWMNA OOCTYMN B UHTEPHET.
9710 TpebyeTcs Kak ANA CKayMBaHUS YCTAaHOBOYHbIX MAaKeTOB U 06HOBIEHUS B
nepuoabl 06CNyXNUBaHUS cepBepa, Tak U Ans paboTbl UHTErpaumin u
BCMOMOraTeibHbIX CNy>X6 (Hanpumep nHTerpaummn c sebuHapamm, cepBncom

NpoOBepPKN Ha nNnarunaT, cepsucom reCapcha, otnpaBku coobLLEHNN SNEKTPOHHON
noYThbl U Op.)

B cnyyae, ecnim cuctemMa yCTaHOB/IEHA /I0OKabHO, 6e3 BblaeneHusa nybnm4yHoro IP-
ajpeca, rapaHTUNHOM NOAAEPXKOW MOKPbLIBAETCHA TOSIbKO (PYHKLMOHMPOBaHME (B
TOM YUCJIe CKOPOCTb OTKJINKA) CUCTEMbI BHYTPU BalLeN JIOKAJIbHOW CeTn.

MHOro nosie3HbiX OTBETOB Ha YacCTO 3aZlaBaeMble BOMNPOChl Bbl MOXXETe HAaNTun B
ny6anYHbIX pa3genax «3HakomcTBo ¢ CO0 3KL» n «Bonpockl No yctaHoBke C30
3KL Ha cepBep KAMeHTa» Hawen 6a3bl 3HaAHWNA!
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