Bonpochl no yctaHoBke C30 3KL Ha cepBep
KJINeHTa
KakoB nNopAaaoK YCTaAaHOBKU U CUCTEMHbIe
TpeboBaHuA cpenbl 3N1IEKTPOHHOro oobydeHmsa 3KL
(Pycckun Moodle) Ha cepBep KnueHTa?

Ba3oBas MH(poOpMaLMa N0 OCHOBHbLIM HIDAHCAM YCTAHOBKU Cpefbl 3/IEKTPOHHOI0
obyyeHus.

MHOro nosie3HbiX OTBETOB Ha YacTO 3aZlaBaeMble BOMNPOChl Bbl MOXXeTe HaNTu B
Nny6nnyHbIX pasgenax «3HakomcTBo ¢ C30 3KL» n «Bonpockl no yctaHoBke C30
3KL Ha cepBep KAMeHTa» Hawen 6a3bl 3HaAHNN!
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1. CucteMHble TpeboBaHusa

MoapobHble cncteMHble TpeboBaHMA N3/10XKEHLI B pa3genax «TpeboBaHMA K
TexHn4yeckon naowanke» n «TpeboBaHuns K pabo4yemy MecCcTy nosb3oBaTensa»
aKTyaslbHOW Bepcumn PernameHTa npenocTaBsieHnsa CEPBUCOB, KOTOPbIN AOCTYNeH
Ha canTe OO0 «OTKPbLITbIE TEXHONOrUU>.

Onsa pa3Hbix Bepcnnm C20 3KJ1 TpeboBaHUA K Bepcmam bpaysepa nosb3oBaTens u
CUCTEMHOI0 OKPY>XeHUs (aKTyaJIbHO TOJIbKO NPU CaMOCTOATESIbHOW YCTaHOBKE)
MOryT OT/IN4aTbCA. O3HAKOMUTLCS C HUMWU MOXXHO B @aHOHCE COOTBETCTBYHOLLEr0

penusa.

Mpn NHCTanNALMN B paMKax rapaHTUNHOW TEXHUYECKOW Nogaep>XKu, BCE
BcnomoraTtenbHoe MO ycTaHaBMBaeTCA aBTOMaTUYeCKM cunamm NcnonHntens
(PaspaboTymka). OT 3aka3uumka TpebyeTcs TONIbKO NPeAOCTaBUTb BUPTYasibHYIO
MawwnHy ¢ Ubuntu 20.04, gocTynHyto no ssh n oTeeyvatoLyto npnBeaeHHbIM B
HacTosAWeM OOKYMEHTEe peKkoMeHaaunsm. B cBa3n ¢ 3TuM, faHHasa CTaTba He
BKJIlOYaEeT AeTalsibHbiX TpeboBaHNI K CEPBEPHOMY OKPY>XXEHUIO U pa3BEPHYTOWN
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MH(OPMaLLN MO CaMOCTOATE/IbHOM YCTAHOBKE.

Cpena anekTpoHHoro obyvyeHuns 3KL perynspHo obHOBNSAETCSH, MO3TOMY,
nybnnkyemble B 4aHHOM MaTepuane AaHHble 0 OeNCTBYOLWEN BEPCUN, MOTYT
yCTapeTb. MIHdhopMauunio o caMbix nocsieaHux aopaboTkax NPoAyKTa U aKTyasbHOWN,
Ha TeKYyLMN MOMEHT, BEpCUU YnTanTe B pasgene «<HOBOCTU» Ha canTe KOMMaHuu,
a Tak>XXe B aHoHcax K penusam C30 3KL Hawen 6a3bl 3HaHWA.

Cpepna anekTpoHHoro obyyenuns 3KL (nanee — C30 3KL, cucrema)asnsaercs seb-
npunoXxeHneM — cama cucTemMa yCTaHaB/IMBAeTCH Ha cepBepe (nanee —
Mnowapnka, TexHn4yeckasa niaowanka), a Nnosb3oBaTeNn B3aMMOAENCTBYIOT C HEN
nocpencteom Beb-bpay3epa. And 3Toro MNnowagka oo/mKHa 6biTb A4OCTYMNHa
rnosb3oBaTensam no npotokosam http (nopt 80) u https (nopt 443).

Ins KOPPEKTHOrO PYHKLUMOHMPOBAHWUS, B TOM Yncsie paboTbl MHTErpauni,
OTMNPaBKM NOYThI U T. M., cucteme TpebyeTcs HEOrpaHU4YeHHbIW UCXOAALLUNA
pocTyn B ceTb MHTepHeT. Takxe, AocTyn B IHTepHeT HeobxoaAnM Ha 3Tanax
YCTAHOBKU N 0OCNYXKUBAHUSA CUCTEMbI OJ11 CKa4YMBaHMS NAaKeToB
BCrnoMoraTtenbHoro MO n nx obHoBNEHUS.

ObpaTnTte BHUMaHMe: paboTa pafa nHTerpaunm (NoayyvyeHmne 31eKTPOHHbIX
nnaTe)xen, nCrnonb3oBaHue becnnaTHbIX SSL-cepTudmrkaTos Let's Encrypt u 1. n.)
noTpebyeT opraHn3aunm AoCTyna K cucteme no npotokonam http (nopt 80) u https
(nopT 443) Ha cTaTu4HOM "OenoMm" ip-appece (IPv4).

B cnyyae, ecnn C30 3KL agMuHucTpupyetca icnosiHnTenem B paMKax
FapaHTUNHOW TeXHUYeCKon nogaepxku, gobasnsetca pag TpebosaHunn, 6e3
KOTOpPbIX yAaJleHHOe aAMUHUCTPUPOBaHME HEBO3MOXXHO. Hanbonee cyuwecTBeHHbIe
N3 HUX:

1) Cnctema gonxkHa 6bITb yCTaHOBJIEHA Ha oTAeNbHOM Mnowanke (pekomeHaoyeTcs
MCMONb30BaTb BUPTYasIbHYIO MaLLNHY, Y4TOObI MHXXEHEepPbl 3aKa34ynka CoOXpaHum
BO3MOXXHOCTb TEXHNYECKOro obcny>xneaHma cepsepHoro obopynoBaHus).

2) B nepnoa rapaHTUNHON TEXHUYECKON Nogaep>XKU Ha gaHHou MNMnowagke He
NO0JI)KHO BbITb YCTAaHOBIEHO HUKAKOIro CTopoHHero MO (CanToB) HE HAaXOAALLMXCA
Ha obcnyxmeaHum y NcnonHntensa. HUKakme nHble cneunanncTbl, Kpome
NH>XXeHepoB VIcnosiHUTenNna He OO0JKHbl MMeTb A0CTYN K [owanke. HapylweHune
3Tux TpeboBaHU NpuBedEeT K CHATUIO CUCTEMbI C aTTecTaunmn, NpeKkpaLLleHnio
AAMUHNCTPUPOBAHNS CO CTOPOHbI IcnonHUTeNs n nepeso B PpeXum
OrpaHWYeHHOW rapaHTUNHON TexnogAepP XKW, aHaI0rMYHO «CPbIBY 3aBOLCKON
naomMbbl» Ha YCTPONCTBE.

3) Cnctema gosxkHa 6biTb AocTynHa icnonHmnTento no npoTokoay SSH (22 nopT) ¢
nonHomo4mamm root. Mo 3anpocy, MoxxeT 6bITb NPeaoCcTaB/eH CAMNCOK ip-aapecos
Ana orpaHuydeHna goctyna. Joctyn no npotokosy VPN BO3MOXXEH TOJIbKO B paMKax
NIMLEeH3nn Bepcnm «Kpocce».

HNeTanbHble TpeboBaHUA N310XKeHbI B pa3aenax «[Mopafgok yCTaHOBKM 1 Nepedaydn
CUCTeMbl Ha NnoaaepXKy» n «FapaHTUNHaa TeEXHNYECKasa Nogaep)XKa» akTyasibHOMN

BEPCUN PernameHTa npeanoctaBJieHNA CEPBUCOB.
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-BepHyTbCA K coaepXXaHUI0-

1.1. MuHMManbHble CUCTEMHbIE TpeboBaHus

MunHMManbHbie CUCTEMHbIE TPebOBaHUA K TEXHMYECKON nowanke obecneymsatoT
BO3MO>XHOCTb KOPPEKTHOMN YCTAaHOBKMN, HAaCTpouKM 1 3anycka C20 3KL, Ho He
rapaHTUpYoT cTabunbHOM paboTbl cpedbl 3NEKTPOHHOIro 0by4YeHNs Noa Harpys3KOom.

Pecypc MuHuManbHoe pe
3HaYeE
LleHTpanbHbIN NpoLeccop cepeepa He HMxe Intel Core i3, 4
Obbem onepaTUBHOM NaMATU cepBepa 8T7b
O6beM HakonuTens (MOCTOsAHHOM AMckoBon namAaTn) ana C30 50Tb
3KL
KaHan cBA3u ong nogknyeHunsa K Internet C MPOMNYCKHOM CNoCobHO
10M6uT/cC

-BepHYTbCS K COepP)XXaHUI0-

1.2. PeKoMeHaOauU UM NO BblAEJIEHUIO CUCTEMHbIX pecypcosB

OUEHUTb NMPUMEPHbIN 06 bEM CUCTEMHBIX PECYPCOB, HEOBX0AMMBLIX AJ151 KOPPEKTHOMN
paboTbl cpenbl 3NEKTPOHHOIro 06y4YeHMs, MOXKHO MO CAeAYOLWMM 3MANPUYECKUM

dopmynam:

Pecypc dopmMy
OnepaTuBHasg NamaTb cepsepa, I'b 2 + (KOJIM4eCTBO KOHKYPEHTHI
Konn4yecTBo afep LeHTpasbHOro npoueccopa cepsepa, 2 + (KONN4eCTBO KOHKYPEHTH]
WT.
O6bem HakonuTens (NoCcTossHHOM AnckoBon NamaTu) ana 30 + 3,9*%(ob6bemM yyebHbIX Ma-
C20 3KL, T'b

-BepHyTbCA K coOaepXaHUI0-

1.3. PasmewieHue TexHuueckou naowanku C30 3KL

MO>XHO BblAeNTb Ceayolme BapuaHTbl pa3MeLLleHns cepeepa ANa YCTaHOBKM
C30 3KL:

e COBCTBEHHbIV U3NYECKMIA CEPBEP HA TEPPUTOPUN OpPraHmM3aLmMM 3aKkaszdynka

e COBCTBEHHbLIN MN3NYECKNIN CEPBEP B AaTa-LIEHTPE NpoBanaepa;
* apeHOOBaHHbLIN (hU3NYeCKUn cepeep B AaTa-LEeHTpe npoBanaepa;
* apeHAOBaHHbLIN BUPTYaJlbHbIA CEPBEP B AaTa-UEeHTPe npoBanaepa.

-BepHYTbCS K COepP)XXaHUI0-

1.3.1. Co6cTBeHHbIN PU3U4YECKUN CepBep HA TEPPUTOPMU OpraHusaumm 3aKasuumka
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Insa Hero TpebyeTca oTaeNbHOE noMelleHne (cepsepHas), eQUHOBPEMEHHbIE
KanuTasioB/IOXXeHNSA (AOCTAaTO4YHO BosblUME) B 3aKYMKY N MOHTaXk obopynoBaHus,
Tekywme pacxoabl Ha 06CNy>XMBaHNE N 3aMeHY KOMMIEKTYIOLWNX, HACTPOMKY ”
nogaep>xaHme paboTbl ceTU, @ TaKXXe NOCMEHHOE AeXYPCTBO CUCTEMHbIX
agMNHUCTpPaTOpOB. B Yyackl paboTbl nonb3oBaTenen ¢ C30 3KL CUCTEMHBbIN
AOMNHUCTPATOP OO/HKEH HAaX0AUTbCA Ha paboyem MecTe 1 B Cslyvae
BO3HNKHOBEHUS TEXHNYECKMX NPoBaeEM N HEUCNPABHOCTEN - yMeTb OoNepaTMBHO
BOCCTaHOBUTb paboTocnocobHOCTb cncTeMbl. ECnm npeanonaraetcsa paboTta ¢
CUCTEMOW B BbIXOAHbIE AHUN N Hepaboyme Yacbl, @ CUCTEMHbIE aOMUHUCTPATOPLI
BbIMOJIHAOT CBOW LOJIKHOCTHbIE 00653aHHOCTU UCKOYUTENbHO B paboyee Bpems,
TO JaHHbIV BapnaHT pa3MeLleHnsa cepBepa He nogonaer.

B cnyyae pasmeweHunsa C30 3KL Ha cobCcTBEHHOM (hM3NYECKOM CepBepe
HeobxoaAMMO pyKoOBOACTBOBaTbLCA TpeboBaHusaAMM N. 6.6 PernameHTa
npenoctassaeHnsa ceperucoB OO0 «OTKPbITbIe TEXHONIOMUN»:

«...060pynoBaHMe, Ha KOTOPOM pa3MelleHa TexHn4yeckasa niaowanka, O/ HKHO bbiTb
npefHa3Ha4YeHo Ansa HenpepbiBHOW BbecnepeboinHom paboTbl, OCHALLEHO
Ha4eXHbIMN N 3ape3epBUPOBAHHLIMN NCTOYHUKAMN MNTAaHUA N CUCTEMOW
oxJlaxxAeHus. 3anpeLlaeTcs BblIKJIOYeHe CUCTEMbl MYyTEM OTKJIIOYEHUS NMNTaHNA,
6e3 KOpPEeKTHOro 3aBepLUEeHNs BCeX NPUSIOXKEHUN N CEPBUCOB, COXPaHEHUS
AAHHbIX, CUHXPOHM3aLNMN ANCKOB U KOPPEKTHOI0 3aBepLueHnsa paboThbl
onepaunoHHOW cUCTeMbl. B cnyyae npekpalleHns nogaym nnTaHuga, cnctema
OOJIXKHa KOPPEKTHO 3aBepLuaTb CBOK paboTy Mo CUrHany OoT NCTOYHUKA
becnepebonHOro NUTaHUs, pecypca KoToporo AoJIKHO 6bITb 4OCTAaTOYHO ANA
JaHHOM npouenypbl. PekoMeHOyeTCs OpraHn3oBaTb KPYr10CyTOYHOE OeXYPCTBO
KBaM(PULMPOBAHHbIX CNeLmManncToB, oTBevaLwmx 3a becnepebonHoe
pyHKUMOHMpoBaHMe obopynoBaHus. NomelleHne, B KOTOPOM pa3MeLLeHo
obopynoBaHMe, OOJXKHO MOoAAEPXNBaTb CrieunasbHbIi KIIMMATUYECKUI PEXNM,
oTBeYaTb TpeboBaHUAM PU3N4ECKON, MHPOPMALMOHHOW, MOXKAPHOWN 1~
anekTpobesonacHoOCTU».

-BepHyTbCA K coaepXXaHUIo-

1.3.2. CobcTBeHHbIX (PpU3N4YECKUN cepBep B pgaTa-ueHTpe npoBangepa (Colocation)

ApeH,u,a MeCTa B OaTa-UeHTpe XOCTI/IHF-I'IpOBaI7I,£I,epa Onda pasMeleHnd cepBepa
MO>XXEeT cTaTb bonee PaunoHaJIbHbIM pelleHnem, 4em cogepxaHume cobcTBEHHOWN
cepBepH0|7| KOMHaTbl ¢ obecneyeHmnem Bcex HEO6XO,£I,I/IMbIX TeXHN4YeCKnxX ycn03|/||7|.
Hanpleep, ecJin cepBepHOro 060py)103aH|/|;| O4eHb MalJio (O,D,Ha-,EI,Be (1)I/I3I/I‘-IeCKVIe
MaLUWHbI), u,enecoo6pa3Ho BOCIMOJ1Ib30BaTbCA 014 €ro pasMeweHnsd roTOBOMN
MHPACTPYKTYPON faTa-ueHTpa. ApeHga no Tapudam npoBangepa Kak rnpasusio
O6XO,£I,I/ITCF| aeuieBsie, 4HeM coaepxxaHme cobcTBEHHON cepBepH0|7|, npn 3ToMm
OTCYTCTBYET HE0BX0AMMOCTb CaMoCcToATeNbHO obecneymBaTh 6ecnepebonHoe
MNTaHNeE N HECTU KPYIJIOCYTO4YHOE OeXXYpPCTBO. C ,u,pyr0|7| CTOpPOHbI, apeHOaToOpy
BCe paBHO MNMpencCcTodT KannmtaJIoBJ1IOXKEHNA B 3aKYINKY N TPAHCIMNOPTUPOBKY
o6opy,u,03aH|/|9| N TeEKyLMne pacxoabl Ha PEMOHT N 3aMeHY KOMMNEKTYOLWNX. Takxxe
Ba>XHO Yy4NUTbiBaTb, 4HTO He BCe AaTa-UeHTPbl MpedoCTaBAAT AO0CTYMN K
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obopyanoBaHuto B pexume 24/7.

-BepHyTbCA K coaepXXaHUI0-

1.3.3. ApeHpoBaHHbIA (hM3n4eCKU cepBep B pgaTta-ueHTpe npoBanpgepa (Dedicated)

Mpwn onpefeneHHbIX 06CTOATENLCTBAX apeHAa rotToBoro paboTatowero cepsepHoOro
obopynoBaHMA C yaaseHHbIM JOCTYNOM CTaHOBUTCA BbIrOAHEE, YEM apeHa MecTa
ONa pa3MewleHns cobcTBeHHOro cepsepa. Hanpumep, ecnm cepsep TpebyeTcs Ha
OrPaHUYEHHbI CPOK, UKW eCNK MO MHOMBUAYASIbHON cXxeMe (PUHAHCUPOBaHUS
OTHOCUTENbHO HeboNbLMe Nepuognyeckmne pacxonbl Ha apeHgy 6onee
NpeanoYTUTENbHbI, YeM €4UHOBPEMEHHbIE KPYMHbIE KAannTaN0BJI0OXKEHNS B
MaLnHbl N o6bopynoBaHmne. CO6CTBEHHbIN CUCTEMHBIA aAMUHNCTPATOP
ocBoboxxpaeTca oT 06493aHHOCTEN MO PEMOHTY, 3aKyrnKe N 3aMeHe
KoMMNeKTyowmx, 1mbo ero MmoxxeT He bbITb coBceM — obCnyXKnBaHue
obopynoBaHMA OCyLLecTBASET NpoBanaep-CobCTBEHHUK.

-BepHyTbCA K COAepXaHUI0-

1.3.4. ApeHnoOBaHHbIA BUPTYaJibHbIK CepBep B aaTa-ueHTpe nposanpepa (VDS/VPS)

OTO cepBep, CO34aHHbIN C MOMOLLLIO TEXHOJIOMUIA BUPTYanm3aunum n cpencTs
onepaymoHHON CUCTEMbI, KOTOpPblE pas3aensoT pecypchbl rU3n4eckoro cepesepa Ha
N30JIMPOBaHHbIe BUPTYyaJibHble MallnHbI, MPW 3TOM Ka)K4as CTaHOBUTCS
NOJIHOLLEHHOW onNepaumMoOHHON CUCTEMON C COBCTBEHHOM NaMATbLIO, NMpoLeccamu,
nosnb3oBaTensamMu. BupTtyanbHble cepsepbl VDS/VPS fnaloT Takme XXe BO3MOXXHOCTH,
KaK 1 pnsnydeckuin cepsep, obecnevymas rubKOCTb B HACTPOMKe ornepaunoHHON
cuctembl. B nogasnswowem 60nbLLINHCTBE C/lyHaeB BUPTYyasibHbIN cepBep -
onTMMasibHbIN BapuaHT anda yctaHoBku C30 3KL. NpenoctaBnseTcsa rotosas
NHPPaCTPYKTypa, OTCYTCTBYET PU3NYECKNIN U3HOC N HEOBXOAMMOCTb CeAnTb 3a
annapaTHbIMU pecypcamMmm N 0OHOBIEHNSAMIN CEPBEPHOI0 OKPYXeHUSA. MOXXHO
MEHSATb HAaCTpPOMKK, paboTaTb C pansiaMm CUCTEMbI, YyCTaHaBAMBATbL U HacTpamBaTb
noboe nporpammHoe obecnedveHune (Bepcuto PHP, cepBep 6a3 gaHHbIX U T. 4.).
MNpoBanaep obecneymBaeT BbiNOJIHEHME BCeX paboT, TpebyoLlwmx punyeckoro
NPUCYTCTBUA PAOOM C CEpBEepOM, a apeHaaTopy OCTaeTCs TOJIbKO yaAasleHHoe
CUCTEMHOE aAMNHNCTPUPOBaHNE onepaunmoHHon cuctembl n C30 3KL.

Ona ynobcTBa AanbHeNLWero NCnosb3oBaHUA 1 NepeHacTPOVKN CETU BUPTYasibHON
MalUMHbI, pPEKOMEHAYEM Nepen nepenavyen CUCTeMbl MPON3BECTU YCTAaHOBKY
yTnnnTbl Cloud-init, KoTopasa NO3BOANT BaM BHOCUTb U3MEHEHMNSA B CeTEBbIE
HacTponkM 6e3 HeobxoaNMMOCTU NPAMOro AOCTYyNa K cepBepy.

B paMkax ba3oBon rapaHTUNHON TEXHNYECKON NoJaep>XKK y4acTmne cobCTBEHHbIX
CUCTEMHbIX aAMUHNCTPaTOPOB A1 apeHA0BaHHOIro BUPTYaJlbHOro cepeepa He
notpebyeTcs BoBCe: CrieunanncTbl KOMMaHum «OTKPbITbIE TEXHOJI0MUN» B NOJIHOM
obbeMe nponssenyT HeobxognMMoe CMCTEMHOe aAMUHUCTPUPOBAHNME.
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KJINEeHTAa

Ecnun oueHnBaTb CTOMMOCTb TEKYLLMX PAacX0oO0B Ha apeHay, BUPTYyasibHbI cepBep
— HauMeHee 3aTpaTHbIA BapMaHT.

-BepHYTbCS K COEP)XXaHUIO-

1.4. TpeboBaHusa no noaroroBke TexHU4YeCKOM MJIoOWaAKM K yctaHoBke C30
3KL

B pa3nene nepeyncneHbl oCHoBHble TpeboBaHus K MNnowanke, cobnogeHne
KOTOpbIX Heobxoanmo ang yctaHoBkn C30 3KL cmnamm rapaHTUNHON TEXHNYECKON
noanepXKu:

* BupTyanbHas MawmnHa Ha 6a3e onepaumoHHon cuctembl Ubuntu Server
20.04.

e CTaTuU4HbIN «benbin» ip-agpec AOCTYMNHbIN U3 ceTn NHTepHeT 6e3
OrpaHNYEHNI N BMeLlaTeNbCTBa B Tpaduk BHewHero MO gna obpaboTkm
rnoJib3oBaTeNbCkMx 3anpocos (80 n 443 nopThl).

Mpu HecobnoaeHUn AaHHOro TpeboBaHUA YCTAHOBKA CYMTAETCA JIOKaJIbHOW U
nobble NpeTeH3un K paboTe Beb-uHTEepderca NPUHNMAOTCSA TOJIbKO eCJIN OHU
BOCMPON3BOASATCSH HEMNOCPEACTBEHHO Ha JIOKAJIbLHOM MOPTY.

e HeorpaHMYeHHbIN NCXOAALWMA A0CTYN K ceTU VIHTepHEeT Afs ckavynBaHus
0B6HOBNIEHWI, OTNPABKM NOYTbl U PaboTbl MHTErpaLui.

e BO3MOXXHOCTb [0CTYyrMa K BUPTYyaJibHOW MallMHE NO NPOTOoKoy ssh (22
nopT) C MOJIHOMOYMAMN aAMUHNCTPaTOpPa (root) onsa cny>kKbbl TEXHNUYECKOWN
noAnEPIKKU.

e loMmeHHOoe nM4 (onuMoHaIbHO).

e [locTyn K smtp-cepsepy aAna 6onee HageXxHON OTNPaBKM yBeOOMSIEHUN U
onoseLwleHUn ona cnywaTtenen n npenogasatenen 8 C30 3KL
(onuMoHanbHO).

B cny4yae, ecnm Bbl pa3MmellaeTe cuctemMy y nposangepa, ocobeHHo rnpu apeHge
VPS/VDS, BCe nepe4yncsieHHoe BXOAUT B BONbLIMHCTBO TUMOBbLIX MAaKETOB U
npefocTaBssieTcs nposanaepom. ECnm y Balwmx TeXHNYECKNX CNYy»XO BO3HUKHYT
C/I0OXKHOCTW C NpeaocTaB/ieHNeM JaHHbIX pecypcoB, peKoOMeHAYyeM pacCMOTPETb
BO3MOXXHOCTb pa3MeLlleHNs CUCTEMbI Yy BHELLHEro rnposavaepa.

MNakeT «Kpocc» [oNyCcKaeT HEKOTOPbIe OTCTYMIEHUSI OT NEPEYNCIEHHbIX
TpeboBaHMI, NO3TOMY, ecnv BaM TpebyeTcs pa3MecTUTb CUCTEMY Ha Ballen
BHYTPEHHEN naolwanke, Nnpm 3TOM Bbl XOTUTE OTCTYMNMUTb OT HEKOTOPbIX MYHKTOB
NaHHbIX TpeboBaHUN, CBAXXNTECH C HALLMM KJIMEHTCKUM OTAENI0M, 4TOObI

npmnobpectn obHOBMEHME A0 NakeTa «KpoccC».
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KJINeHTa
-BepHyTbCA K coaepXXaHUI0-

2. OOW MM aNropuTM pasBepTbiIBaHUA U XKU3HEHHbIN uukn C30
3KL Ha cepBepe 3aka3uyuka

2.1. AKTUBaUMA KJ1l04a U NoJiy4YeHue A0CcTyna K JIMMHOMY KabuHeTty

1) Mocne npnobpeTeHnsa cMCTeMbl, Ha agpec 3/IEKTPOHHOW MOYThl, YKa3aHHbIN B
cneundunKkauum K gorosopy, dbyaeT BbiC/laH KOA akTUBaLUMW. aHHbIA KOA
aKTMBauUum HeobxoammMo nepenaTb NpeacTaBUTENIO Ballen opraHm3aumnm
(amncneTtyepy-agMUHNCTPATOPY).

2) AncneTyep-aAMMHMUCTPATOP BbIMOJIHAET aKTUBALIMIO KJTtOYa MO MHCTPYKLUMN B
COMNPOBOANTENBHOM MUCbME C KJTKOHOM.

3) B c/iyyae ycnewHom akTUBaLnmy, Ha Bally 3/IEKTPOHHYO NOYTY NpUAET NUCbMO C
NHCTPYKLUMSMU MO BXOAY B JINYHbIA KabMHET, a Ha HoMep MobusbHoro TenegoHa —
napoJib.

CoxpaHsanTe NorvH 1 Naposib OT INYHOro KabuHeTa B HageXxHOM 1 6e3onacHoMm
MecTe. Hu B Koem cnyyae He cooblianTe 3TU AaHHble TPETbMM NnLaM.
Pacrnopsi>xeHus, nepefaHHble C NCMONIb30BaHMEM 3TUX PEKBU3NTOB ICMONHUTENb
BbIMOJIHAET KaK MpsiMble PacropsiXKeHUs YrnosIHOMOYEHHOr 0 NMpeacTaBUTeNs
opraHu3sauun. B cnyvyae cMeHbl AncneTyepa-agMUHUCTPATOpPa, NodanTe 3asBsieHne
0 CMeHe KOHTaKTHOro /1L, a He NpPoCcTo NepegaBanTe Naposib. B NnpoTUBHOM
CJlyyae BCS lopuanveckas oOTBETCTBEHHOCTb (Mepes Ballen opraHusaunen) byner
OCTaBaTbCs Ha NepCcoHe npeabiayLlero NnpeacTaBuTens.

4) MeHepxxep no paboTte ¢ knneHTamm 000 «OTKpPbITble TEXHOJIOMNN» CBAXKETCS C
BaMW 1 nNpoBeneT TenedoHHbIA NUHCTPYKTaXK No paboTe C IMYHbIM KabnHeToM.

-BepHyTbCA K COAepXaHUI0-

2.2. NMoarotoBka K yctaHoBke C30 3KL

1) BHUMaTeNbHO U3y4nTe MaTepuarsbl, U3JI0OXKEHHbIE B pa3gesiax «PadmeuleHne
TexHuyveckon naowankm C30 3KL», «PeuwieHns, KoTopble 3aka3ynky Heobxoammo
NPUHATbL Nepe YyCTaHOBKOW» U «PeKBM3NTbI U NpaBa A0CTyna, Heobxoanmble ans
YCTaHOBKWU», onpefennTecb ¢ HeobxoanMbIMK 419 BaC NapamMmeTpamMm n
HaCTpOWKaMu.

2) Npoun3ssenunTe NepsoHavasibHYO YCTAaHOBKY OMNepauMoHHON CUCTEMbl Ha
TexHn4yecKyto niowanky c y4yetom TpeboBaHuin pasgena «PasmeuleHuve
TexHunyeckon naowagku C30 3KL» n cnenyownx peKoMeHgauui:

e 1nsa nyduwero pa3rpaHmn4eHnsa 30H oTBeTCTBEHHOCTUN PpEKOMeEHOYETCHA

BblOENNATb ONA TexHun4yeckon nnowaankum BMpTyaﬂbelﬁ BbIAEHEHHbIﬁ
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cepBep. B 3ToM cny4yae pasrpaHMYyeHne 30H OTBETCTBEHHOCTH
NcnonHnTens v 3aka3sdunka 6yneT npoxoauTb MO rpaHuLLaM 3TOro
BUPTYaJIbHOr0 BblAE/IEHHOI0 CepBepa.

e Ha MoMeHT nepepayn lNnowankn NcnonHmTento, onepaumnoHHasa cuctema
00J>KHa bbITb yCTaHOB/IEHa B MUHMMasIbHOM BapuaHTe, 6e3 noboro
AOMNOJIHUTENbHOIrO MPOrpaMMHOro obecnevyeHns, KOHTEHTA N YHETHbIX
3anncen, KpoMe MMHUMaNbHOro Habopa aBTOMaTUYECKN YCTaHOBJIEHHbIX
caMoi onepaLmMoHHON CUCTEMO NaKeTOB NporpamMmHoro obecnevyeHuns,
HeobXoAMMbIX N [OCTaTOYHbIX A5 YAAJE€HHOr0o NoOAK/IYEHNS MO
npoToKoJy ssh.

e KOHCyNbTauumn co CTopoHbl CcnonHnTens no nopsaaky npenBapuTesbHON
YCTaHOBKM OCYLLECTBASIOTCA MO 3anpocy NpeacTaBuTensa 3akasymka.

e Ecanm MNnowagka npenoctasnseTcs 6e3 npegyCcTaHOBAEHHOW OonepaunoHHON
cuctembl Ubuntu Server 20.04 TLS 64 bit, icnonHuTenb caM BbINOJIHAET
YCTAHOBKY ONepaLnOHHON CUCTeMbI, AN Yero TpebyeTcsa conencrTeme
3aKa34uka, B BUae npenocTtaB/ieHNS BPEMEHHOIO yaasieHHOro AocTyna K
rpacpuyeckomy TepmmHany (KVM-IP no npotokony VNC nnu RDP) nnun
3arpysKku ¢ paewi-HakonuTenda C NOAKJYeHNneM gocTyna rno ssh
cneuvanncTty NcnonHmntens.

3) YbeouTech, 4TO TexHU4Yeckasa naowianka gOCTyrnHa U3 ceTu Internet no
npoToKosy ssh.

Ecnu npepnonaraeTcs, 4To cpefa 3NeKTPOHHOro obyyeHnsa AosKHa ObIThb
[ocTynHa n3 cetn MHTepHeT, ybeagntecs, 4To MNnowanke Ha3Ha4YeH cTaTU4eCcKuin
«benbin» ip-agpec, KOTOPbIAN AenernpoBaH HeEMoCpeaCcTBEHHO Ha CETEBOM NOpPT
Mnowankn 6e€3 Ncrnosib30BaHNS TakKNX TEXHONOMNIN, KakK «0OpaTHbIN MPOKCU>»,
«DMZ» n «npobpoc nopTa».

4) YcTaHOBUTE Ha naowagky ssh-KJ104, Kak YKa3aHo B pa3gene «PeKBU3UTLI U
MpaBa OOCTYyMa, Heobxoaumble ans YCTAHOBKW>,

5) MogroTtoBbTe K Nepepayve MicnonHntento Bce Heobxoanmble AaHHbIE,
nepevyncneHHble B pa3genax «PelieHuns, KoTopble HeE06X0ANUMO NMPUHATL Nepes
YCTaHOBKOW» U «PeKBMU3NTbI 1 NpaBa A0CTyNa, Heobxoanmble ANa YCTaHOBKU».

-BepHyTbCA K coOaepXaHUI0-

2.3. YcTaHoBKa C90 3KL

1) BonauTte B NN4YHbIN KabuHeT Ha canTe cnoaHUTEeNa C MCNOJIb30BaHMEM JIOFMHA
N Maposs, NONYYEeHHbIX MPU akTUBauUumM Knto4da. Co3ganTe HOBYIO 3a5iBKY B
KaTeroputo «FapaHTunHasg Texnognep>xka / YctaHoBka C30 3KL Ha cepBep».

3anoJIHUTE Mo 3a58BKU, KOTOpPblE OTKPbLIJIUCL Nnocrie Bbl60pa TuUna 3adBKn. B
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conpoBoanTenbHOM cooblweHnn coobwmnTe BCO HEOBXOANUMYIO MHOPMALMIO.

Ecnm BMeCcTO nepBoHavyaibHON YCTAaHOBKM BaM HEO6X0AMMO BbIMOJAHUTL NEPeHOC
nnn obHoBIEHME CyLLEeCTBYOLWEN cUCcTeMbl Ha Bba3e Moodle nnn C30 3KL, cpa3y
coobwinTe 06 3TOM B 3a8BKe, NPUIIOXKUB MHpOpMaLMto, rae HaxoanTca SQL-gamn v
apxuB nankym moodledata cywiecTByouwen CUCTEMbI UN PEKBU3UTBLI CepBepa Co
CTapon MHCTannaumnen.

9T0 HeobxoaMMO caenaTb MMEHHO Ha 3TOM 3Tane, nHaye CUCTeMy NpuaeTcs
NOBTOPHO NepeycTaHaB/IMBAaTb C YHUYTOXEHMEM BCeX AaHHbIX. B paMkax
FapaHTUNHOW Texnognep>XKu npeaycMoTpeHo He 6osiee ogHOro nepeHoca uan
NOBTOPHOW UHCTanNAUum B roa. [,obaBnTb AaHHbIE U3 CTAPON CUCTEMBI
aBTOMaTU4YeCKM BO3MOXXHO TOJIbKO Ha 3TOM 3Tare, BCe OCTaJibHble CroCcobbl
npegnosiaratoT Py4YHOU NepeHocC BaWMMn CUiaMu Uan 3a OTAESIbHYIO naaTy.

2) NH>xeHep UcnonHUTeNs NpoBepPUT KOPPEKTHOCTb 3anoJIHEHUS 3a8BKUN, MOJIHOTY
OaHHbIX, 4OCTYMN K CEpBEPY M 3anyCcTUT npoueanypy ycTaHoBKU. 10 OKOHYaHUK
YCTaAHOBKM (B Csly4ae ycnexa) nHxeHep icnonHntens coobwmT B 3as89BKe
TexHu4Yeckuinm agpec sawen nHctannauyum C30 3KL.

CaMa yCTaHOBKa NPOUCXOANT aBTOMATUYECKUN, C MOMOLLbIO MporpaMMHoro poboTa,
KOTOPbI HAaNpsIMyto NOAKI0YAETCA K NaoWanke no npoTokosay ssh.

B cnyyae, ecnim onepaunoHHaa CUCTEMA Ha Naowanke nav gocTyn K cepBepy Mo
NPOTOKOJy SSh HEBO3MOXKHbI, aBTOMAaTUYeCKas yCTaHOBKa He AOCTyrnHa. B 3Tom
CJly4ae OCTalTCA BapMaHTbl CAMOCTOSITE/IbHOW YCTAaHOBKW CUlaMin 3akKas4vymka nan
PYYHOWN YCTAHOBKW cunaMmn MICMONHUTENS B paMKax JINLEH3UN «Kpoccx». Ons
nprnobpeTeHns nuueHsnm «Kpocc» obpaTuTecsk B KIMEHTCKUI oTaen NcnonHnTens.

-BepHYTbCS K COEepP)XXaHUI0-

2.4. O3HaKOMJIeHue C MapLIpyTOM BHeAPEeHUsA U nepBUuYHaa HacTpouka C30
3KL

1) C rnaBHOM CTpaHWULbl KJIMEHTCKOro nopTaja nepengnte K MapLipyTy BHeApeHUs
. Ons BXxo4da Ha KypC UCMOb3ynTe NOrMH 1 Naposb OT JIMYHOro KabuHeTa.

2) N3y4nTe npepnaraemole matepuansl no sHegpeHuto C30 3KL. PekomeHayeMm
Ha4YMHaTb C HACTPOWMKWN BHELUHEro BUAa U BUTPUHbI KYPCOB, 3aTeM rnepexoanTe K
BbIbOpy cnocoba BBOAA B CUCTEMY CNMNCKaA NOMb3oBaTenen. BoibepuTte akTyalbHble
019 Ballen opraHusauum n cnengymnte npenocTaBieHHbIM peKOMEeHJalNsM.

Iona TnnoBbIx onepau,vu7| npenycMoTpeHbl crneunalJibHble TUrbl 3a4BOK B JINHHOM
KabuHeTe. Mpwn Bb|60pe cneunanbHbIX TUMOB 3aABOK, OTKPbIBAETCA aHKETA,
cogepXawad CCbJIKU Ha NMHCTPYKUUN N peEKOMeHdaLU W, NOMOoraowmne npuHATb
pewieHna N 3afoJIHNTb 3aABKY.
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-BepHyTbCA K coaepXXaHUI0-
2.5. NMNony4yeHne BBOOHOINO MHCTPYKTaXa

BBOOHLIN MHCTPYKTaX B paMKax rapaHTUNHON TeXHUYeCKOoN nognep xkKu
npenocTaBssieTCcss OAHOKPAaTHO, MPOAOJIKMTEeNbHOCTbIO A0 1 Yaca. MNepen ero
nony4yeHneM pekoMeHayem 3apaHee NOAroTOBUTb CMUCOK BOMNPOCOB, KOTOPbIe Bac
MHTEepeCcyT U OTBETbl HA KOTOPbIe He yAaJ10Cb MOJYy4YNTb CaMOCTOSATESIbHO.
BBOAHBLIN MHCTPYKTaX NpoxoaunT B hopmaTe BebuHapa, NO3TOMY Ha HEM UMeeTCH
BO3MO>XHOCTb MPOAEMOHCTPUPOBaTh peLleHns HenocpeaCcTBEHHO Ha Ballen
cucTemMe Ui Ha LeMOHCTPaLNOHHOM CTeHae.

BBOOHbBIV MHCTPYKTaXX NPOBOANT METOAUCT KOMMaHUM — 3KCMepT No CLeHapusam
ncnonb3oBaHmsa C30 3KL gna peweHns pasindHbiX 3a4a4 KJIMEHTOB (B OTaIM4mMe oT
0ObIYHOM KOHCY/IbTaLMM B paMKaX rapaHTUNHON TEXHNYECKON NOOOEP)KKN, Ha
KOTOPYIO OTBEYaloT CneunaancTbl TEXNOOAEPIKKN).

Ans nonyyYyeHnUs BBOOHOIO MHCTPYKTaka HeobxoAnMOo co3aThb 3a8BKY B KaTeropumu
«[apaHTnnHaa Texnognep»xka / BBOAHbIM MHCTPYKTax (1 4ac)» u ykasaTb B popMe
3a89BKU NpeanoyYTuTeNbHble AMana3oHbl N NepeyYyeHb TEM U BOMNPOCOB, KOTOPbLIX Bbl
xoTenun 6bl KOCHYTLCA B X04€e KOHCybTauun. PekomeHayem oTnaBaTh
npeanoYTeHns BbICOKOYPOBHEBbLIM BM3HeC-3a4a4vaM, CLeHapusaM U CTPYKType
OpraHm3auunm CUCTEMbI, HEXXeNN NPOCTbIM BONPOCaM, OTBETbl Ha KOTOPbIe MOXXHO
NOJIy4YnUTb B TEXMNOAAEPXKKE NJIN CAMOCTOATESIbHO HAWTU B CripaBKe.

-BepHyTbCA K coaepXXaHUIo-

2.6. MNonyvyeHue KOHcynbTauum n obcny>xusaume C30 3KL

TexHnYyeckas noaaep>xKa ocyuectTensieTcs B popme 06paboTkm 3a89BOK B IMHHOM
KabnHeTe kKnneHTa. [OCTyn B NYHbIA KabUHET NpeaycMaTpuBaeTCa TONbKO ANA
ancneTyepa-agMUHUCTPaATOpa 3aka3ynka.

Ana TMnoBbIX onepauun (HanpmMmep, HaCTPOMKa OTMNPaBKM SJIEKTPOHHOW MOYTHhI,
CMeHa NOMEHHOro UMeHU, HaCTpOoMKa pe3epBHOro KonmposaHus, coobweHne o6
ownbke n T. N.) NpeayCcMoTpeHbl cneynanbHble WwabnoHbl 3a8BOK: BbibOpe Taknx
TUMNOB 3asiBOK OTKPOETCH creunanbHaa hopmMa n NoACKasKM CO cCblIkaMu Ha 6a3y
3HAHWUN, Pa3bACHAKLWME HIDAHCLI NPeasioXKEeHHbIX BapuaHToB. MoaTomy, npu
CO3[aHMN 3aA9BKN Ba>XHO NPaBuIbHO BblOpaTb KaTeropuo 3asaBKu, B paMKax
KOTOpPON BaM HeobxoanMa KOHCYyNbTaums.

Ina HekoTopbiX BUAOB AnueH3unn C30 3KL gocTynHa TenedoHHaa Texnoanepxka.
Mepen obpalleHMeEM Ha ropaYyo INHUIO, MoXXanyncTa, ybegntech, 4TO Balla
JIMUEeH3nsa NpoAyKTa npeaycMmaTpmBaeT TesiepOHHOE KOHCY/IbTUPOBaHME, HaYe
orepaTop He CMOXXeT Bac NPONUHMOOPMMPOBATL HMN MO KaKMM BOMPOCaM.

Ecnmn Bbl MOHAMN, 4TO HY)XAaeTeCb B TeNle(pOHHOM KOHCYJ/IbTUPOBAHNN, @ OHO B

BaLwlen BEPCUN HE MNMPeaYyCMOTPEHO, O6paTVITer B KJINEHTCKUNI oTaen —
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KJINEeHTAa

MeHeO)Kepbl KOMMaHUM NMoMoryT chopMmpoBaThb CHET Ha anrpeng 40 JNLEH3UN C
TeneoHHOW Texnoanep XKowu.

Tak>Xe MOXKHO paclMpUTb KOIMYECTBO NpencTaBuTenen KameHTa, uMerLwmx
BO3MOXXHOCTb 006pallaTbCa B rapaHTUNHYIO TEXHUYECKYIO NOAAEPKKY.

B C20 3KL BCTpoeHa KOHTEeKCTHas CcripaBKa: B 3aBUCUMOCTUN OT CTPaHULbl CACTEMBI,
Ha KOTOPOW B AaHHbIN MOMEHT HaXo4UTCA NOMb30BaTesb, B CNpaBKe
oTobpa>katoTCsa CCbIIKM Ha CTaTbW 13 Ba3bl 3HAHWUNW MO Teme nHTepdenca. Habop
pPEKOMEHO0BaHHbIX CTaTEN MEHSAEeTCsA B 3aBUCMMOCTW OT POJIM MoJsib30BaTenNs.
Bocnonb3yntecb CripaBKkonW MMeHHO B TOM HTepgence C30 3KL, B KOTOPOM
CTOJIKHYJINCb C 3aTpyAHeHueM ansa nonyyeHms Hanbonee peneBaHTHbIX
MaTepunanos.

-BepHyTbCA K coAepXXaHUI0-

2.7. ObHoBneHue C30 3KL

000 «OTKpbITbie TEXHOMOrMX» NPOBOANT NOCTOAHHYO paboTy no ynydweHunto C30
3KL n exxemMecsa4HO BbiMyCKaeT HOBYHO Bepcuto npoaykTta. C nepevyHeM 4opaboTok u
NCNpPaB/IeHHbIX OWNOOK, BbIMOJIHEHHbLIX B 04EpeaHOM penun3e NpoayKTa, MOXXHO
03HaKOMUTbCA B paclIMPEHHOM aHOHCe penusa. [nsa obecnevyeHns 6e3onacHOn u
cTabunnbHoOM paboTbl CUCTEMBbI HACTOATENILHO PEKOMEHAYEM PEryapHO
yCTaHaBAMBaTb 0OHOBNEHUS.

ObHoBIeHNA BbINOAHATCA cunamn NcnonHutensa, aona 4yero TpebyeTcs nofgaTb
3as8BKY B KaTeropun «FapaHTunHaga Texnogaepxka / ObHosneHune sepcun C30
3KL».

-BepHYTbCS K COEepP)XXaHUI0-

2.8. NepeHoc C30 3KL Ha papyromu cepsep

B paMKax rapaHTUMHON TEXHUYECKOW NoaAepPXKN NpefycMoTpeHo He 6onee
04HOro nepeHoca cuctemsbl B rogd. lNMpm nepeHoce cMCTeMbl Ha HOBbLIN CepBep,
CTapada cuctema ynanseTcd. B cnydae, ecnm TexHun4eckas naowaagka
CKOMMNpoOMeTMpoOBaHa AOCTYNOM K HEW NOCTOPOHHUX UL, (B TOM 4ucne
COTPYOHNKOB 3aKa34MKa), BOCCTaHOBJIEHNE CTaTyCca aTTEeCTOBAHHOW MHCTaNAAUMn
N MOMIHOMN FAapPaHTUNHON TEXNOAOEPXKKN BbINOJIHAETCA TakXe NnyTeM rnepeHoca
CUCTEeMbl Ha YCTAHOBJIEHHYIO C HYNA TEeXHUYECKYIo naowanky, 4Tobbl UCKNOYNTb
nocneacTBns AeNCTBUN N HACTPOEK, BbIMOJIHEHHbLIX MOCTOPOHHUMN JINLAMU.

Ina nepeHoca cMCTeMbl Ha HOBYIO [10oWaaKy NoAroTOBbTE CepBep aHa/lorM4yHo
NOArOTOBKE cepBepa A4 NepBoHavyaJibHOW YCTaHOBKU U NofanTe 3asaBKY B
KaTeroputo «FapaHTUHag Texnognep>xka / NepeHocC Ha apyrom cepeep».

CMeHa AJOMEHHOIro nMeHn bes nepeHocCa CNCTEMbI Ha npyr0|7l cepBep He CHNTaeTCA
nepeHoCoOM N BbIMNOJIHAETCA B paMKaX 3aABKW Ha HaCTpOVIKy AOMEeHHOIro NMeHW.
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KJINeHTa
-BepHyTbCA K coaepXXaHUI0-

2.9. CMeHa npeacTaBuTeNa KJIMeHTa (aMcneTyepa-agMUMHUCTpaTopa)
Ina cMeHbl NpeacTaBnTens HeobxoaAMMOo BbINONHUTL Clieayouwme gencTeus:

1) 3anauTe B 3aaBKYy «[1pofaxkmn / CMeHa npeacrtaBuTens KJAMeHTa» N ckadyanTe
wabnoH nucbma.

2) 3anonHuTe u pacnevyaTtanTe wWabnoH. MognnwnTe ero y pykoBoguTens Bawen
opraHusauum (B cny4vae, eCnim pykoBoanTeNb AENCTBYET Ha OCHOBaHUN
NOBEPEHHOCTHN, MOJy4YUTE CKaH LOBEPEHHOCTH).

3) 3arpy3unTe B NNYHbIN KabHET CKaH NncbMa (U LOBEPEHHOCTH).
4) OTnpaBbTe OpUrMHasbl LOKYMEHTOB NOYTOM Ha agpec: r. Mockea, 117303, a/q

33 OO0 «OTKpbITble TeXHONIOrMK». B Ka4yecTBe aJibTepHaTUBHOIO BapMaHTa,
NMMCbMO MOXeT BbITb nognucaHo UMM n HanpaBneHo Yepes CUCTEMY 3IEKTPOHHOI O

nokyMmeHToo6opoTa «[Anaaok».

-BepHyTbCA K coAepXXaHUI0-

2.10. MNpekpaweHme rapaHTUnHOro oocny>xusaHua C30 3KL

MNocne OKOHYaHUS CpOoKa AeNCTBUSA TNLEH3UN, ecnin He Bbis1o NpnobpeTeHo
npogJieHne, rapaHTuUnHoe obcnyxmBaHue npekpauwlaetcs. Cama cmctema
NpPoAo/KAET (PYHKLUMOHNPOBATL, 3a UCKJOYEHNEM (DYHKLWNIA, 3aBUCUMbIX OT
«O6n1a4YHbIX CepBUCOB» (HanNpuMep, KOHTEKCTHAasA cripaBka). Takxxe, NPy OKOHYaHUN
rapaHTUNHOIo 06CNy)XMBaAHMSA NMpeKpaLlaeTcs A4OCTYMN K JINYHOMY KabuHeTy
TEXHNYECKON NoanepxKn 1 npeaocTaBsieHne oucTpnbyTMBoB C 06HOBIEHUSIMM.

MNepen OKOHYaHUEM CPOKa FrapaHTUNHOIO 06CNy>XKMBaHUA PpEKOMEeHAYEM 3anpocuTb
root-A0CTYN K Ballel cMcTeMe: Nocsie rnpekpaleHnsa rapaHTUNHOro o6cnyXxnBaHus
HUKaKMe 3a8BKUN TeXHNYECKOoW noaaepxkon obpabaTbiBaThCcs He ByayT, MO3TOMY

BaM MpuaeTcs rnojly4yaTb root-g4OCTyn CaMOCTOATENbHO, KakK YKA3aHO B MHCTPYKLIUMU.

-BepHYTbCS K COEPXXaHUIO-

2.11. BeiBog C30 3KL M3 akcnsyaTauum

Mepen BbIBOAOM CUCTEMbI U3 3KCMJIyaTalUM PeKOMEHAYEM CcAeNaTb MNONHYHO
pe3epBHYIO KOMUIO U COXPAaHUTb €e Ha HaZleXXHOM HocuTene.

-BepHyTbCA K coaepXXaHUI0-

3. MopsAnoOK YCTAHOBKMU U Nepenayy CUCTeMbl Ha Noa aepXxXKy
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KJINEeHTAa

YcTaHoBka C20 3KL MoxeT 6bITb BblINOJ/IHEHA 3aKa34YMKOM CaMOCTOATEsIbHO Un
coTpyaHunkamm icnonHutens.

Heobxoanmble cBegeHUs AN CaMOCTOATE/IbHOMN YCTAaHOBKE U3/10)KEHbI B
OTOEe/IbHOW CTaThbe.

Ecnn yctaHoBka C30 3KL Ha cobCTBEHHbIN cepBep Balleln opraHm3auunn BbidbiBaeT
3aTpyaoHeHUs (He MOHATHbI NOJIOXKEHNSA OaHHOW MHCTPYKLMK, He4O0CTaTO4YHO
KBaMPULMPOBaHHbIX COTPYAHMUKOB, HE XBaTaeT HEOBXO0ONMbIX TEXHUYECKUX
pecypcoB 1 T. n.), obpaTnTechb B Hall KJIMEHTCKUN oTAen no tenecdoHy +7 499
213-30-72, Mbl C YyOOBO/IbCTBUEM MOMO>XEM BaM BbipaboTaTb afibTEPHATUBHOE
pelleHne. 9To MoXeT BblITb YCTaHOBKa Ha apeHO0BaHHYIO BUPTYasibHY MalUVHY B
naTa-ueHTpe npoBangepa (VPS/VDS) nnn nepexon Ha Hawun o6siavyHble Tapudbl.

KpaTkasa nHgopmMaums no npoueccy yCTaHOBKM N HAaCTPOUKN CUCTEMbI CU1aMI
NHXXEHEepPOB rapaHTUNHON TEeXHNYECKOW noaaep>xku lcnonHuTens paccMoTpeHa B
pa3snene «YctaHoBka C30 3KL». Hu>Xe npuBedeHbl AaHHble, KOTOpble 0643aTeNbHO
AOJKHbI 6bITb NpenocTaBsieHbl IcNonHUTENO nepen YyCTaHOBKOM CUCTEMbI Ha
noaroToBJsIeHHYIO nowanky.

Ecnn B npouecce NpUHATUA 3TUX PELLUEHMIA Y BaC BO3HUKHYT BOMPOCHI, Bbl MOXKETE
06paTUTBLCA B HAMU B TEXHUYECKYIO MOAOEPXKKY.

Mogpa3ymeBaeTCs, YTO K 3TOMY MOMEHTY BCe pelLleHuns, CBA3aHHble C BbiIbopoMm
TexHM4YeCckom NAoWankn N ee xapakTepUCTUKaAMN BaMU NPUHSTBI U peann30oBaHbl.

-BepHyTbCA K coaepXXaHUIo-

3.1. PeweHus, KoTopblie 3aKa34uMKy HeobxoaAMMO NPUHATL Nepep,
YCTaHOBKOM

MNepen yCTAaHOBKOW CUCTEMbI HEODXOAMMO NPUHATL PSAL peleHnin. Mbl nocTapannch
MaKCMMaJlIbHO OCBETUTb 3TN BOMNPOCHI B LMKE cTaTen «Bonpockl Mo ycTaHOBKE
C30 3KL Ha cepBep kaneHTa» Hawen 6ba3bl 3HaHUN. Ho ecnu BaM noTpebyeTcs
AONONIHUTENbHAA KOHCYIbTauus, Bbl MOXKeTe 06paTuTbCa B CyXKOy rapaHTUINHON
TEeXHUYEeCKON NOAAEPXKKN N HaLLN NHXXeHepbl MoCTaparTcAa BaM NOMOYb.

-BepHYTbCS K COepP)XXaHUIO-

3.1.1. BoiGop npepacTtaBuTtensa 3akasuuka (Amcnetryepa-agMMHUCTpaATOpa)

AncneTyep-agMUHUCTPATOP 3TO, B NEPBYIO 04epedb, METOAUCT N MEHEOKEP
npoekTa (He NnyTanTe C CUCTEMHbIM aAMUHUCTPATOPOM).

OCHOBHble TpeboBaHUSA K AucneTyepy-aAMUHUCTPATOPY:
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e yBepeHHoe BnageHue [K;

* MOHWMaHMe Lesien U 3aay BHeAPEeHUS 3N1eKTPOHHOro oby4vyeHus B
opraHusauun;

* HasMmyme NOJIHOMO4YU ONA MPUHATUSA BONBLUMHCTBA PELWeHNIA MO NPOEKTY
BHEApPEHUSA 1 NoOOEPKKN INEKTPOHHOIro 0by4eHnsa nam BO3MOXKHOCTb
onepaTUBHOIO COrJlaCcoBaHUsA TaKUX peLueHnn.

Bcé B3auMoLencTBme No YCTAaHOBKE, HACTPOMKe M NOALEPXKKE CUCTEMbI
NcnonHnTensb BegeT C AncneT4yepomM-agMUHUCTPATOpPoM. C oCTaslbHbIMM
COTPYAHMKaMM CBOEWN OpraHmM3aunm gucneTyep-adMMHUCTPATOP KOHTaKTUpyeT
caM. Mo 3anpocy ancneTtyepa-agMUHUCTPATOPa, KINEHTCKUIA otaen NcnonHntensa
Mo>eT 006aBUTb AOMNONHUTENBLHOE KOHTAaKTHOE JINLL0 B KOHKPETHYIO 3a8BKY
(TpebyeTcst ®NO 1 aNneKTPOHHAs No4vTa), nocje Yero oHo byaeT BUAETb Nepenmncky
B 3aBKE N JaXke CMOXeT f06aBnsiTb KOMMEHTapUKN, OQHAKO TEXHNYECKas
noanep>xka He obsizaHa pearmpoBaTb Ha TakMe KOMMeHTapuu.

Mbl He peKOMeHAyeM Ha3Ha4aTb AMCNeT4epoM-aAMNUHUCTPATOPOM TEXHUYECKOr O
cneunannucTa, Tak Kak OH HeJOCTaTO4YHO BOBJIeYEH B LlesI U 3a4a4uM opraHmsaumnm
3N1EeKTPOHHOro oby4yeHus.

MoapobHas nHpopMaLmMsa 0 Ha3HaYeHUN ancneTyepa-aAMUHUCTPaTOpPa U3JI0XKEHa B
n. 2 «[MpencTaBUTENN U KOHTAKTHbIE NNLa» OeNCTBYIOULEN Bepcun PernamMeHTa.

-BepHyTbCA K coAepXXaHUI0-

3.1.2. Bup ycTaHOBKM

HeobxoanMo MakCMMasibHO NPO3PayYHO AOHECTU A0 UHXXEHEPOB TEXHNYECKOWN
nogaep>xkn MicnoNHNTeNs Kakas ycTaHOBKa BaM noTpebyeTcs:

4YucTasd cucTema «C Hynsa»;
BOCCTaHoBJIeHME N3 pe3epBHon kKonmn Moodle nam C30 3KL;

NepeHoC AaHHbIX U3 cyllecTBYoulen nHcTaanaumum Moodle nnm C30 3KL;
e obHoBAEHME cyulecTBYOULEN NHCTannaumm Moodle nnm C30 3KL.

ObpaTuTe BHMMaHMe: 3TO peweHne obAa3aTeNbHO HY)KHO NPUHATL A0 HaYana
yCTaHOBKM. [1oCsie yCTaHOBKN NOMEHATb AaHHOE peLleHne y>Ke He MoJIy4nTCs. 3To
CBSI3aHO C TE€M, 4YTO CUTb Ba3bl AaHHbIX OT ABYX pPa3HbIX UHCTannaunm Moodle nnum
C30 3KL TexHn4eckn HeBO3MOXKHO. Ecnn Bbina BbIMOJIHEHA YCTAHOBKY «C HYNA», TO
BOCCTAHOBUTb [aHHbIe U3 CTapOn MHCTaIALNN MOXKHO ByaeT TONbKO nyTem
NOJIHON NepeyCTaHOBKM CUCTEMbI C MOTepPeN yKe HaKOMJIeHHbIX HOBbIX AaHHbIX.
EOVHCTBEHHBIN BapnaHT CAIMAHUA B TaKOM CJlydae — 3TO pPy4YHOW rnepeHocC BalluMun
CUNaMu UiIn rnepeHocC oTAesibHbIX KYPCOB NMyTeM UX 3KCnopTa/MMnopTa.

-BepHYTbCS K COAEpP)XXaHUI0-
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3.1.3. Tvn yCcTaHOBKM

Ona passepTtbiBaHna C30 3KL Ha lNnowagke opraHnsaunm nnm B gata-ueHTpe Mbl
peKOMeHAYEM BblAENNTb OTAEJIbHYIO BUPTYasibHYIO MaLlIWHY. Mo e€ rpaHmuam
pa3nenanTCs 30Hbl OTBETCTBEHHOCTU MeXXAY Hallen rapaHTUNHON
TeXnogaep>XKon N TEXHNYECKMMU cily>Kbamm 3akasymKka. BupTyanbHaga MalumHa
Ao/mKHa 6bITb YncTasa nnm c npegyctaHosneHHon OC Ubuntu Server 20.04 LTS
64bit (He [oKHO BbITb YCTAaHOBIEHO TakMx NporpamMm Kak ISPmanager, Webmin un
T.40.).

Bo3MoXHbI cnegytowme Tunbl yctaHoBkn C30 3KL:

e Ny6an4yHana - 6ygeT 4OCTYMNHA Nosb3oBaTenam ¢ tloboro ycTponcTea,
NOAKJ/TIOYEHHOI 0 K ceTu IHTepHeT.

Ecnn Bbl apeHayeTe BUPTYaJibHYIO MaLLUMHY WM CEPBEP B AaTa-LeHTpe
npoBangepa — 3To Bcerga nybamyHas nHctannsaums. B aTom cnyyae BCio
NHPOPMALIMIO MO PEKBM3NTAM [OCTYyMNa K CEPBEPY MOXKHO MOJYy4YUTb B
Texnonnep>XKe 3TOro nposangepa.

e JlokasibHasa - A4OCTYMHa A/19 NoJib3oBaTesien BO BHYTPEHHEW (JlIoKasIbHOWN)
ceTun opraHusauunn.

Ecnn Bawa naowanka He nMeeT cTaTu4deckoro «b6enoro» ip-agpeca, yctaHoBKa
BCerga cYHMTaeTCa JIoOKaJIbHON, AaXke eCsin Bbl BbiIBEEeTE ee B UHTEPHET C NMOMOLL b
npobpoca nopta, DMZ nnan obpaTHOro NpPoKcu.

-BepHyTbCA K COAepXaHUI0-

3.1.4. OnpepeneHve BHeELUHEroO ip-appeca cepBepa

Ecnun pocTtyn n3 cetn NMHTepHeT K C20 3KL He TpebyeTcs, 3TO pewieHune
NPUHNMAaTb He oba3aTeNbHO.

B cnyydae nybnmnyHoOm nHCcTannaumm, BHeEWHUN ip-agpec cepBepa Bcerga cosnagaeT
C BHYTPEHHUM (B NMPOTUBHOM CJlydae YCTaHOBKa CHMTAETCs JIoKasibHoW). Ecnu Bbl
apeHayeTe BUPTYyasibHYIO MallnHY WIN CepBep B AaTa-LeHTpe nposangepa, 3ToT
afpec MOXHO y3HaTb y Hero.

Mpn HeobXoaNMMOCTU CyLeCcTBYEeT BO3MOXHOCTb 0TO6pa3nTb IOKabHYO
MHCTannauuo B MHTepHeT. 14 3Toro 3aka34ynky HeobxoanmMo CaMoCToATesIbHO
oTobpa3nTb 80 1 443 NOpPTbI C JIOKAJIbHOrO CepBepa Ha CTaTUYECKUN «benbin» ip-
agpec n coobLmnTb 3TOT ip-afApec B 3adBKe Ha YCTaHOBKY. O4HAKO, NMpun 3TOM
BapuMaHTe TexHn4yeckas nogaep>xka He rapaHTUpyeT A0CTYNHOCTb Bawen C30 3KL
B NIHTepHeT 1 He obpabaTbiBaeT CBA3aHHbLIX C 3TUM 3a59BOK.
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-BepHyTbCA K coaepXXaHUI0-

3.1.5. Cxema pa3buBKM XXeCTKOro gucka cepsepa

MoapobHas NHMoPMaLINA 0 BO3MOXHbIX BapraHTax pacnpeaesieHns UCKOBOro
NPOCTPaHCTBa NpeacTaB/ieHa B pa3aene «Pa3bumBka AMCKa». KOCBEHHbIM 06pa3om
Ballle pelleHne no pasbueke ancka byaeT CBA3aHO C BbIDPAHHbLIM MECTOM

pasMelleHnAa 1 BblgeJsieHbIMN CNCTEMHBLIMU pecypcaMun TexHn4yeckom naouanku.

-BepHyTbCA K COAepXaHUI0-

3.1.6. Bbibop/npuobpereHne n,OMEeHHOro UMeHu (ONLUOHANbHO)

Mo pe3synbTaTaM UHCTaNNALUUN Mbl NPefoCTaB/IgeM TEXHNYECKUN OMEH, BUAA
cNNNN.c.3072.ru, noatomy C30 3KL byneT OOCTynHa, fa)Ke eC/n Bbl He
npenocTtaBuTe MHMopMauno 0 BalleM JOMEHHOM UMeHU. A Npn HeobXoaAMMOCTH,
AOOMEH MO>XHO CMEHUTb M No3)Ke, CO3[1aB COOTBETCTBYIOLLYIO 3a8BKY B JINYHOM
KabuHeTe.

-BepHYTbCS K COAEP)XXAHUIO-

3.1.7. Boibop cepTudmkaToB M NPOTOKOJIa AocTyna K Bawen C30 3KL
BO3MO>XHble BapuaHThbI:

e http — 6e3 wundposaHuns.

e https — c wngposaHmnem

Bce nyban4Hble canTbl f0/IXKHbI ObITb JOCTYMHbLI MO MPOTOKOAY https. 9To Ba)XHO
ans 6esonacHOCTU BawWmMX Nosib3oBaTeNen.

Ina noKanbHbIX MHCTaNNAUUN https He oba3aTeneH. Mpu HeobXxoANMOCTU Bbl
MOXKEeTe ero HaCTPoOUTb CaMOCTOATE/IbHO, Ha 0OPaTHOM NPOKCU, 1 0653aTeNbHO
coobWMnTbL 06 3TOM B rapaHTUNHYIO TEXHUYECKYIO NOOOEPXKKY.

Mbl peKkOMeHOyeM UCNONb30BaTb cepTudukaTol Let's Encrypt ana nybnmdHon
MHCTaNNAUMM U camonognucaHHble — A5 NoKasibHOM UHCTannaumn. Oba BapmaHTa
becnnaTHbI.

Tak>xe Bbl MOXXeTe camMoCcToATeNIbHO NpuobpecTun SSL-cepTudukaT ons Bawero
[OMeHa 1 nepefaTb ero rapaHTUNHON TEXHUYECKON NofOep>XKUM B 3asBKe Ha
YCTaHOBKY WJIN B 3a8iBKe Ha HacTpounKy SSL (https).

Bonee nogpobHasa nHpopmaumnsa nsnoxxeHa B NnyHkTe «lMpoTtokon HTTPS n SSL-
cepTndnKaTbl».
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-BepHyTbCA K coaepXXaHUI0-

3.1.8. Cnocob pocTtaBku yBegomseHun ansa C30 3KL no 3/21eKTPOHHOM noyTe

Ecnum cuctema pabotaeT Ha npaMoM «benom» ip-agpece, NO yMOYaHUIO OOCTYMNHA
oTrnpaBKa NMUCeM C TeXHU4YecKoro goMeHa. 1014 nosbilLUeHUA BEPOATHOCTN OOCTABKN
yBeOoOMJIEHU NS nosiyqaTesien, peKkoMeHayeTCs NOAKIOYNTb NOJSIHOLEHHbIN
NOYTOBLIN CepBep.

MoaopobHee o HacTponke noyThl B C30 3KL «OTnpaBKa 3/1€KTPOHHbIX MUCEM:
BapMaHTbl 1 BO3MOXXHble NpobsiemMbl».

-BepHyTbCA K COAepXaHUI0-

3.1.9. Bbibop cnocob6oB u pe>kuMoB pe3epBHOro konuposanua C30 3KL

MonpobHas NHOPMaL M 0 BOSMOXXHbIX BapMaHTax CoO34aHUA U XpPaHEHUSA
pe3epBHbIX KONWUIA NpeAcTaB/ieHa B pa3aese «Pe3epBHOE KOMNMPOBAHUE.

-BepHyTbCA K cOAepXaHUI0-

3.2. PekBM3uTbI U NpaBa AocTyna, Heobxoaumbie ANA yCTaAHOBKMU

B cny4ae ycTtaHoBKU cunamm icnonHuTens, 3aka3synk nepepnaet NcnonHuTento
AOCTyn K cucteme, Ha 6ase onepaumnoHHon cucteme Ubuntu Server 20.04
yCTaHOBJNIEHHOW A0 3Tana, no3sosstouwero NcnonHnTento caMoCToATENbHO
NOAKNYNTBCSA K naowagke no npotokony ssh nocpencrtsom cetn NHTepHeT, €
npaBaMu cynepagMuHuctpartopa (root). [lansHenwyo yCTaHOBKY M HACTPOMKY
BbliNosHAET cnonHuTeNb.

YT106bl HALWIN NHXXEHEPLI MOM /TN NOOKIYNTLCSA K CEPBEPY N MPOAO/IKUTL
HaCTPOWKY, HeobxoANUMO yCTaHOBUTb Ssh Server n npenocTaBMTb HaM AOCTYN K
y4eTHOM 3anncu nosib3oBaTens root.

Insi 3TOro Hy>XKHO BbINOJIHUTbL Ha CepBepe ABe KOMaHAbl (0bpaTuTe BHUMaHUE:
TpeTbs KOMaHA4a AOBOJIbHO AJIMHHASA, BaXXHO CKOMMPOBATb €e LeSIMKOM)

sudo apt install ssh
sudo mkdir /root/.ssh

sudo echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAEAQDQaaMoSQGBODkyBoA

A/XXWpJNQI9dy685vpKTqizSafYKX2wnYBggMGpwxtiWsOhayCZcgXrWHLeSzXPMUFu
ysXhplliSQowyaAOdh/xzkcieHly2AZMPK3bx/LEdMJoeo6dRnch42uudmVNg6bbnUaMxI
JXEOYyOEN3qWUfi6lIGFgHLFVBURINZXV8MybqrllLz+a93LJFANrwBn3i9nelPy39k6VrqZ
S00ed/GzUtZqCFibFPKQTxen5KitlvYR0Qq20z2g4LObiZffANTABNQ1lp9TapywLXXX5Uot
V+r495T5HrgsIS)KicBgqTzHFbCLJ69xTaYCd9oP7Dt3YrKRN5xyggatmMf8oUmKOkgMVn
dQrO3ngE5UYeZtYFOgKSbdTq2A2hi522tKtITI6zKCS4erFzLjilClbXMUgDhPe7dVTICttm
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EVQ1CiKvHNYamEOhFaWICr2kYVtnvgFaQZAYqvFOG8nsyTBURzIMv2QnzHZQVIf+nm
dUEQQC3poKw]0jGYBYIIN1OMjT592mjpfe/h8gQj0/Ryd71gB)DaHTVuDr+RD/HbGrLsAE
e7Z0ofKIN2F94B1GIHp42ypWsw2wy4yhKvBrjl9bt7SsaUjOWj1E9p1jole6XOWx+rcl7bR
85izZQNN74GNtsXKfBr8iCLyAxQaoKgmJ4FP4B6tIUGSUGG1nXGZfuOURVtrqeKuWa+
NRCPftreixp+30DgvjINxwvS/VRu6FbQBTL/DO6rKeSdmLHy27hxcuHzN617Rvhi+EWmM
fofy/tokrJN59dZo0jokyfX+0TOdIrmbwOUdxeKcFzILJIJBROUpZbIDYrVBVESPFKom741Z
3WiVpyTBBC2NWFfoq)Tybr8DCldtHaYuuSc95/qS70Ls5yD2nhtOUwhn9x1us+vLts9lY
2Hpv66WzmRh8XouUS7swe7NVZwUtOhwISjOM9HQg4Y97zAyPpeDisFjI5SMB8CfA/URO
ulOMQmpWc0804vOITfrDsiAlXpbUaoX/VwKudGMz9c6wxSUJe3XIOnMwBDfk2/n+J1sA
nrgrTSUSf4r5GV+Em4XyjZ3+4dyS7Ezv22veSnMfFfdbXwX]JPvIF59afB40Ai+R+004p
SXtLgnyG6eWyPxDWZMdSFmAcblsrOneBrcLE8FuYVEalLoC52xDGQNRzMpcPq73NLOj
xV3zAhvvxMiSSDJtwYAwyKwKoaxgiVgbvifCDv+WbZUP3vyVNycYk1KJVxBpgm+3Xgu
v+b2+2SSYc9iT57e00QaGEXBKGUYtAJZdYReXclICs6Bj93vVilpwyO8waltbzmMd+uV
Mgd7YcJvelYRwHtkSpkcO+czFBalTm9O0Eit7ZzELpnLxF) ansible_global@ot" >
/root/.ssh/authorized keys

Ha MoMeHT nepepayun icnonHuTento, cuctema AoJkHa bbiTb ycTaHOB/IEHa B
MUHMUMaIbHOM BapuaHTe, 6e3 noboro 4ONONHUTENBHOr0 NPOrPaMMHOro
obecneyeHuns, KOHTEHTa U YY4E€THbIX 3anncen, KpoMme MMHMMasIbHOro Habopa
aBTOMaTU4YeCKN YCTAHOBJIEHHbIX ONepaunoHHON CNCTEMOW NAaKeTOB NPOrpaMMHOro
obecneyvyeHuns, HeOBXOAMMbIX N [OCTAaTOYHbIX A1 YAANEHHOro NOAK/II0YEHUS Mo
npoToKosy ssh.

B 3asBKe Ha yCTaHOBKY He06X0AMMO yKa3aTb PEKBU3UTLI 418 NOAKOYEHMSA No ssh
(Ny6nmyHbIN ip-agpec 1 NOpT) U cnocob aBTopM3aLmn TEXHUYECKON NOAAEPKKMN
NcnonHntens Ha TexHn4eckon niowanke. Bo3MoXXHble BapnaHThI:

e RSA-knwu. lNpocto gobasbTe RSA-K/OY Halero agMMHUCTpaTopa B hann
/root/.ssh/authorized key, kak yKka3aHO BbiLLe.

Ecnun Bbl apeHayeTe obnayvHbIn cepBep, Kak NpaBuio, yCTaHOBUTb RSA-KNOY Ans
A0CTyna no ssh Mo>XHO 4Yepe3 /INYHbLIN KabuHeT.

e OTKpPbITbIX NAPONb (JIOrMH N Naposb OT NOJsIb30BaTENHA, C MPaBoM sudo).
Mocne yCTaHOBKKM Mbl CMEHUM MapoJib, TaK Kak OH nepeaaBaJsics
Hebe3onacHbIM COCOBOM M COXpPaHWUICA B IMYHOM KabunHeTe u
3/IEKTPOHHOW noyTe.

Ecnu Bbl apeHayeTe ob1avyHbI CepBep, U NpoBaniaep He No3BOJISET YCTAaHOBUTb
RSA-K/t0Y Yepe3 NYHbIN KabuHeT, ckopee BCEero oH NpeaocTaBul BaM JIOTUH 1
Naposib B OTKPbITOM BUAE.

e PIN-kKoa napons. Bbl MOXXeTe co3faTh MapoJb C MOMOLLbIO Hallero
reHepaTopa Napons: BMecTe C naponem byaeTt creHepupoBaH PIN-koga.

Maponb Bbl yCTaHaBAMBaeTe Ha cepBep, a PIN-kog coobuiaeTe
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NcnonHuTento.

e KVM-IP. Ecnn y Bac He NMoaly4nnocb YyCTaHOBUTb Ha CcepBep onepaumnoHHYo
cuctemy Ubuntu Server 20.04, Mbl MOXXeM caenaTb 3TO CAMOCTOATESIbHO.
Ona 3Toro Ham NOHagobuTCca A4OCTYN K TepMUHaNy cepBepa No NpoTOKOoY
VNC nvnam RDP.

NmenTte BBMAyY, 4T0 Yepe3 KVM-IP BbINONHAETCA TOJIbKO NepBoHavasibHas

yCTaHOBKa OrnepaunoHHON cnctemsl. Mpsamon gocTtyn K cncteme vyepes NHTepHeT
byneT Heobxoamm B nobom cnyvae.

-BepHyTbCA K coOAepXXaHUI0-

4. PeKkoMeHaaLum no obecneuyeHuio ctabunbHoro u besonacHoro
(PYHKLMOHUPOBAHMUA

Ecnun Bbl N1@aHMPOBaNM NCNOJIb30BaTb AN pa3MeleHnsa C30 3KL cobcTBEHHbIN
cepBep, 04HaKo cobnogeHne HUXKenpunBeaeHHbIX YCI0BUN ANA Bac
3aTPYyAHNTESNIbHO (HEAOCTAaTOYHO KBaIM(PULUMNPOBAHHbBIX COTPYLAHUKOB, HE XBaTaeT
HeobXxoAMMbIX PeCcypCoB U T. MN.) — HACTOATE/IbHO PEKOMEHAYEM Pa3MeCTUTb
CUCTEMY Ha BUPTYyas/ibHOM Bbl€JIEHHOM CepBepe B AaTa-LUeHTpe XOCTUHT -
npoBanaepa, MMbO BOCMONb30BaTbCA HaWMMM 06navyHbIMU Tapudamn.

4.1. Pa3zbuBka aucka

4.1.1. Obwan nucpopmauusa od6 opraHmsauum U pacnpepesieHMM AUCKOBOIo NPOCTPaHCTBA
C30 3KL

Mpn pasMeleHnn NHCTaNNauUnmM NpoaykTa Ha cobCcTBEHHON TeXHNYEeCKOoM
naowanke 3akas4ynka Heobxognumo npenBapuTeNbHO BbIMOIHUTL KOPPEKTHYIO
pa3buBKYy AMCKOBOIro NPOCTPAHCTBA Ha pa3aesbl, XpaHawme cTaTu4Hble annsl,
6a3y gaHHbIX 1 B3Kanbl CUCTEMBI.

Mpwn onpenenennn Heobxogmmoro gna C30 3KL obbeMa ONCKOBOro NMPOCTPaHCTBaA
cnenyeT UCXOAUTb U3 N3JTIOXKEHHbIX B CTaTbe peKoOMeHAauun U y4nTbiBaTb, 4TO B
cny4yae ncyeprnaHmsa cBoboAHOro MecTa Ha XXeCTKOM ONCKE MOXKET MPOon30nTu
cbon, B pesysbTaTe KOTOPOro byayT 6e3B03BpaTHO yTpayeHbl AaHHble (0CoObeHHO
npn ncyepnaHnm mecta Ha gucke ¢ CYB/Ll), nnm «3aBUCHeT» cepBep N K HeEMY
HEBO3MOXHO ByaeT NoAKMAYNTLCA MO CETU AN UCMPaBsieHnsa cnTyauuun. B
Hanbonee 6naronpmMAaTHOM Cry4ae, NPOCTO CTaHYT HEAOCTYMHbI PyHKUWNN,
CBSI3aHHbIE C CO30aHUEM NN yBenn4yeHmnem ainnaos, a 3TO He TOJIbKO 3arpyska
annos, HO 1, HanNpuMmep, KelnpoBaHME UIN COo3haHMNe CeCcCUun.

MepeyncneHHble cUuTyaunum AOBOJIbHO HEMPUATHBI, MO3TOMY UX Nerye
NpefoTBpaTUTb, YEM YCTPaHATb nocnenctensa. OCHOBHblIe Mepbl 34eCb —
pa3bueHne Ancka Ha QPyHKUMOHaNIbHble pa3nensl, 4Tobbl IoKannsosaTb Npobaemy
rnepenosiHeHUsa U nogaep)xaHne Ha Bcex pasgenax He meHee 30% pesepsa
cBo60QHOr0 NPOCTpPaHCTBA.
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ObpaTtuTe BHMMaHue: B C30 3KL no yMOS4aHMIO HacTpoeHa PYHKLUNA «3allimTa oT
nepenosiHeHnsA», KoTopasa BoKMpyeT 3arpy3kKy HOBbIX (DaI0B, €C/IN Ha pa3fene C
AaHHbIMK ocTaeTcsa MeHee 20% csoboaHoro mecTta. o Bawen 3asaBke PyHKLNSA
MOXXeT OblTb OTKJIIOYEHA WU NMOHWXEH JIMMAUT, HO NMPU 3TOM BCE BO3MOXXHbIE PUCKU
yTepu 1 NOBpeXOeHMS OaHHbIX Bbl NPpUHUMaeTe Ha cebs.

HacToAaTenbHO pekoMeHayeMm B rnpouecce pazbueHns nepesecTun pasaesbl UCKa B
dopmaT LVM gna 6esonacHoro n yoobHoro paclwimpeHns AMCKOBOro NpoCcTpaHCTBa
B Oyayuiem.

-BepHYTbCS K COepP)XXaHUIO-

4.1.2. PekoMeHAayeMble cXeMbl pa3bMBKM AuCKa

Ecnn pazbmBka OMCKOBOIro NpOCTPaHCTBA BbIMOJIHAETCSH CUCTEMHbLIM
aAMMHUCTPATOPOM 3aKa34ynKa 1 B 3aBUCMMOCTUN OT BblAEJIEHHbIX CUCTEMHbIX
pecypcoB, XenaTesIbHO BbIMNOJIHUTbL €e COOTBETCTBUM C O4HOW U3 NPUBEAEHHbIX

HUXXe CXeM:
Cxema pa3ouBku OOBeM O6bemM paspena gnA CTaTU4ECKMUX Ooo6bLem
OUCKa KOpPHeBOro DaHHbIX, b pe3epl
paspnen, I'b
MpocTas 30 + 3,9*%(06bem —
rMnosnie3HbIX
NaHHbIX?)
C BbloeneHnem 30 + 3,9*%(obbem — 2*(06b¢
pa3sfnena ans rnosnie3HbIxX

pe3epBHbIX KONUKn LaHHbIX?)

HeTanbHas 30 1,2*(nnaHnpyembin 06beM Mosie3HbIX 2*(06be
OaHHbIX)

1 _ [ns pa3MeLLeHus 3TUX pa3fesioB peKoMeHoyeTCs UCNosb30BaTb BbicTpble SSD
OVNCKW.

2 _ O6beM nosesHbIX AaHHbIX - 3TO y4ebHble MaTepurasbl, CTaTUCTUKE, paboTbl
cnywaTtenem n T. n.

Ecnn y Bac HET BO3MOXXHOCTW BbINOJIHUTbL Pa3buBKY AMCKA CBOUMU CU1aMU, Bbl
MoXKeTe 06paTUTbCA B Hallly TEXHUYECKYIO NOAAEPXKKY C COOTBETCTBYOLLEN

3a9BKOM TuUMa «fapaHTUNHaa Texnogaep»xka / YcTtaHoBka C20 3KL Ha cepsep
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KNNEeHTa».

-BepHYTbCS K COEP)XXaHUIO-

4.2. Pe3epBHOe KONMpoBaHue

Mpwn pa3sMeLlleHnn MHCTaNAALMM NPOoAYKTa Ha COBCTBEHHON TeXHNYeCKomn
naowanke 3akas4dumka, B C30 3KL HacTpamBaeTCa MHKPEMEeHTHOe pe3epBHoe
KonupoBaHue. o yMo4aHUio NHKPEMEHTHOE pe3epBHOE KOMMpoBaHme
BbIMOJIHAETCA NO pacnucaHuio, KaXkabln geHb B 1:30 Nno MeCcTHOMY BpeMEHMN.

NHKpeMeHTHbIe pe3epBHbIE KOMUX UCNOb3YIOTCS NMPU MHCTannaumm, obHosneHun,
nepeMeLleHnn NHCTaNNaUnM NPpoayKTa, BOCCTAaHOBNEHNN COCTOSHUS UHCTanNaUnm
Ha KOHKPETHbIN OeHb.

PekomMeHAyeTCA BblAeNATb NOA4 MHKPEMEHTHbIE pe3epBHble Konum ob6bem
MOCTOSIHHOIO ANCKOBOIO MPOCTPaHCTBA PaBHbIN ABYM MNoJsie3HbIM 06beMaMm
cuctembl + 20%.

AN XxpaHeHWs pe3epBHbIX KOMUIA CUCTEMbl NpeanoYTUTeSIbHeE UCMOJIb30BaThb
OTAENbHbIN hU3NYecKUin ANCK. JaHHaAs Mepa NPeaoCTOPOXXHOCTN obecneynT
HanboJbLLY BEPOSTHOCTb COXPAaHEHUS pe3epBHbIX KON CUCTEMbI MPU BbiIXo4a U3
CTPOSi OCHOBHOIO XKECTKOro AnCKa Ha cepsepe. [aHHbIN pa3saen oosmkeH bbiTb
HaZleXXHO NoAKJII0YEH K cepBepy, MO3TOMY UCMOJIb30BaHME CETEBbLIX AUCKOB WUJIN
usb-HakonuTenen Ans MIHKPEMEHTHOI0 KOMNMPOBAHUA KPalHE HE PEKOMEHOYEeTCA U
MOXXEeT NPUBECTU K HEKOPPEKTHOMY pe3epPBHOMY KOMUPOBAHWIO, 3aMeaeHUNI0
pe3epBHOrO KOMMPOBAHMS, HEBO3MOXHOCTM CO34aTb MHKPEMEHTHYIO PE3EpPBHYIO
KOMWIO, MOTepe pe3epBHOM KOMUN N faXKe K NepenosIHEHNI0 KOPHEBOrO pa3aena
cepsepa.

Mo TpeboBaHMio 3akas4vnka, MICMofHMTENb MOXKET U3MEHUTb rpadurK BbIMOJIHEHUSN
pe3epBHOr0 KOMMPOBAHUS UM OTMEHUTb ero. [1na nameHeHms crnocoba pesepBHOro
KOMWUPOBaHUA (M3MEHEHMS rpadrKa pe3epBHOro KONMpoBaHus, nepeHoc 63kanos
Ha BHELLHWIA cepBep, U3MeHeHne cnocoba pe3epBHOro KOMMPOBAHUSA) Bbl MOXKETE
nofaTb 3as8BKY B KaTeropumn «FapaHTUNHaa Texnoaaepixka / PesepBHoe
KOMMUPOBaHUE» N YKa3aTb, KaKne HaCTPOMKN HEOBXO0AMMO MPUMEHUTD.

Tak Kak UHKPeMEHTHble pe3epBHble KON XPaHSATCS Ha YCTPOMNCTBeE,
pPacrnosoXKeHHOM B TOM »Xe (hM3NYEeCKOM CEPBEPE, OHM HE MOJSIHOCTHIO 3alMLA0T
OT PUCKOB yTpaTbl NN KOMNPOMEHTaLUUM AaHHbIX. Hanpumep, B ciyyae
HEeCaHKLMOHNPOBAHHOIO AOCTYMNa K CEPBEPY, 3/IOYMbILUIEHHWK NOJYHYUT AOCTYM U K
NHKPEMEHTHbIM pe3epBHbIM KONMuaM. A Npu MacliTabHoN aBapun (CKavyok
HaMps>XXeHWs, HanpuMep, B pe3ysibTaTe yaapa MOJIHAN UK MarHUTHon Bypwn,
3aTOMJIEHMN CEPBEPHON, NMoxXuMLLLEHNS 06opyioBaHWS) pe3epBHbIe Konun byayT
yTpayeHbl BMECTe C 0CTaJlbHbIM 060pyn0OBaHNEM CepBEpa.

Mo 3ToM NpUYNHE Mbl PEKOMEHAYEM OOMOJHUTENIbHO AeslaTb pe3epBHble KOMUKN Ha

He3aBUCUMbIN HOCUTENb, KOTOprI‘/'I He TOJIbKO CbI/IBVI‘-IeCKI/I HaxXoOonTCA BHE CcepBepa
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(a ny4ywe - BHe cepBepHOW KOMHaThbl), HO N He A0CTYMNeH C cepBepa nocne
BbIMOJIHEHNSA KOMNUPOBAHUA.

Ans nogobHoOro pesepBHOro KOMMPOBAHNA Mbl PpEKOMEHAYEM NPUMEHATb nbo
CHUMKMN CUCTeMbl BUpTYyanmnsaumm, nnbo nepmogmnyeckoe nosHoe pesepBHoe
KONMpoBaHMe Ha BHELHN HOCUTES b C Nocsefyowen apxmsaymen Ha
He3aBuCcMMoe yCTpPOMNCTBO. [loapobHee 0 pe3epBHOM KOMUPOBAHUN.

HononHuntenbHaa MHopMaumnsa B CTaTbe «Pe3epBHOE KONMpPOBaHNE CUCTEMbI».

-BepHyTbCA K coOAepXXaHUI0-

4.3. KaHan cBsi3u n poctyn K Internet

LLinpnHa HeobxoanMmMoro MHTepHeT-KaHala 3aBUCUT OT TuUna n obbeMa KOHTEHTa B
cncteMe 3akasymka U, OpMEeHTUPOBOYHO, MOXKET ObITb OLLlEHEHa C/ieayoWwmm
obpa3om:

® €CJIN 3TO TEKCT C HeBONbLIMM KONNYECTBOM n3obpaxkeHun — ot 200 kbuT/c
Ha aKTUBHOIO MoJib30BaTenNs;

* eCJ/IN B CUCTEME pPa3MELLEH «TAXKesIbI KOHTEHT» (BMOE0) UM Ha TOM Xe
KaHase pa3MelleH cepsep BebuHapos (Big Blue Button) — He meHee 5
M6uT/C Ha aKTMBHOIO NOJb30BaTENS.

MoTpebHOCTb B NPOMNYCKHOM CMOCOBHOCTM KaHasla nepenavyn AaHHbIX MOXET bbITb
paccyMTaHa no opmyne:
5 + (KonnM4ecTBO KOHKYpPEHTHbIX Nosib3oBaTenen /10), MbuT/c.

Haxke ecnu B3anmopencTeme nosbsosatenen ¢ C30 3KL npoucxognT no
JIOKaJIbHbIM KaHa/laM nepefayv AaHHbIX (He CBA3aHHbIMU C ceTblo WHTepHeT), ans
NpoBeAeHNS YCTAHOBKUN U TEXHNYECKOro 06Cy>XMBaHUSA cuctemMa

NOoJ>KHa BbITh NoakaoYeHa K rnobanbHom cetn MHTepHeT cTabuibHbIM KaHa10M
nepenayn OaHHbIX C MPOMNYCKHOM CNOCOBHOCTLIO HE MeHee 5 MbuT/c.

Ona paboTbl paga nHCTpyMmeHToB C30 3KL TpebyeTca Bxoadwme n/mnm ncxoasuiee
coegnHeHune c NHTepHeT n Npu OTCYTCTBUN (OrpaHNYeHnn) TaKoro coegnHeHus
PyHKLMOHAN TaKNX MHCTPYMEHTOB MOXXeT BbITb HeaoCTyrneH. B YacTHOCTH, 3TO
OTHOCUTCSA K:

* NHCTPYMeHTY «CnpaBka» (TpebyeTcsa NoakOYeHWE K api ANns 3anpoca
cTaTen n3 6asbl 3HaHWN);

e 3arpy3ke o6bHOBIEHNI A3bIKOBbIX MAKETOB;

* 3/1eMeHTY Kypca «3aHaTue 3KL» (TpebyeTcsa ansd nHTerpaumm C cepsmcamm
BebuHapos);

* 3/1eMeHTYy Kypca «bnbnuorteka pecypcoB» (TpebyeTca ons NoAKJAYEHNSA K
NCTOYHUKaAM MaTepunasoB);

e cnocoby 3anucun Ha Kypc «lMnaTHaa noanncka 3KL» (TpebyeTca ons CBA3M C

cmcremMmamMm O6pa6OTKI/I ONEKTPOHHbIX I'IJ'IaTE)Ke|7I);
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e cnocoby goctaBku coobuweHun «OTSMS» (TpebyeTcsa AoCTyn K api sms.ru);
* MJIarvHy NpeaoTBpalleHns NnarnaTta «AHTunnarmaTt» (TpebyeTca goctyn K
api cepBuca «AHTUNNArvaT»).

-BepHyTbCA K coOAepXXaHUI0-

4.4. TpeboBaHMA K CEpBEPHOMY NMOMELLLEHUIO U KJIMMaTUYECKOMY PeXXuMmy

Insa cepBepHOro nomMellieHns B o6s3aTeslbHOM NMopsaake AoJXKeH obecneynBaTbCa
pPeXnM OorpaHmyeHunsa noctyna (xenatesnbHo Hannyme CKY[). Camo nomeuleHue, B
KOTOPOM pa3MeLleHo cepBepHoe obopyaoBaHme, LO/HKHO OTBeYaTb TpeboBaHNAM
hunsmnveckon, MHHPOPMALMOHHON, NOXKAPHOW, 3/1eKTpobe3onacHOCTN n
cooTBeTCcTBOBaTb TpeboBaHuam NIOCT P 58241, P 58242, CH 512-78.

B nomeLueHnn gonxKHbl ObiTb YCTAaHOBJIEHbI:

* [ATHYUKW OMHA U 3a4bIMNEHUA, NOAKIIOYEHHbIE K OXPAHHOW CUrHanu3auuy;

e aBTOMATUYeCKas cMcTeMa NoXXapoTyLleHUa C MOMEHTaJIbHOW nogaden
OrHeTyLwlaulero sewecTBa (C BbICOKUMN AUINEKTPUYHECKUMN CBOUCTBAMUN) B
JIOKaJIbHY0 30HY BO3ropaHus;

e Heropt4ue yrnjaoTHUTENN Ha ABEPU N OKHA;

e aBTOMATUYeCKas CMCTeMa BEHTUNALUN U NoALEPXKAHUSA MUKPOKIMMaTa B
rnoMeLLeHnn ¢ TemnepaTypon Bo3ayxa B npegenax ot +18 no +24 °Cwu
BNa>kHocTu B npepenax ot 30 ao 55 %;

* CUCTEMa HeMNMpepbIBHOrO KOHTPOJIA TEXHUYECKOIr0 COCTOSAHMA U
ncnpaBHoCTK paboTatowero obopyagoBaHus.

OrHeTyllallee BELWECTBO U Crocobbl ero nogadn He AOJIKHbI NPUYNHATL yuiepba
LesiocTHOCTM n paboTocnocobHocTmn obopynoBaHUS.

-BepHYTbCS K COEepP)XXaHUI0-

4.5. TpeboBaHuAa K PM3nN4YECKOMN n 351eKTpode3onacHoCTHn

Mpn pa3MeLLeHNn NHCTaNNALUNK NPOAYKTa Ha cOBCTBEHHON TeXHNYECKOM
niowanke 3aka3sdnka, obopyanoBaHue, Ha KOTOPOM pa3MellieHa TexHunYeckas
naowanka, 4oJKHO 6bITh NpefHa3Ha4YeHo A5 HernpepbiBHOW 6ecnepeboliHo
paboTbl, OCHALLLEHO HaZleXXHbIMU N 3ape3epBMPOBAHHLIMU UCTOYHUKAMUN NMUTAHUSA U
CUCTEMON OXNaXKIAEHMS.

Onsa npenoTepalleHnsa noBpexaeHna obopynoBaHusA B pe3ysibTaTe CKayKoB
HanNpsa>XeHUsa B CeTn nepeaaYvn AaHHbIX, HaNnpumep, B pe3ysibTaTe yaapoB MOJIHUN
NN MarHNTHoOM Bypun, peKkoMeHAayeTCs yCTaHaB/IMBaTb 3a3eMJIEHHbIe
raibBaHM4YeCckune pasBsa3KM Ha Bce Ethernet-coegnHeHuns, BoixoasaLwme 3a npenenol
cepBepHO.

Ll,enm SNEKTPOMNTaHUA O60py,EI,OBaHI/IFI OOJ1I>KHbI ObITb 3auinweHbl OT CKa4kKoB
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HaNPs>XEHUs N aBapUINHbIX peXXxnmoB paboTbl anekTpoceTn. Kak npaBusio, pyHKLNS
TaKOM 3alLnTbl peasin3oBaHa B NpodheCcCnoHalbHbIX NCTOYHMKaxX BecnepeboliHoro
NnUTaHUS.

B uensix coxpaHeHus LUesioCTHOCTU AaHHbIX N KOMMNOHEeHTOB 06opynoBaHus
3anpeLlaeTcs BbIK/JIOYEHME CUCTEMbI €3 KOPPEKTHOr0 3aBepLUEeHNsA BCeX
NPUIOXKEHNI N CEPBUCOB, COXPaHEHUSI AaHHbIX, CAHXPOHM3aLMN ONCKOB 1
LUTAaTHOro 3aBepLieHns paboTbl ornepaunoHHON cucTeMbl. B cnydae npekpalieHus
nogavyn NUTaHUs, CUCTeMa A0JIXKHA KOPPEKTHO 3aBepLlaTb CBOK paboTy no
CUrHany oT UCTOYHUKa 6ecnepeboMHOro NMTaHMs, pecypca KOTOPOro A0JIXKHO 6bITb
NOCTaTOYHO A1 AaHHOW npouenypbl. PeEkoMeHAoyeTCs opraHn30BaTh
KPYr/10CyTOYHOE AeXXYPCTBO KBaMPULNPOBAHHbLIX CMeLnasnCcToB, OTBEYaloLWmnx 3a
6ecnepeboinHoe hyHKLNOHNPOBaHME 060OpPYyAOBaHMS.

-BepHyTbCA K coAepXXaHUI0-

5. TapaHTMMHaA TeXHUYecKana noapep>xka

5.1. O6beM rapaHTUMHOW TEeXHU4YECKOMN Noa aep>XKu

TexHun4yeckasa noggepxxka, obcnyxmsaHme, obHosneHne C30 3KL un
KOHCY/IbTUPOBaHME AnucnetTyepa-aaAMUHNCTPATOPa BbINOJIHAETCS B COOTBETCTBUN C
YCJIOBUSMU rapaHTUNHOIro obcny>xnsaHusa npnobpeTeHHON 3aKa34ynkoMm JINLEH3NN.

-BepHYTbCS K COAEP)XXAaHUIO-

5.2. Pa3rpaHu4yeHue npaB goctyna u obssaHHocTe no ob6cny>xuBaHuio
cUcTeMbl

Ecnun He cornacoBaHo MHoe, pa3rpaHU4yeHme 30H OTBETCTBEHHOCTU NcnonHuTens u
3aKa34ymka NpoxoguT No rpaHnuam BbloeNeHHON BUPTYasibHOW MalUUNHbI
TexHun4yeckom naoLwagKku.

B nepunopn nencTems cepBuca TOJIbKO COTPYOHUKM ICMONHUTENS MOryT NPOBOAUTb
paboTbl Ha TexHnyeckon naowanke. COTPYAHNKN N NHbIE NOAPAOYMKN 3aKa34MKa
He OOJIXKHbl BMELWMBaTbCA B PYHKLMOHMPOBaHNE TexHn4yeckom nnowankm 6es
npenBapuTesIbHOro cornacosaHmsa paboT ¢ icnonHuTeneMm, 3a UCKIOHEHNEM
OEeNCTBUIA, CBSA3AaHHbIX C annapaTHbIMWU CPeaCcTBaMUN N KaHasllaMu CBA3U, KOTOpble
HaxoOATCSA B 30He OTBETCTBEHHOCTU 3aKa34uKa.

B Cny4dae, eCJin B COOTBETCTBUN C YCI10BUAMN ,El,orosopa nnn npepgocrtassademMmoro
cepsuca NcnonHntenb ocyLwecTsifgeT aMUHUCTPUPOBAaHME NMPOAYKTa U
TexHn4yeckon naowanku, 3aka34yumk obecneymBaeT NcnonHuTento OOCTyn K
TeXHNYeCKoW naowanke rno NnpoTokoay ssh (Bxooawwmm nopT 22) € npasamu
cynepagMuUHUCTpaTopa onepauMoHHOW cucTeMbl (root), a Tak>Xe no NpoTOKOoy
https (Bxoasawmm nopT 443) c NnpaBaMu cynep-agMMHUCTpaTopa NpoaykTa u
BO3MOXHOCTb ncxoagdwiero nogkaryeHnda K cncteme MOHUTOPUHI a Zabbix
(ncxopgawmim nopTt 10050). B cniydae OTCYyTCTBUSA TAaKOro AOCTyNa CYNTAETCH, 4TO
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3aKa34yuk He npegocTaBun NcnonHntento Heobxoanmble pecypchbl 4151 BbIMOJHEHUSA
06CNy>KMBaHUS NHCTaNNALNM NpoayKTa unm obpaboTkuy 3aa8ku, IcmonHuTenb
npekpallaeT NpenocTaB/ieHNE COOTBETCTBYOLWMNX CEPBUCOB U 06paboTKy
COOTBETCTBYIOLLMX 3a5BOK, MpPX 3TOM cepBUC, paboTa nam ycayra cHmTatoTCs
NpenoCcTaB/IEHHbIMU Hagsiexxalinm obpasom.

-BepHyTbCA K coOAepXXaHUI0-

5.3. Bo3MO>XXHble NPUYUHbI OrpaHUYEHUA rapaHTUMHON TEXHUYECKOM
noaaepXxKu

NMonyyeHue 3aKa3unMKoM root-gocryna K cepBepy

B cBA3m c nyHkTOoM 10.15 gencTBylowero pernaMeHTa npenocTassieHns CepBuUCcoB
00O «OTKpbITble TEXHONOrMN>», root-A0CTYN Ha cepBepe, NpefocTaBAsieMbIN
3aKa34ymkomMm, fosmKeH bbiTb ToNbKO y cnonHuTens.

3aKas3yumK nMeeT npaBo Noay4YnUTb root-0oCTyn K cepBepy NyTeM NoAayun 3asBKU
«[FapaHTUHag Texnognep>xka / 3anpoc root-goctyna Kk C30». OgHaKo, nocne
npefocTaBsieHNs root-gocTyna rapaHTUnHag Texnogaep>xka bynet orpaHnyeHa
KOHCY/IbTaUnaAMK, a MHCTannsaumns byneTt cyMTaTbCa HeEAaTTECTOBAHHOMN.

HepocTynHOCTb cepBepa Ha KOTOpPOM pa3BepHyTo MO UcnonHuutena ans
COTPYAHUKOB TexHu4YecKon nogaepxku UcnonHurens

Ecnun 3aka3uuk, B nepmnon oencrteus [loroBopa, HAMEPEHHO OTKJIKYUA AOCTYN K
cepBepy OJ18 COTPYAHMKOB Texnoanep>Xkun MicnonHnTens, cuctemMa KianeHTa
CYNTAETCA HeaTTeCTOBAaHHOM, a rapaHTUNHAsA TEXHUYECKas noaaepxkKa
OrpaHNYNBAETCS KOHCYJIbTaLUSMMN.

HeBbinonHeHue 3aka34yuMKom TpeboBaHui no o6bLeMy cBoboaHOro Mecra
ANA XPaHUJINLLA UHKPEMEHTHOro pe3epBHOro KONUpPoBaHUA

Ecnn Ha TexHn4eckon naowanke npu HaCTPOEHHOM NMHKPEMEHTHOM PE3ePBHOM
KONMMpoBaHUn byaeT HeAoCTaTOYHO ANCKOBOIro NPOCTPAHCTBA, TO CO3A4aHMe U
COXPaHEHMNE MHKPEMEHTHbIX PE3epPBHbIX KOMUIA CTaHEeT He4OoCTYMNHO, a
NcnonHuTenb Brnpase CYNTaTb AaHHYIO NHCTaNNSALNIO HEATTECTOBAHHON.
FapaHTUNHAA TeXHNYECKas noaaep)xka B 3TOM C/ly4ae orpaHuU4mMBaeTCs
KOHCYybTaunaMu.

Kpome Toro, B cjiy4ae OTCYTCTBUA MHKPEMEHTHbIX pe3epBHbIX KOMWW CTaHOBUTCA
HEBO3MOXXHbIM BOCCTaHOBJIEHNE COCTOAHUA MHCTaaaunn.

-BepHYTbCS K COEP)XXaHUIO-

6. .D,OI'IOHHVITeJleaiI qu)opMau,vm ONA TeEXHN4YeCKUMX
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cneumvasimctoB 3aKa34duka

6.1. Ucnonb3yemasn CYB]

Cuctema ynpassieHnsa 6a3amum gaHHbIX CTaBUTCA MIcNonHUTeNeM B rnpouecce
ycTaHoBKU. OT nonb3oBaTens He TpebyeTcsa HUKaKux OencTemm rno sbibopy,
yCTaHOBKe N HacTpounke CYB[.

Ha Tekywmnm momeHT pekoMmeHgoBaHHon CYB[ ona C30 3KL asnaeTca MySQL.

Mo oToenbHOMY 3anpocy O/ BbICOKOHArpy>XeHHbIX CUCTEM Mbl BbINOJIHAEM
yCTaHOBKY Ha PostgreSQL. MHeHue KJIneHTa B 3TOM BOMPOCe y4YUTbIBAETCH, HO
OKOHYaTeslIbHOe peLleHne NMPUHUMaET NHXXEHEepP rapaHTUNHON NOALAEPXKKU. DTO
CBsI3aHO C TeM, YTO HEeKOTOpbIe NJarmHbl CUCTEMbI MOTYT UMETb HEMNOJIHYIO
coBMmecTuUMOCTb € 3Ton CYB[. MNMockonbKy KoHBepTauuo n3 MySQL B PostgreSQL
MO>XHO BbIMOJIHUTb B 1060 MOMEHT, He umMmeeT CMbIc/a BblbupaTb PostgreSQL «Ha
BCAKUI Cy4Yan». PeanbHasa HeOBXOAMMOCTb UCNosib3oBaHUA PostgreSQL Bo3HUKaeT
B € AVNHUNYHbIX CUTYyaumnsx.

Ecnn BaMm HeobxoammMo ncrnosb3oBaTb MHYO CYB/[, Bbl MOXXeTe BbINO/HUTb
CaMOCTOATEJ/IbHYIO YCTaHOBKY.

-BepHyTbCA K cOAepXaHUI0-
6.2. CepBep OTNPaABKMU 3J/IEKTPOHHOMU NOYThI

Ina nonHoueHHon paboTbl C30 3KL Heobxoamm gocTtyn K cny>xbe oTnpaBku
3/IEKTPOHHbIX coobuieHnn (SMTP).

OTa cnyxba ncnonb3lyeTca 4aa oOTAPaBKM NMUCeM C NOATBEP)XOEHNEM
perucTpauymm, HanoMMHaHUN Naponen, pacchlyike yBeLOMJIEHNUN N JPYTrnx
coobuieHnin. B kayecTBe asibTepHaTUBLI 419 OTAENbHbIX TUMOB COOBLLEHN MOXKHO
MCMONb30BaTb ApYyrue MeToAbl OTNPaBkKW, Hanpmumep SMS, HO OHU TpebytoT
A0CTyna K ApyrmM COOTBETCTBYIOLWMM NpoBangepam ycnyr (B csy4ae oTnpasKu
SMS - NNaTHbIM).

CywecTByeT Tpu cnocoba opraHn3saumnm 3Ton cnyxobbl:

e OTpenbHbin SMTP-cepBep Ha cepBepe ¢ C30 3KL. CneynanncTsl
NcnonHuTena moryTt HactpouTb SMTP-cepBep HenocpenCcTBEHHO Ha
cepsepe ¢ C20 3KL. [1na HageXHOoM JO0CTaBKK CoobLeHnin 3TumM cnocobom
HeobXxoaAMMO NPUHATL PSAL Mep, 4TobblI Apyrve NoYTOBbLIE CEpPBEPLI HE
cHYuTanm 3T coobuieHUsa craMoM: BblAeNUTb CepBepy NpsaMon ip-agpec,
HacTpouTb Ans Hero obpaTHyto 30HY DNS, BblAeIUTb CyLWEeCTBYOLW NI
aZpec oTnpaBnTesia Ha BalweM OCHOBHOM MOYTOBOM cepBepe, HaCTPOUTb
3anucu SPF n DKIM B BalueM JOMEHHOM UMEHMW.
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e Ucnonb3oBaHue KoprnopaTtusHoro SMTP-cepBepa. ECc/in y Bac y)xe eCTb
HACTPOEHHbIN MOYTOBbLIN CepBep, paLMoHaIbHO NCMOJ1b30BaTb ero. A4
3TOro Heob6xoAMMO CO34aTb YHETHYHO 3anncCb OTNPaBUTENSA U COOBLLNTL
rnapameTpbl NOOKIIOYEHNA K HEW B TEXHNYECKYIO NOAAEPXKKY. 3a AOCTaBKy
nncem B AaHHOM BapuaHTe bygeT oTBeyYaTb Baw SMTP-cepsep.

e Ucnonb3oBaTb BHeLWWHUN SMTP-cepBep. DTOT BapMaHT XOpOLU CBOEN
MPOCTOTON N HAAEXHOCTbIO AOCTaBKN. O4HAKO, TakMe CepBUChl UMeT
3HaYUTEeNIbHblIE OrpaHnyeHns. Hanpmumep, novytoBasa cnyxba AHaekc
no3sosisieT oTnpasnaTb He 6bosiee 500 nucem B geHb. CepBUChl 6€3 CTPOrmx
orpaHmnyeHnin obbl4HO NpegnonaratoT onsaTy 3a Ka)K4oe oTrnpaBJ/ieHHOoe
MNCbMO.

I'Ionpo6Hee O HIOaHCaX HaCTpOI7IKI/I NOCTaBKW MoYThbl B CTaTbe «OTNpaBkKa
SNEKTPOHHbLIX MNCEM: BAPUNAHTbLI N BO3SMOXXHbIe I'I_DO6J'IeMbI>>.

-BepHyTbCa K coaepXaHuto-
6.3. Moodle u C30 3KL

Cpepna anekTpoHHoro obydyennsa 3KL 6a3snpyeTca Ha naaTdopme Moodle n
MOJIHOCTbIO C HEW COBMeCTUMa.

TexHun4veckun, C30 3KL asngeTca KOMMNAEKTOM MiaarnHoB, KOTOPbIe CTaBATCHA NOBepX
Moodle cooTBeTCTBYIOWEN Bepcun. MNpn 3Tom, C30 3KL nocTaBnsseTcs Kak roTOBbIN
AncTpunbyTums, BKAOHaa aapo Moodle, 4TO COOTBETCTBYET JINLEH3NOHHbBIM
ycnosusamM obenx NnpoayKToB.

KOpungnydeckn, C30 3KL aBnseTcs Npon3Bo4HbIM NPOU3BELEHNEM, BKJOYAOLWNM
Npon3BeaeHmns C OTKPbITbIM NCXOAHbIM KoAgoM. MNpaBoobnagatenem C30 3KL
apnseTca OO0 «OTKpbITble TeXHONOrMK». CBUAETENbCTBO O roCyAapCTBEHHOW
pernctpaumm Ne 2019665610. [JaTa perncrtpaumm B Peectpe nporpamm ana 3BM 26
HoABpsa 2019 r. Cpefa 351eKTpPOHHOro obyyvyeHusa 3KL 3apernctpnpoBaHa B PeecTpe
POCCUNCKOro nporpaMmmHoro obecnevyeHuns. PernctpauynoHHbin Homep MO 7069,
nata perncrtpaunm 07.10.2020 (Mpuka3 MnHkomcesasn Poccmm ot 06.10.2020
Noe515).

C30 3KL apanTtupoBaHa nog Hy>Abl POCCUNCKNX 3aKa34YNKOB U YCMeLIHO
NPUMEHAETCA B KOPNopaTUBHOM CeKTope, By3aXx, Koslea)ax, cpepe
AOMNOJIHUTENIbHOro obpa3oBaHUS.

B oTaun4me ot Moodle, C30 3KL nocTaBaseTcs ¢ TexnognepXKom n cooepxuT
bonee 50-Tn AONONHUTENIbHBLIX NArMHOB, pa3paboTaHHbIX KoMNaHuen «OTKPbITble
TexHonorum» ¢ y4eToM 18-Tu sieTHero onbiTa BHeAPEHUSA N paclUnpeHns
PYHKLMNOHaNBHOCTU Ccpebl 3/IeKTPOHHOIro oby4yeHunsa. NlocMmoTpeTb Tabauuy
CpaBHeHUA. TexHNn4Yeckas noanepXkKa BKJK0YaeT NepBUYHY0 YCTaHOBKY,

perynsapHble obHoBNEHUSA npoAyKTa 1 A0CTYMN K 06L|.||/|pH0|7| baze 3HAHUN,
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copepxxawen 6onee 500 cTaTen.

MnarvHbl CTOPOHHMUX pa3paboT4nKoB, coBMecTUMble ¢ Moodle cooTBeTCTBYOLLEN
BepCUn, Tak e ckopee Bcero byayt coeMmecTumbl 1 ¢ C30 3KL. NMpumeHeHne Taknx
CTOPOHHUX nnarnHoB B C20 3KL BO3MOXXHO N aKTUBHO NpaKTUKyeTCs
nonb3oBaTtensamuy C30 3KL. OgHaKo, HUKaKMX rapaHTUM OTHOCUTESIbHO
paboTocnocobHOCTN N NOCNeACTBNA NPUMEHEHNS TaKNX NJArMHOB, €C/IN OHU He
BXoAAT B cocTaB C20 3KL KoMnaHusa-pa3paboTynk He gaeT. Hnkakune
KOHCY/IbTauun nam noMoulb no pabore ¢ AaHHbIMU MAAarMHaMn NN yCTpaHeHNeM
nocnencTens nx paboTbl HE BXOAAT B FAPaHTUNHYIO TEXHNYECKYO NOAOEPXKKY, 3a
NCKJIIOYEHNEM OMNUMN «YyCTAaHOBUTb» U ONUMN «yOasnTb», 63 HaCTPONKN n
conpoBoXAeHusd. NapaHTUNHaa TexHU4Yeckasa nogaep)xkKa pacrnpocTpaHaeTcs
TOJIbKO Ha MJlaruHbl, NocTasnsgemMble B COCTaBe opuumanbHbix pennsos CO0 3KL
(opneHTMpynTecb Ha oPULMANIbHYIO TEXHNYECKYIO LOKYMEHTaUWI0, aHOHCHI
penn3oB 1 Nyban4Hble 4eMO-CTeHAbl, NpenocTaBsgeMble pa3paboTymnkom).

-BepHyTbCA K coAepXXaHUI0-

6.4. Bepcumu Moodle u C30 3KL

Bnarogaps COBMeCTUMOCTU, TEXHUYECKN BO3MOXXHO 06HOBUTL Moodle go C30 3KL
C COXpaHeHneM BCero KOHTeHTa 1 HacTpoek. [0na 3Toro HeobxoanmMo, 4TOobbI
Bepcua Moodle 6binia meHblie, Nnbo paBHa Tekywen sepcumn C30 3KL. Hanpumep,
ecnn camas Hoeas Bepcusa C30 3KL nmeet Bepcuio 4.1.8a (MHpopMaums Ha MOMEHT
HanncaHusa CTaTbW, OPUEHTUPYNTECHL Ha aHOHCHI PESIN30B Ha HalleM canTe), To
COXpaHeHne MaTepunasioB BO3MOXXHO npu nepexone ¢ Moodle sBepcum 3.9.x, 3.10.x,
4.0.x, 4.1.x n 6onee paHHMX, a BOT nepexon ¢ Moodle 4.2.x byneT BO3MOXXeH
ToNbKo nocne Bbixoga C30 3KL cooTBeTCTBYOWEN Nn 6onee Nno3gHen Bepcuun.

TOYHO TaK Xe, TeEXHUYECKN BO3MOXXHO BepHYTbCA ¢ C20 3KL Ha community-Bepcuto
Moodle, HO Cc OTKa3oM OT BCero AOMNOJIHUTENIbHOro PYHKLUNOHANa, KOTOPbIN
OTCYTCTBYET B community-BepCcun 1 CBA3aHHbIX C HUM MaTepnasos.

-BepHYTbCS K COEpP)XXaHUIO-

6.5. NMpoTokon https u SSL-cepTudunkarol

Mockonbky C20 3KL aBnseTca Beb-npunoxxeHnem, B3anmMoaencTeme mexny seb-
cepBepoM 1 Bpay3epoM KAMeHTa NponcxoanT No npoTokony http. MpoTokon http
He nogfaep)XuBaeT WugpoBaHMe 1 BCe Y3Jibl, Yepes3 KOTOPbIN NPOXoauT Tpaduk 4o
cepBepa MMeIT O0CTYN He TOJIbKO K COAEepXXUMOMY BCeX OTKPbIBAaeMbIX CTPaHUL,
HO M K ero naposiaM Asas Bxoda B cuctemy (41o ocobeHHOo onacHo ans
npenogasaTesien N aAMUHUCTPATOPOB) M NJATEXHbIM AaHHbIM. [JOCTYN K 3TUM
AaHHbIM MOXKET MOoJIY4UTb He TOJIbKO NpoBangep uam cMcagmMmH, Ho v
NoNb30BaTeNN ToW e caMmon wifi nnnm nokanbHoOW ceTn n3 kotopon paboTaeT
nonb3oBaTesnb. Ona peweHusa 3Ton npobnemsl B 1994 rony 6bin paspaboTaH
npoTokon https, KoTopbIn WNpyeT faHHble NpoToKoa http ¢ noMmouwbio
npoTokosia SSL.
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YT06blI MOTMBUPOBATL aAMUHUCTPATOPOB CalnToB obecnedynBaTb 6e€30MacHOCTb UX
nosnb3oBaTenei, ¢ 2017 roga MHorue 6paysepbl U NOUCKOBbIE CUCTEMbI Ha4Yanu
noMevyaTb CalTbl, He nogaepxuBatowime https kak HebesonacHble, n TpeboBaTh y
NoJsib30BaTesNs OTAE/bHOrO NOATBEPXKAEHUS, NPU Ka)KAOM BXOAE Ha AaHHbIN CalT.
HekoTopble MONCKOBbIE CUCTEMbI MOHMXXAOT UM AaXXe UCKJII0YaloT U3 NOMCKOBOW
BblA4uN CalThl, HE NoaaepXxuBawLme https. Bcé ato nenaeT ncnonb3sosaHume https
NPaKTUYeCcKn oba3aTesbHbIM A9 BCeX CanToB B Internet 1 KpaHe XXenaTeNbHbIM
NS BHYTPEHHUX KOPNOPATUBHbIX CAalTOB.

OCHOBHas CNIOXXHOCTb Ha NyTK BHepeHMsa NpoTokosa https — 310 HeobxoanMMOCTb
nonydvyeHuns SSL ceptudpukaTos. 1o 2015 roga cywecTsoBasio TOJIbKO 2 OMNUUN:

e becnnatHasa reHepauus caMmonoanucaHHoro SSL-cepTtudukarTa. 3710
MO>XHO caeflaTb CaMOCTOSATEsIbHO C NOMOLLbIO BecnaaTHOro n ceobogHo-
pacnpocTpaHaeMoro naketa OpenSSL. HegoctaTKOM Ja@HHOro BapMaHTa
ABNAETCA TO, YTO KJINEHT HE MOXKET YCTaHOBUTb AOCTOBEPHOCTb JAaHHOI0
cepTuduKaTa. OTO CO34aeT YyA3BMMOCTb, KOTOPYIO Ha3blBalOT «aTaka
rnocepeanHe»: agMUHUCTPATOP CETU MOXKET co3aaTb COBCTBEHHbLIN CanT,
KOTOPbIN paclungpoBbIBaeT BCE AaHHbIE OT KJINEHTOB, COXPaHAET UX KOMUIo
M TOJNIbKO MOCJ/ie 3TOro OTNpaB/ifAeT 3anpochbl K UCXOOHOMY CanTy. IMeHHO
rnosTomMy 60/bLLUMHCTBO Bpay3epoB BbIBOAAT NpenynpexaeHme, Kkorga
rnoJib30BaTe b MNblTAaeTCA BOUTU Ha CalT C caMonognucaHHbIM SSL-
cepTudmnkKaToM. MNpnHATNE TaKoro cepTupmnkKaTa HaMepeHHOo caesiaHo
CNOXKHbIM U HEUHTYUTUBHbIM, 4TOObI MONIb30BaTENN C HEYBEPEHHbLIMU
HaBblKaMM N NPUHMMatlOWMe BCe npenynpexaeHnsa 6e3gymMHo, bbinm He B
COCTOSAHUW MPOUrHOPMPOBaTbL LaHHOe npefynpexneHuve.

* NMpuobpeteHue nnatHoro SSL-cepTudumkaTa B y40CTOBEPSIOLLEM
LLeHTpe, KOTOPbI cnepBa NpPoBepPSET JIMYHOCTb M NOJIHOMOYUS
noJsib30BaTesns.

C 2015 ropa 3anyuleHa HeKoMMep4eckada opraHusauynsa Let's Enrcypt,
uHaHcmpyemaa komnaHuamm Google, Amazon, Mozilla, Cisco, ®oHao0oM
3NEeKTPOHHbIX pybexen, IBM n MHOrumun gpyrummn. OHa nogaepxxusaeT
HEKOMMEpPYECKNI YyO0CTOBEPSAIOLWMNIA LEHTP, KOTOPbIN No3BoaseT becnnaTHo
BbiNyCKaTb SSL-cepTudmnkaTbl, NOATBEPLANB CBOE BlafeHNe JOMEHHbLIM NMEHEM C
nomoLbio NpoTtokona ACME. IMeHHO 3ToT cnocob nony4vyeHmnsa SSL-cepTudmkaTa
AN akTuBauum npoTokona https ncnonb3yoT 601bWMHCTBO BE6-CanTOB. Mbl
Takxxe npepgnaraemMm HacTpomnky https aTum cnocobom.

OCHOBHbIM HeynobcTBoM cepTugunkaToB Let's Encrypt sBnseTcsa To, 4TO NpoBepKa
ANOMEHHOIro MMeHU BbINOJIHAETCS Mo NpoTokony http Yyepes Internet. To ecTb,
cepTudukaT Let's Encrypt HEBO3MOXXHO NONYYNTb A1 CanTa, KOTOPbIN He
nocTyneH B ceTu Internet. Tak e, ecnu He cobnogaeTcsa Halla peKkoMeHaaums no
AenernpoBaHuo Ha BUPTYasibHYO MawunHy ¢ C30 3KL cTaTmnyeckoro «benoro» ip-
ajpeca, AoCcTynHoro n3 cetu Internet 6e3 orpaHnyeHnn, noayyeHmne cepTndurkaTa
Let's Encrypt 6ygeT 3aTpy4HEHO UM BOBCE HEBO3MOXXHO. B 3TOM cnTyaumnmn Bbl
MoXXeTe:
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e OTKa3aTbCHA OT NPMMEHeHNs WngpoBaHHOro NpoTokona https, co Bcemun
BO3HMKAOLWMMN HEFATUBHBLIMW MOCNEACTBUSMU;

e nMpuobpecTn Ana Bawero AoOMeHa NnaTHbIN SSL-cepTudMKaT 1 nepeaaTb
ero cny>xbe TexHn4Yeckom nogaep>xkm NcnonHntena ons ycTaHOBKU;

* CaMOCTOATESIbHO HacTpouTb https, B TOM 4ncne ¢ ucnosb3oBaHmnem Let's
Encrypt, Ha npomMe>XyTo4HOM Yy3Jie.

B nocnenHem cny4ae LOMeH JO/KeEH ObITb AenermpoBaH Ha NPOMEXYTOYHbIN y3ern,
KOTOpbIN 1 opraHnsyeT SSL-wndgpoaHme. Cepep ¢ C30 3KL B 3TOM BapuaHTe
HaxoOuUTCA B AEMUINTAPU30BAHHOW 30HE, No3agn NPOMeXXyTOYHOro y3na. Bce
nocTynatoLime 3anpochl MPOMEXXYTOYHbIN Y3es A0JIKEeH paclundpoBbiBaTb U, 3aTeM
nepenasaTb Ha cepBep ¢ C30 3KL nnbo ¢ ncnosnb3oBaHMeEM HeLN(POBAHHOIO
npoTokona http, nmbo c ncnonbloBaHMeM caMmonognNMCcaHHOro cepTugmnkaTa SSL
(KOHeYHble NoJsib30BaTeNN €ro «He BUAAT», NO3TOMY Hey4o6CTB Y HUX NPU 3TOM He
BO3HUKaeT). OCHOBHbIM HEOOCTAaTKOM [LAHHOI0 BapMaHTa MOXET ABNASATLCA TO, 4TO
NPOMEXYTOYHbIN y3e 3aKa3ynky npuaeTca HacTpamBaTb MOJIHOCThIO
camMoCcToATesIbHO. NMPOMEXXYTOYHbIN y3e Npn 3TOM HE agMUHUCTPUPYeTCS
NcnonHntenem n MOXXeT BHOCUTb UCKa)keHunsa B paboTy C30 3KL. Mo 3Ton npunyunHe,
eCc/n OT 3aKa34uMKa NocTynaeT 3as8BKa, CBA3aHHasa ¢ oTobpakeHmem C30 3KL B
ceTn MHTepHeT, NIcnonHnTeNb NoAKI0YaeTCa HENOCPeACTBEHHO K UCXOAALLLEMY
nopTy cepsepa ¢ C30 3KL, B 06x04 NpoMeXyTO4YHOro y3na, n ecam npobnema tam
He BOCMNPOU3BOANTCSA, 3a8BKa OTKJIOHAETCS, KaK HaXoasaLasCcs BHE 30HbI
OTBETCTBEHHOCTU NcnonHuTens.

Taknm obpa3oMm, Npu NPUHATUN peLlleHns o Bbibope cepTudmnKaToB 1M NPOTOKOIA
noctyna Kk C90 3KL 3akKa34uK OoJ1KeH BbibpaTb OAWH U3 CNeayowmnx BapnaHToB
(HeKOoTOpble BapMaHTbl BO3MOXXHbI TOJIbKO Npn cobtogeHnn TEXHUYECKNX YCI0BUI
OMMCaHHBbIX BbILLE):

e OTCcyTCTBME WNdpoBaHUA (MCMOSIb30BaHME NPOTOKoa http).

PekomMeHpayeTcsa ToNbKO Npu pasmeweHnn C30 3KL B geMuintapmn3oBaHHOM 30HE,
no3aam NPoOMeXXyTOYHOro y3s1a, opraHusytoLwero wndgpoBaHme.

e https c camonoAnMcaHHbIM CePTUDUKATOM.

PekomeHayeTCs TONIbKO AJ18 JIOKAJIbHOr0 NPpUMEeHeHNs Nan gnsa WnpoBaHna CBA3N
Mexnay cepsepoM ¢ C20 3KL v npoMe)XyTOo4YHbIM Y3J1I0M. Y KOHEYHbIX
nosib3oBaTesien byneT BO3HUKaTb npenynpexaeHne o HebesonacHoOCTU y3na, C
KOTOPbIM OHU O0JIKHbI Oy oy T cornacuTbCa ANa BXOA4a B CUCTEMY.

e https c nnaTHbIM cepTUUKaTOM.

CepTI/ICbl/IKaT 3aKa34uk np|/|o6peTaeT CaMOCTOATENIbHO N NPeaoCTaB/IAET €ro
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NcnonHuTento Ha aTane yctaHoBkm C30 3KL.

e https c 6ecnnaTHbIM cepTudmnkaTom Let's Encrypt (pekomeHgyeTtcs).

Mo>xeT OblITb NPUMEHEH MPK YCI0BUAX AeNernpoBaHnUs HenocpeacTBEHHO Ha
ceTeBOM MOPT BUPTYasibHOM MalWMHblI CTaTU4YeCcKoro «benoro» ip-agpeca u
OOCTYMHOCTU cUCTeMbl 6e3 Kaknx-nmbo orpaHnyeHnin n punbTpaynm ns

ceTu Internet (BkNoYasa 3apybexHbln cermeHT Internet, T.K. BCe cepBepbl Let's
Encrypt HaxopaTca 3a pybexxom).

-BepHyTbCA K coOAepXXaHUI0-

6.6. ObMeH faHHbIMM U BHYTPEHHUE UHTEerpauum

-BepHyTbCA K coAepXXaHUI0-

6.7. MHTerpauum c BHewHuMm MO u cepsucamm

-BepHyTbCA K coAepXXaHUI0-

6.8. HacTpouka BHelwlHero suaa

-BepHyTbCA K coAepXXaHUI0-

6.9. NapaHTMHanA TexHUYecKas nogaep>xkKa v npasa pgocryna

-BepHyTbCA K coaepXXaHUIo-

MNoppobHee 060 BCex NepevyncneHHbIX HI0aHCax Bbl CMOXKeTe y3HaTb 13 6a3bl
3HaHUIM 1 B cy>Xbe rapaHTUNHON TeXNoAAePXXKU. DTN NCTOYHUKN AOCTYMHbI
nonb3osatenaMm C30 3KL B nepmof rapaHTUNHOW NMOAOEPIKKWN.

YHuKanoHblW ID oTBeTa: #1117
OonybnukoBan: : Anekcen bsayeHko, Cepren Nyces
MocnenHne obHoBneHune: 2025-11-12 11:16
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