Bonpochl no yctaHoBke C30 3KL Ha cepBep
KJINeHTa
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4.2. Pe3epBHOE KONMpPOBaHMe

4.3. KaHas CcB43U 1 aocTyn K Internet

4.4, TpeboBaHUA K CEPBEPHOMY MOMELLEHUIO N KINMATUYECKOMY PEXUMY

4.5. TpeboBaHUA K puanyeckom 1 anekTpobesonacHOCTH
5. FTapaHTUMHaA TeXxHUYecKasa nognepxka
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1. CucreMmHblie TpeboBaHus

MoapobHble cucTeMHble TpeboBaHUA N3N0XKEHbI B pa3aenax «TpeboBaHnsa K
TeXHn4Yeckon naowanke» n «TpebosaHna Kk paboyemy mecTy nosib3oBaTens»
aKTyalbHOW Bepcun PernameHTa npenocTaB/ieHNUs CEPBUCOB, KOTOPbIN AOCTYNEH
Ha canTe OO0 «OTKPbITbIE TEXHONOIrUU>.

IOnsa pa3Hbix Bepcuinn C30 3KJ1 TpeboBaHma K Bepcusam bpay3epa nosib3oBaTens u
CUCTEMHOI0 OKPY>XXeHMUA (aKTyaJibHO TOJIbKO NPU CaMOCTOATE/IbHON YCTaHOBKE)
MOryT OoT/In4aTbCA. O3HAKOMUTLCHA C HUMW MOXXHO B aHOHCEe COOTBETCTBYIOLLEro

penn3a.

Mpn NHCTaNNAUNN B paMKax FrapaHTUNHOW TEXHUYECKOW Noaaep>XKu, BCE
BcnoMoraTtesibHoe MO ycTaHaBAMBaeTCs aBTOMaTUYeCKN cnnamm NcnonHuTtens
(Pa3zpaboTymka). OT 3aka34ymka TpebyeTcs TONbKO NPeaoCTaBUTb BUPTYasibHYIO
MaLwunHy ¢ Ubuntu 20.04, ooCTynHyto No ssh 1 oTBeYvaoLWyo NpuBeaeHHbIM B
HacTosWweM OOKYMeHTe pekoMeHaaunsam. B CcBA3K C 3TUM, faHHasa CTaTbA He
BKJ/IlOYaeT AeTasibHbIX TPebOBaHNIN K CEPBEPHOMY OKPYXXEHUIO U Pa3BEPHYTOMN
MHGOPMaLMKM N0 CaMOCTOATENbLHOW YCTaHOBKE.

Cpepna anekTpoHHoro obydyenuns 3KL (nanee — C30 3KL, cucrema)asnsaercs Beb-
NPUIOXXEHNEM — CaMa CUCTEMa YyCTaHaB/IMBAETCA Ha cepBepe (oanee —
Mnowanka, TexHn4yeckasa naowanka), a nosb3oBaTenn B3aMMoaencTBYIOT C HEN
nocpenctesomMm Beb-bpay3epa. [Ansa 3Toro MNnowanka AoskHa 6bITb 4OCTYMNHa
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nonb3oBaTesniaM rno npotokosiam http (nopt 80) m https (nopt 443).

IANs KOPPEKTHOr0 PYHKLMNOHMUPOBAHMSA, B TOM 4Yucse paboTbl MHTErpauun,
OTNpaBKW NOYTbl N T. M., CUCTeMe TpebyeTcsa HeorpaHU4YeHHbIA UCXOAALLLUNA
BocTyn B ceTb MHTepHeT. Takxe, foctyn B IHTepHeT HeobxoAMM Ha 3Tanax
YCTaHOBKU N 0B6CNYy>XMBaHUSA CUCTEMbl 411 CKa4YMBaHUSA NakeToB
BCcnoMoraTenbHoro MO n nx obHoBneHUS.

ObpaTuTe BHMMaHue: paboTa psga nHTerpaymm (NoayyvyeHmne 3N1eKTPOHHbIX
nnaTexxemn, ncnosib3oBaHme becnnaTHbiX SSL-cepTudunkaTos Let's Encrypt n 1. n.)
noTpebyeT opraHusauum JocTtyna K cucteme no npotokonam http (nopt 80) n https
(mopT 443) Ha cTaTu4HOM "OenoMm" ip-appece (IPv4).

B cny4ae, ecnm C30 3KL agMnHUcTpupyeTtcsa MicnonHnTenem B paMkax
rapaHTUMHON TEXHMYECKOW Noaaepxkun, gobasnsetca pag TpebosaHun, 6e3
KOTOpPbIX yAaJsleHHOe aAMUHUCTPUPOBaHNE HEBO3MOXXHO. Hanbonee cyuecTBeHHbIE
N3 HUX:

1) Cnctema posnxkHa 6bITb yCTaHOB/IEHA Ha oTAeNbHONM Mnowanke (pekomeHayeTcs
MCMONb30BaTb BUPTYasIbHYIO MalNHY, 4TOObl MHXXEHEepPbl 3aKa34ynka CoOXpaHum
BO3MOXXHOCTb TEXHNYECKOro obcnyXxmnBaHma cepsepHoro obopynoBaHus).

2) B nepnoa rapaHTUNHON TEXHNYECKOW NMOoOEeP>KKW Ha faHHoM lMNnowanke He
AOJIKHO BbITb YCTAaHOBIEHO HUKAKOIro CTopoHHero MO (canToB) He HaXOAALLMXCA
Ha obcny>xmneaHum y NcnonHntensa. HUKakme nHble cneunanancTbl, Kpome
NHXXeHepoB cnonHuTena He OOJIKHbI UMeTb A0CTYynN K MNnowagke. HapyweHne
3TNX TpeboBaHUN NpUBELET K CHATUIO CUCTEMBbI C aTTeCcTauun, NpekpaweHnio
ALAMUHNCTPUPOBAHNSA CO CTOPOHbI IcMoNHUTENs u nepeso B PpeXXum
OrpaHNYeHHOWN rapaHTUNHON Texnoaep>XKu, aHaorM4Ho «CpbIBY 3aBOLCKON
naomb6bl» Ha YCTpPONCTBE.

3) Cuctema OosKHa 6bITb AocTynHa icnonHnTento no npoTtokosy SSH (22 nopT) ¢
nonHomo4mamm root. Mo 3anpocy, MoxeT BbITb NpenoCcTaB/eH CAMNCOK ip-aapecos
DA orpaHnydeHuna poctyna. Joctyn no npoTtokosay VPN BO3MOXeH TOJIbKO B paMKax
nvueH3nn sepcmmn «Kpocce».

HeTanbHble TpeboBaHUA U310XKeHbI B pa3fenax «Mopafgok yCTaHOBKWU 1 nepeaaymn
CUCTeMbl Ha NoAAepPXKY» N «[apaHTUNHaa TeEXHNYECKasa Nnogaep)XKa» akTyasibHOMN
Bepcuun PernameHTa npefocTaB/ieHUs CepBUCOB.

-BepHYTbCS K COEPXXaHUIO-

1.1. MMHMManbHbIEe CUCTEMHbIEe TpeboBaHusA

MWHMManbHble CUCTEMHbIE TpeboBaHUA K TEXHUYECKON niowangke obecneymsatoT
BO3MOXXHOCTb KOPPEKTHOW YCTaHOBKW, HACTPOMKK 1 3anycka C20 3KL, Ho He
rapaHTUpytoT cTabunbHoM paboTbl cpedbl 3N1EKTPOHHOIO 0by4yeHNs Noa Harpys3Kon.

Pecypc MuHuManbHoOe pe
3HauE
LleHTpanbHbIN NpoLeccop cepeepa He HuXe Intel Core i3, 4
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Ob6beM onepaTUBHOW NaMATK cepBepa 8T1b
Obbem HakonuTensa (MoCTOAHHOW ANCKOBOW NnamaTn) ansa C30 50TB
3KL
KaHan cBA3u ona nogkntoydeHns K Internet C NponyCcKHOW crnocobHo

10M6buT/c

-BepHyTbCA K coOAepXXaHUI0-

1.2. PeKkoMeHAOauU UM NO BblAeJIEHUIO CUCTEMHbIX peCypcoB

OueHNTb NpUMepPHbIN 06beM CUCTEMHbIX PECYPCOB, HEOOXOAMMbIX OJ151 KOPPEKTHOM
paboTbl cpelbl 3IEKTPOHHOr0 06y4YeHNsi, MOXKHO MO CAeAYOWNUM SMNUPUYECKNM

dopmynam:

Pecypc dopmMy
OnepaTuBHasa NamaTb cepsepa, I'b 2 + (KONM4eCTBO KOHKYPEHTHI
KonnyecTBo saep LeHTpasbHOro npoueccopa cepeepa, 2 + (KONMY4eCTBO KOHKYPEHTHI
T,
Obbem HakonuTensa (MOCTOAHHON anckosor namaTn) ona 30 + 3,9*%(ob6beM y4ebHbIX MaT
C30 3KL, I'b

-BepHYTbCS K COEepP)XXaHUIO-

1.3. PasMmeweHue TexHuyeckom naowaangkm C30 3KL

MO>XHO BblAennTb cnefylowme BapuaHTbl pa3MeLlleHnsa cepeepa 419 YCTAaHOBKN
C30 3KL:

COBCTBEHHbIN PU3NYECKUN CEPBEP HA TEPPUTOPUN OPraHmM3aLnMm 3aKa3ymKa
COBCTBEHHbIN HPU3NYECKUIA CEPBEP B AaTa-UEeHTPEe NpoBanaepa;

* apeHOOBaHHbLIN (PU3NYECKUN CepBepP B JaTa-LEeHTpe npoBanaepa;

* apeHAO0BaHHbIN BUPTYaJbHbIA CEPBEP B AaTa-LEHTpe npoeBanaepa.

-BepHyTbCA K coOaepXaHUI0-

1.3.1. CoO6cTBeHHbI# (PU3NYECKUH CepBep Ha TEPPUTOPMM OpraHu3aumm 3aKasumka

na Hero Tpe6yeTc9| oTaesibHOe nomMewieHme (cepBepHaﬂ), ejnHoBpeMeEHHbIE
KanuTasioB/1I0XKeHUs (A0CTaTO4YHO BosiblUME) B 3aKYMKY M MOHTaXk obopyaoBaHus,
Tekywmne pacxoabl Ha 06CJ'Iy)KI/IBaHVIe M 3aMeHY KOMIMJ1IeKTYLLNX, HaCTp0I7IKy n
noagaep>KaHme pa6OTbI ceTn, a TakxXe NnocMeHHoe 0eXXypcTtBo CUCTEMHbIX
aAMUHNCTpPaTOopOB. B 4ackl paboTkl nosb3oBaTenen ¢ C30 3KL cuctemMHbIn
AaMUHNCTPATOP O0JI>)KeH HaXoanTbCA Ha pa60t-|eM MecTe U B CJly4ae
BO3SHUKHOBEHUNA TEXHNYECKUNX npo6neM n HeI/ICI'IpaBHOCTeI7I - YMETb OMNepaTnBHO
BOCCTaHOBUTb paﬁoTOCI'IOCOGHOCTb cuctemsl. Ecnnm npegrnoJiaraeTcs pa60Ta C
CNCTEMOW B BbIXOAHbIE OHU U Hepa60L||/|e YacCbl, a CUCTEMHbIE aAMUHUCTPATOPbI
BbIMOJIHAOT CBOUN AO0/IXHOCTHbIE 0693aHHOCTUN NCKIIOYNTENBHO B pa60t-|ee BpemM4,
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KJINeHTa
TO AaHHbIN BapuaHT pa3MeLLeHNs CepBepa He noJonaeT.

B cnyyae pasmeweHusa C30 3KL Ha cobCcTBEHHOM (hM3NYECKOM CepBepe
HeobxoaAMMO pyKOBOACTBOBaTbLCA TpeboBaHusaAMM N. 6.6 PernameHTa
npenoctassaeHnsa cepenucoB OO0 «OTKPbITbIE TEXHONIOMUN»:

«...000pynoBaHMe, Ha KOTOPOM pa3MelleHa TexHn4yeckasa niaowanka, O/ KHO bbiTb
npefHa3Ha4YeHo Ansa HenpepbiBHOW BbecnepeboinHom paboTbl, OCHALLEHO
Ha4eXHbIMN N 3ape3epBUPOBAHHLIMN NCTOYHUKAMN MNTAHUA N CUCTEMOW
oxJlaXKeHus. 3anpeLlaeTcs BbIKJIIOYEHNE CUCTEMbI MYTEM OTKJIIOYEHUSA NUTaHUA,
6e3 KOpPEeKTHOro 3aBepLUeHNs BCeX NPUIOXKEHUN N CEPBUCOB, COXPaHEHUS
AAHHbIX, CUHXPOHM3aLNN OUCKOB N KOPPEKTHOrO 3aBepLueHns paboThbl
onepaunoHHON cUCcTeMbl. B cnyyae npekpalleHns nogaym nnTaHusa, cnctema
OOJIXKHa KOPPEKTHO 3aBepLuaTb CBOK paboTy Mo CUrHany OT NCTOYHUKA
becnepebonHOro NUTaHUs, pecypca KoToporo A0JIXKHO 6bITb 4OCTAaTOYHO ANA
AaHHOW npouenypbl. PekoMeHOyeTCs opraHn3oBaTbh KPYrjOCyTOYHOE AEeXYPCTBO
KBaNN(PULMPOBaHHbIX CNeLmanncToB, oTBevaLwmx 3a becnepebonHoe
pyHKUMOHMpPOoBaHMe obopynoBaHus. NomelleHne, B KOTOPOM pa3MeLLeHo
obopynoBaHMe, OOJKHO MOoAAEepPXNBaTb CrieunasbHbI KIIMMATUYECKNI PEXNM,
oTBe4YaTb TpeboBaHNAM PU3NYECKON, NHPOPMALIMOHHON, MOXKAPHON 1N
anekTpobesonacHoOCTU».

-BepHyTbCA K coAepXXaHUI0-

1.3.2. CobcTBeHHbIX (PpU3N4YECKUN cepBep B paTa-ueHTpe npoBangepa (Colocation)

ApeHJa MecCTa B faTa-LeHTpe XOCTUHI-npoBangepa oaa pasMeLleHunsa cepsepa
MOXKET CTaTb bosiee paunOHaIbHbIM PELLEHNEM, YEM CoAepKaHne CoOBCTBEHHON
CepBepHON KOMHaTbl ¢ obecnevyeHneM BCeX HEOOXOAMMbIX TEXHNYECKNUX YCIOBUIA.
Hanpumep, ecnn cepBepHoro obopyaoBaHnsa o4eHb Masio (0gHa-ABe humsnyeckme
MalUMHbI), Lesnecoobpa3Ho BOCNO/b30BaTbCA A1 €ro pa3MeLLeHNs rOTOBON
MHPACTPYKTYPON faTa-LueHTpa. ApeHda no Tapudam npoBangepa Kak npasusio
obxoanTcsa pewesne, 4eM cogepXaHme cobCTBEHHON CepBEPHOW, NPU 3TOM
OTCYTCTBYET HE0BX0AMMOCTb CaMoCcToATeNbHO obecneymBaTh 6ecnepebonHoe
NMMTaHNE N HECTUN KPYIr/I0CyTOo4YHOEe aexypcTBo. C 4pyron CTOPOHbI, apeHaaTopy
BCE paBHO NPeACcTOAT KannTaJIoBJIOXKEHUSA B 3aKYMNKY U TPAHCNOPTUPOBKY
0b0opyAOBaHNA N TEKYLLME PacXodbl HA PEMOHT U 3aMEHY KOMIJIEKTYOLWKNX. Takxe
Ba>XHO Yy4YMTbIBaTb, YTO He BCE AaTa-UeHTPbl NpenoCcTaBaAaloT AOCTYMN K
obopynoBaHuio B pexxume 24/7.

-BepHYTbCS K COAEpP)XXaHUI0-

1.3.3. ApeHpoBaHHbIN (PpM3NYECKUNA cepBep B aaTa-ueHTpe npoBanpgepa (Dedicated)

|_|pVI onpepnesieHHbIX obcToATenbCcTBAX apeHga rotosoro pa60Tawmero cepBepHOro
O60py,EI,OBaHI/I$I C yoaneHHbIM OOCTYINOM CTaHOBUTCA BbirogHee, 4eM apeHa MeCTa
Oond pasMmeuweHns cobcTBEHHOrO cepBepa. Harlpleep, ecsin cepBep Tp€6yeTCFI Ha
OrpaHI/I‘-IeHHbIIZ CPOK, nnn ecnau no I/IH,EI,I/IBI/IJJ,yaJ'IbHOIZ cxemMe qI)I/IHaHCI/IpOBaHI/IFI
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KJINEeHTAa

OoTHOCUTeNbHO HebonbLuMe Nnepnognyeckmne pacxonbl Ha apeHay 6bonee
npennoYTUTENbHbI, YEM eIMHOBPEMEHHbIE KPYMNHbIE KanuTaslIoB/I0)XEHUS B
MaLwwmnHbl 1 o6opyanoBaHne. Co6CTBEHHbIN CUCTEMHbBIA aAMUHUCTPATOP
ocBoboxxpgaeTca oT 06aA3aHHOCTEN MO PEMOHTY, 3aKyMNKe N 3aMeHe
KOMMAeKTyowmx, nmnbo ero MoxeT He bbITb coBCceM — 0b6CNyXunBaHue
060pyn0BaHNSA OCYLLECTBASIET NpoBanaep-cobCTBEHHMK.

-BepHyTbCA K coaepXaHUIo-
1.3.4. ApeHpoOBaHHbIA BUPTYaJibHbIX CepBep B pgaTa-ueHTpe nposangepa (VDS/VPS)

OTO cepBep, CO3ZaHHbIN C MOMOLLBLIO TEXHOJIOMMIA BUPTYaam3aunum n cpencTs
onepaumoHHON CUCTEMbI, KOTOPbIE pa3aenaoT pecypchbl prU3n4eckoro cepsepa Ha
N30JINPOBaHHbIE BUPTYaJsibHble MallnHbI, MPY 3TOM Ka)K4as CTAaHOBUTCA
NOJIHOLLEHHOW OnepaLMoOHHON CUCTEMON C COBCTBEHHON NaMATbIO, NpoLeccamu,
nosib3oBaTtenamun. BuptyanbHble cepsepbl VDS/VPS faloT Takme e BO3MOXXHOCTH,
KakK n pusnydeckni cepsep, obecnevymsas rmbKoCTb B HACTpPOMKe ornepaLMuoHHON
cuctembl. B nogasnsatowem 60bLLINHCTBE ClyHaeB BUPTYasibHbIA CcepBep -
onTUMaNbHbIN BapmaHT on4a yctaHoBku C20 3KL. MNMpenocTtaBnaeTcs rotosas
NHPPACTPYKTypa, OTCYTCTBYET (PU3NYECKNN U3HOC N HEOBXOANMOCTb CeJnTb 3a
annapaTHbIMU pecypcaMmn n 06HOBEHNAMN CEPBEPHOIr0 OKPY>KEeHUSA. MOXXHO
MEeHSATb HAaCTponku, paboTaTb C hansiaMm CUCTEMbI, YyCTaHaBMBATb U HacTpamBaTb
noboe nporpammHoe obecneveHune (Bepcuto PHP, cepsep 6a3 gaHHbIX U T. 4.).
MNpoBanaep obecnedymBaeT BbiNOIHEHME BCeX paboT, TpebyoLwmx pusnyeckoro
NPUCYTCTBUA PALOM C CEPBEPOM, a apeHaaToOpPy OCTAeTCsH TOJIbKO yaasieHHoe
CUCTEMHOE aAMUHNCTPUPOBaHME onepaumnoHHon cuctemsl n C30 3KL.

B pamkax ba30oBon rapaHTUNHON TEXHNYECKOW MOAAEPKKMN yHacTne cobCTBEHHbIX
CUCTEeMHbIX aAMUHUCTPAaTOPOB A5 apeHJ0BaHHOI0 BUPTYasIbHOro cepBepa He
noTpebyeTcsa BOBCE: CNEeUNanncTbl KOMANAaHUN «OTKPbITbIE TEXHOIOMUN>» B MOJIHOM
obbeMe nponssenyT HeobxognMMoe CMCTEMHOEe afAMUHUCTPUPOBaHNE.

Ecnu oueHnBaTb CTOMMOCTb TEKYLLIMX PAacX0O0B Ha apeHay, BUPTYyasibHbI cepBep
— HauMeHee 3aTpaTHbIA BapMaHT.

-BepHYTbCS K COAEpP)XXaHUI0-

1.4. TpeboBaHua no noarotoeke TexHM4YECKOW NJoLWagKm K yctaHoBke C30
3KL

B pa3nene nepeyncneHbl oCHOBHble TpeboBaHuA K MNnowanke, cobnogeHne
KOTOpbIX Heobxoanmo anga yctaHoBkn C30 3KL cmnamm rapaHTUNHON TEXHNYECKON
MnoOLaepPXKWN:

e BupTyanbHada MmawmnHa Ha 6a3e onepaunoHHom cnctemol Ubuntu Server
20.04.
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e CTaTunyHbIN «benbin» ip-agpec AOCTYNHbIN U3 ceTn NHTepHeT 6e3
OrpaHUYeHNn 1N BMeLllaTeNbCcTBa B Tpadumk BHewHero MO ansa obpaboTkun
noJsib3oBaTesIbCKkUX 3arnpocoB (80 n 443 nopThl).

MNpu HecobnoAeHUN AaHHOIro TpeboBaHUA YCTAHOBKA CYMTAETCS JIOKaJIbHOW U
nobble NpeTeH3un K paboTe Beb-uHTEpdenca NPUHNMATCS TOIbKO eCsIN OHU
BOCMPON3BOASATCSA HEMNOCPEACTBEHHO Ha JIOKAJIbHOM MOPTY.

HeorpaHnyeHHbIN NCXOAAWMA [OCTYN K ceTu NHTepHeT ANna CKaymBaHUS
obHOBMEHUI, OTNPaBKK NMOYTbl U paboTbl MHTErpaunn.

e BO3MOXXHOCTb AOCTYMNa K BUPTYaJIbHOW MalUMHe No NpoTokoy ssh (22
MopT) C MOJIHOMOYUAMUN aaMUHUCTPaTopa (root) ana cnyXbbl TeXHNYECKOMN
noanep>xXKu.

e lomeHHOoe M4 (onuMoHaIbHO).

e JlocTyn K smtp-cepBepy onsa 6osee HageXxHoOM OoTNPaBKN YBEAOMIEHUN W
ornoseLleHUn gna cnywaTtenen n npenogasatenen B C30 3KL
(onunoHanNbHO).

B cnyyae, ecnn Bbl pa3MmellaeTe CUCTEMY Yy NMpoBanaepa, 0oCobeHHO npu apeHae
VPS/VDS, Bce nepeyncneHHoe sBxoanT B 60/bLLUNHCTBO TUMNOBbLIX MAaKeTOB U
NnpenocTaBsfeTCca NpoBangepom. ECam y Bawmx TEXHUYECKUX CNY»X6O BOSHUKHYT
CJIOXKHOCTW C NpenocTaB/ieHNeM aHHbIX pecypcoB, peKOMeHAYyeM pacCMOTPETb
BO3MOXXHOCTb pa3MeLleHns CNCTeMbl Y BHELLHEro nposangepa.

MakeT «Kpocc» aonyckaeT HEKOTOpble OTCTYMNJIEHUSA OT NMepeynciieHHbIX
TpeboBaHMN, NO3TOMY, eCc/in BaM TpebyeTcs pa3MecTuTb CUCTEMY Ha Ballen
BHYTPEHHEeN naowanke, npm 3ToM Bbl XOTUTE OTCTYMNUTb OT HEKOTOPbIX MYHKTOB
AaHHbIX TpeboBaHNM, CBSIXKUTECH C HALLUUM KJIMEHTCKUM OTOE/I0M, YTObbI
npnobpectn obHoBNEHNE A0 NakeTa «KpoccC».

-BepHYTbCS K COEPXXaHUIO-

2. OOWMK aNnropuTM pasBepTbiBaHUA U XXU3HEHHbIX uukn C30
3KL Ha cepBepe 3akKa3uuKa

2.1. AKTMBaUMA KJIlOYa U NoJlyYyeHMe AocTyna K JIM4HOMY KabuHeTy

1) Mocne npnobpeTeHnsa cMcTeMsbl, Ha agpec 3/IEKTPOHHOW MOYThI, YKa3aHHbIN B
cneundunkaunm K gorosopy, dbyaeT BbiC/JlaH KOA4 akTuUBaLUMn. aHHbIA KO
aKTuBauum HeobxoonMMo nNepenaTb NpeacTaBUTESO BalLen opraHnu3aumnm
(oncneTtyepy-aAMMHUCTPATOPY).

2) ﬂ,I/ICI'IeT‘-Iep-a,EI,MI/IHVICTpaTOD BbIMOJIHAET aKTNBaL MO KJ1IOYa MO UHCTPYKL NN B
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CONpPOBOANTESIBHOM MNUCbME C KJIIOYOM.

3) B ciyyae ycnewHom akTUBaLUnumy, Ha Bally 3JIEKTPOHHYO NOYTY NpUAET NUCbMO C
NHCTPYKUMSMU MO BXOAY B JINYHbIA KabuHeT, a Ha HoMep MobubHOro TeneoHa —
napoJib.

CoxpaHsanTe NIOrnH 1 Naposb OT JINYHOro KabnHeTa B Hage>xHoM n 6esonacHoOM
MecTe. Hn B KoeM ciyyae He coobLianTe 3TN faHHble TPETbUM UL AM.
PacnopsikeHuns, nepefaHHble C NCMNOJIb30BAaHWEM 3TUX PEKBU3UTOB VICnosnHUTENb
BbIMOJIHAET KaK NpsiMble pacnopsi>XeHUs YyrnoJIHOMOYEHHOr o NpeacTasmTens
opraHusauuun. B cny4ae cMeHbl gncnetyepa-agMUHNCTPaATOpPa, NoganTe 3asaBseHne
O CMeHe KOHTaKTHOro inua, a He NPoCTo nepefasanTe naposib. B npoTMBHOM
CNly4ae BCS lopuanveckas oTBETCTBEHHOCTb (Mepen Bawen opraHm3launen) bynetr
OCTaBaTbCA Ha NepCcoHe npegblayuero npeacrasmuTens.

4) MeHepyxep no pabote ¢ kAneHTamm OO0 «OTKpPbITbIE TEXHOOINK» CBAXKETCSA C
BaMn 1 npoBeneT TeNedOoHHbIN MHCTPYKTaXx no paboTe ¢ IMYHbIM KabnHeTOM.

-BepHyTbCa K coaepXaHuto-
2.2. NMoarotoBkKa K yctaHoBke C30 3KL

1) BHMMaTenbHO U3y4nTe MmaTepuasbl, N3JI0KEHHbIE B pa3aesiax «PasmeuleHue
TexHnyeckoun naowaankm C30 3KL», «PelwleHUsa, KOTopble 3aka34ynky Heobxoammo
NPUHATL Nepen YCTaHOBKOW» N «PeKBU3UTLI U MpaBa A0CTyna, Heobxoaumble ans
YCTaHOBKW», onpenennTecb ¢ HeobxoanMbIMK A58 BaC NapamMeTpamMm n
HaCTpPOWMKaMu.

2) MNpounseseguTe nepsoHavasibHY YCTAaHOBKY onepaynoHHOW CUCTEMbI Ha
TexHn4yecKyto naowanky ¢ yietom TpeboBaHun pasgena «PasmelleHmne
TexHnyeckon naowankm C30 3KL» n cnegyrowmnx peKkoMeHaaunm:

e [1ns nyywero pasrpaHUYeHns 30H OTBETCTBEHHOCTU PEKOMEHAYeTCS
BblAeNATb ANS TeXHMYECKON MOWaAK/N BUPTYasibHbIW BbleJIeHHbIN
cepBep. B 3ToM cnyyae pa3rpaHu4yeHne 30H OTBETCTBEHHOCTM
NcnonHutena n 3akasvnka 6ygeT npoxoOuTb MO rpaHuULam 3Toro
BUPTYasIbHOro BblAENEHHOIr0 CepBepa.

e Ha MoMeHT nepepnayu MNMnowaakm cnonHuTento, onepaumnoHHas CUCTEMA
00J>KHa 6bITb yCTaHOB/IEHa B MUHMMasIbHOM BapuaHTe, 6e3 noboro
NOMNOJIHUTENIbHOIr0 MPOrpaMMHOro obecnevyeHns, KOHTEHTa N YYETHbIX
3anmcen, KpoMe MMHUMasIbHOro Habopa aBTOMaTUYECKN YCTaHOBJIEHHbIX
caMol onepaLoHHON CUCTEMON NaKeTOB NporpamMmmHoro obecnevyeHuns,
HeobxoaMMbIX U AOCTATOYHbIX ANS YAa/IeHHOr0 NOAKAYEHMS MO
npoToKoy ssh.

i KOHch'IbTaLI,I/II/I CO CTOPOHDBI WcnonHnTena no nopAanoky npeﬂ,BapMTeanoM
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YyCTaHOBKMW OCYLLLeCTBAAIOTCS MO 3anpocy npeactaBmuTens 3akasymnka.

e Ecnm MNnowapgka npenoctaBnseTcsa 6e3 npegyCTaHOBAEHHOW OonepaunoHHON
cunctembl Ubuntu Server 20.04 TLS 64 bit, UcnonHnTenb caM BbIMOJIHAET
YCTaHOBKY OMNepaLNOHHON CUCTEeMbI, AN Yero TpebyeTcsa conoencreme
3aKa3yunka, B Buae rnpenocrtaBsieHNUs BPEMEHHOro yaaseHHoro gocrtyna K
rpagpuyveckomy TepmmHany (KVM-IP no npotokony VNC nnu RDP) nnu
3arpy3kun c aew-HakonuTens ¢ NoAgKAYeHUeM gocTyna no ssh
cneunanucty NcnonHmnrens.

3) Y6eauTech, 4TO TexHNn4YeckKas naowiagka OCTyMNMHa U3 ceTu Internet no
MnpoToKoJy ssh.

Ecnu npepgnonaraeTcs, 4To cpena 3NeKTPOHHOro obyyeHnsa ooskHa 6biTb
AOCTynHa n3 cetn MHTepHeT, ybeanTtech, 4To MNnowanke Ha3Ha4YeH CTaTUYeCKui
«benbin» ip-agpec, KOTOpbIA AenernpoBaH HENOCPEACTBEHHO Ha CETeBOW NopT
Mnowankn 6€3 NCrnosib30BaHNS TakKNX TEXHONIOMNIN, KaK «0BpaTHbIN MPOKCU»,
«DMZ» n «npobpoc nopTta».

4) YcTaHoBUTE Ha rnsiowanky ssh-knaw4d, Kak yka3aHo B pasfene «PeKBU3NTbI U
npaBa AOCTyMa, HeobxoAnMble AN YCTAaHOBKU».

5) MoaroToBbTe K Nepepave NcnonHnTento Bce HeobxoanMbie faHHbIe,
nepevyncneHHble B pa3aenax «PelieHuns, KoTopble HeE06X0ANUMO NPUHATL Nepes
YCTAHOBKOWM» N «PeKBU3UTbI U NpaBa A0oCTyna, Heobxoanmble A8 YCTaHOBKU».

-BepHYTbCS K COepP)XXaHUIO-

2.3. YcTtaHoBKa C20 3KL

1) Bongute B NU4YHbIN KabuHeT Ha cante cnoaHuTensa € UCNoJib30BaHMEM JIOrMHa
N Maposs, NoJy4eHHbIX NMpu akTuBauum Knto4da. Co3gante HOBYIO 3a5BKY B
KaTeroputo «lFapaHTUnHasa Texnogaep>xka / YctaHoBka C20 3KL Ha cepBep».
3anonHNTEe Nossa 3a8BKN, KOTOPbIE OTKPLIIMCL Mocae Bbibopa TuMna 3asaBku. B
conpoBoanTeNIbHOM coobLieHnn coobLmTe BCO HEOBXOAMMYIO MH(OPMaLUIO.

Ecnn BMeCcTO nepBoHavyasilbHOW YCTAaHOBKN BaM HEOOXO0AMMO BbIMOJHUTbL NepeHoC
nnn obHoBMeHMe cyuecTByowen cnctemsl Ha 6a3e Moodle nnm C30 3KL, cpasy
coobwmTe 06 3TOM B 3aaBKe, NPUIIOXKUB MHpopMaLmio, rae Haxoantca SQL-gamn v
apxuB nankun moodledata cyuwiecTBylouen CUCTEMbI UM PEKBU3NTBLI CepBepa Co
CTapoun NHCTaNnAunen.

9To HeobxoaMMO caenaTb UMEHHO Ha 3TOM 3Tane, MHa4Ye cUCTeMy NpuaeTcs
NOBTOPHO NepeycTaHaB/IMBaTb C YHUYTOXXEHNEM BCeX AaHHbIX. B paMkax
FrapaHTUNHOW Texnogaep>XKu npeaycMoTpeHo He 6onee ogHOro nepeHoca nan
NOBTOPHOW UHCTanNAuum B rod. JobasnTb AaHHbIE U3 CTAapON CUCTEMBI
aBTOMATM4YECKN BO3MOXXHO TOJIbKO Ha 3TOM 3Tane, BCe oCTalibHble cnocobbl

npeanosjiarakoT py*-|H0|7| nepeHocC BalimMn CinJiaMnm Ui 3a OTAEJIbHYIO MNJ1aTy.
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2) H>XXeHep NcnonHuTens NpoBepUT KOPPEKTHOCTb 3anoJIHEHNS 3aBKW, NOJIHOTY
AaHHbIX, AOCTYM K CEpPBEPY M 3anyCcTUT npoueaypy ycTaHoBKU. 10 OKOHYaHUK
YCTaAHOBKM (B C/ly4ae ycnexa) nH>xeHep NcnonHntens coobwmnT B 3as89BKe
TexHNn4Yeckun agpec sawen nHctamnaymm C30 3KL.

Cama yCcTaHOBKa NpouUCXOAUT aBTOMaTU4YeCKU, C MOMOLLbIO NporpaMMHoOro poboTa,
KOTOPbIN HAaNpsaMYo MogKIYaeTCa K njaoulagke rno npoTokosay ssh.

B cny4ae, ecnm onepaumoHHaa CMCTeMa Ha niowagke iy OoCTyn K cepBepy no
NPOTOKOJy SSh HEBO3MOXXHbI, aBTOMaTN4YeCKasd yCTaHOBKa He JO0CTynHa. B aTom
Cc/lydae OCTaloTCA BapuaHTbl CAaMOCTOATE/IbHON YCTaHOBKU CUaMU 3aKa34yuka uam
PYYHOW YCTaHOBKU cunamMu ICNOSTHNTENA B paMKax nmueHsnm «Kpocc». ns
npuobpeTeHns nuueHsnm «Kpocc» obpatutech B KIMEHTCKUN oTaen NcnonHntens.

-BepHyTbCA K coAepXXaHUI0-

2.4. O3HaKOMJIeHMe C MapLUpPyTOM BHEeAPEeHUA U nepBuYHas HacTpouka C30
3KL

1) C rnaBHOWM CTpaHMLbl KJIMEHTCKOro NnopTaja nepengnute K MapLipyTy BHeApPEHUS
. Ana BxoAda Ha KypC UCNOJib3ynTe NIOrMH 1 NapoJib OT JINYHOro KabunHeTa.

2) N3y4uTe npennaraemble matepuanbl no BHegpeHunto C30 3KL. PekomeHayem
HayMHaTb C HACTPONKWN BHELUHEro Buaa U BUTPUHbI KYPCOB, 3aTeM rnepexoanTe K
Bbibopy cnocoba BBOAA B CUCTEMY CMMNCKa NOMb30BaTenen. BoibepuTte akTyalbHble
ONa Ballen opraHusauum n cnenymnte npefocTaBileHHbIM peKOMeHJaunsaMm.

Ona TMnoBbIX orlepau,l/uh npeaycMoTpeHs.bl crieynasibHble TUlMbl 3a4ABOK B JINYHOM
kKabuHeTe. Mpwn Bbl60pe cneunalibHbIX TUMOB 3a4BOK, OTKPbIBAae€TCA aHKeTa,
cooepXxallasa CCbINIKU Ha MHCTPYKUUN N peKOMeHdalunn, noMorarowne rnpmHATb
peweHna n 3anoJIHNTb 3a4BKY.

-BepHYTbCS K COEpP)XXaHUIO-

2.5. MNonyyeHue BBOAHOIo MHCTPYKTaXa

BBOOHbIV MHCTPYKTaX B paMKaxX rapaHTUNHOWN TEXHUYECKOW MoaLep KKK
npenocTtaBngeTca O4HOKPATHO, NPOAO/IKUTENIbHOCTLIO A0 1 Yaca. lNepepn ero
noJsiyd4eHneM peKoMeHOyeM 3apaHee noaroToBUTb CNUCOK BOMPOCOB, KOTOPbIe Bac
WHTEPEeCYIOT U OTBETbl HA KOTOPbIe He yOalI0Cb NOJIY4NTb CaMOCTOATESIbHO.
BBOOHbLIN MHCTPYKTaXK NpoxoauT B popMaTe BebmnHapa, NoO3TOMY Ha HEM UMeeTCH
BO3MOXXHOCTb NPOLAEMOHCTPMPOBATL pPeLleHNa HeNOCpeaACTBEHHO Ha BalLewn
cucteMme Uiam Ha EeMOHCTPALNOHHOM CTeHAe.

BBOOHLIN MHCTPYKTaX NPOBOAUT METOAUCT KOMMNAHUM — 3KCMNepT MNo CueHapuam
ncrnonb3soBaHusa C30 3KL gna peleHnsa pa3nndHbiX 3aad KJMEeHTOoB (B oTan4ue oT

obbl4HON KOHCYJIbTaluln B paMKaX I'3p3HTI/II7IHOI7I TeXHNn4Yeckon noagnep>XkKun, Ha
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KOTOPYO OTBEYAT CNeumnaancTbl TEXMOAAEPKKN).

IAnsa nonyyYyeHmna BBOAHOIO MHCTPYKTa>ka HeobxoamMMo co3aaTh 3as8BKY B KaTeropum
«["apaHTUNHaa Texnognep>xka / BBooHbIM MHCTPYKTax (1 4yac)» un yka3aTb B popme
3a8BKWN NpennoyYTuTesibHble grana3oHbl U NepeyYyeHb TeM M BOMPOCOB, KOTOPbLIX Bbl
xoTenn 6bl KOCHYTbCH B XO4€e KOHCY/ibTauun. PekomeHayem oThaBaThb
npennoYTeHns BbICOKOYPOBHEBLIM BM3HEC-3a4auaM, CLeHapusam n CTpyKType
opraHu3saunm CUCTeMbl, HeXXesim NPOoCTbIM BOMNPOCaM, OTBETbl Ha KOTOPble MOXKHO
NOJIY4YUTb B TEXNOoOLAEPXKKE NN CaMOCTOATENIbHO HAaUTK B CripaBKe.

-BepHyTbCA K cogep>XaHuto-
2.6. MonyyeHne KOHCyNbTauum n oocnyxmsaHme C30 3KL

TexHn4Yeckas nogaep>xka ocyliecTsnseTcs B gopme 06paboTkm 3asiBOK B JINHHOM
KabnHeTe kKNneHTa. [1oCTyn B NINYHbIN KabUHET NnpeaycMaTpuUBaeTCs TONIbKO A1
ancneTyepa-agMMUHMUCTpaTopa 3akKa3ydmka.

Ina TUNOBbLIX onepaunin (Hanpumep, HaCcTPOMKa OTMNPABKM 3IEKTPOHHON MOYThI,
CMeHa OOMEHHOro MMeHN, HaCTPOMKa pe3epBHOro KonmpoBaHusA, coobuieHne 06
owmnbke 1 T. N.) NpeayCcMoTpPEHbI cneunanbHble WabsoHbl 3as8BOK: Bbibope Takux
TMUMOB 3a5iBOK OTKPOETCA CreunanbHasa oopMa U NoACKa3KM CO CCbiIkaMu Ha 6a3y
3HAHWUN, Pa3bACHSIOLWNE HIOAHCLI NPeaIoXKEHHbIX BapuUaHToOB. [1o3ToMy, npwu
CO30aHMN 3a8BKN Ba>XHO NMPaBU/IbHO BbiOpaTb KaTeroputo 3asaBKu, B paMKax
KOTOpOI BaM HeobxoanmMa KOHCYibTalus.

Ons HekoTopblX BUAOB nmnueH3nn C30 3KL gocTtynHa TenedoHHas Texnoanepxxka.
MNepen obpalleHNEM Ha ropsaYvyro JIMHUIO, NOXXanyncTa, ybeamTech, 4TO Balla
JIMLEH3MA NPOAYKTa npefgycMaTpuBaeT Tesie)OHHOE KOHCYIbTUPOBAHUE, MHaYe
onepaTop He CMOXXeT BacC NMPOUHGOPMNPOBATL HX MO KaKUM BOMPOCaM.

ECcnun Bbl MOHANN, 4TO Hy>XAaeTecCb B TelepOHHOM KOHCYIbTUPOBaHMKN, @ OHO B
BaLLen BEPCUN He NMpenycMoTpeHo, obpaTuTechb B KIIMEHTCKUIN oTOEeN —
MeHeO)Kepbl KOMMaHUM NMoMoryT cchopMmpoBaTb CHET Ha anrpen 40 JNLEH3UN C
TeneOoHHOWN Texnoaaep XKon.

Tak>Xe MOXHO paclUMpUTb KOIMYECTBO NpeacTaBUTEeNEen KANEHTA, UMeKLWNX
BO3MOXXHOCTb 06pallaTbCsA B FrapaHTUNHYO TEXHUYECKYIO MOAOEPKKY.

B C30 3KL BCTpoeHa KOHTEKCTHas CrpaBKa: B 3aBUCUMOCTUN OT CTPaHULLbl CUCTEMBI,
Ha KOTOPOW B AaHHbLIN MOMEHT HaXOAUTCH NOJsIb30BaTEsb, B CripaBKe
oTobparkatoTCa CCbIIKM Ha CTaTbW 13 Ba3bl 3HaHWUKW MO Teme nHTepdenca. Habop
PEKOMEHAO0BAHHbIX CTaTen MeHSAEeTCs B 3aBUCMMOCTN OT POJIK NOJIb30BaTeNS.
Bocnonb3yntecb cnpaBkom MMeEHHO B TOM nHTepgence C30 3KL, B KOTOPOM
CTONIKHYJINCb C 3aTpyAHEeHMeM Ans nonyyeHms Hanbonee peneBaHTHbIX
MaTepuanos.

-BepHVTbCﬂ K Coep>XaHUNIO-
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KJIMeHTa
2.7. ObHoBneHue C30 3KL

000 «OTKpbITbie TEXHOMOrMX» NPOBOANT NOCTOAHHYO paboTy no ynydweHunto C30
3KL n exxemMecsa4HO BblNyCKaeT HOBYIO Bepcuto npoaykTta. C nepevyHemM 4opaboTok u
NCNPaB/IeHHbIX OWNOOK, BbIMOJIHEHHbLIX B 04EpeaHOM penun3e npoayKTa, MOXXHO
03HaKOMUTbCA B paclLIMPEHHOM aHOHCe penusa. [nsa obecnevyeHns 6e3onacHOn u
cTabunnbHoOM paboTbl CUCTEMBbI HACTOATENILHO PEKOMEHAYEM PEryasapHO
yCTaHaBAMBaTb 0OHOBNEHUS.

ObHoBIeHNA BbINOAHATCA cunammn NcnonHutensa, aAna 4yero TpebyeTcs nofgaTb
3as8BKY B KaTeropun «FapaHTunHaga Texnogaepxka / ObHosneHune sepcun C30
3KL».

-BepHYTbCS K COepP)XXaHUIO-

2.8. NepeHoc C30 3KL Ha pgpyromu cepsep

B paMKax rapaHTUMHON TEXHUYECKOW NoAaAepXKK NpeaycMoTpeHo He 6onee
04HOro nepeHoca cuctemsol B rogd. lNMpm nepeHoce cMCTeMbl Ha HOBbLIN CepBep,
CTapada cuctema ypanseTcsd. B cnydae, ecnm TexHun4eckas naowagka
CKOMMNpoOMeTMpoOBaHa AOCTYNOM K HEW NOCTOPOHHUX UL, (B TOM 4ucne
COTPYOHNKOB 3aKa34Mka), BOCCTaHOBJIEHMNE CTaTyCca aTTECTOBAHHOW MHCTaNAAUMn
N MOSIHOMN FAapPaHTUNHON TEXNOAOEPXKKN BbINOJIHAETCSA TakXe NnyTeM rnepeHoca
CUCTEeMbl Ha YCTAHOBJIEHHYIO C HYNA TeXHUYECKYIo naowanky, 4Tobbl UCKAYNTb
nocneacTBns AeNCTBUN N HACTPOEK, BbIMOJIHEHHbLIX MOCTOPOHHUMN JINLAMU.

Ina nepeHoca cMCcTeMbl Ha HOBYIO l10oWaaKy NOAroTOBbTE CepBep aHa/lorM4yHo
NOArOTOBKE cepBepa A4 NepBoHavyaJibHOW YCTaHOBKU U NofanTe 3asaBKY B
KaTeroputo «FapaHTUHag Texnognep>xka / NepeHocC Ha apyrom cepeep».

CMeHa OOMEeHHOro nMeHun 6e3 nepeHoca CMCTEMbI Ha APYrol cepBep He cYMTaeTCs
NepeHOCOM W BbIMOJIHAETCSA B PaMKaxX 3asiBKW Ha HAaCTPONKY LOMEHHOIro UMEHMN.

-BepHyTbCA K coOaepXaHUI0-
2.9. CMeHa npeacTaBuTeNa KJIMeHTa (aMcneTyepa-agMUMHUCTpaTopa)
Insa cMeHbl NpeacTaBnTens HeobxoaAMMo BbINONHUTL Cleaylowme oencTeus:

1) 3anauTe B 3aaBKY «[1pofa>kmn / CMeHa npeacrtaBuTens KJaMeHTa» U ckadyanTe
wabnoH nucbMma.

2) 3anonHuTe 1 pacnevyaTtanTe wWabnoH. MognnwnTe ero y pykoBoguTens Bawen
opraHusauum (B cny4vae, eCnim pykoBoanTeNb AENCTBYET Ha OCHOBaAHUN
NOBEPEHHOCTUN, MOJy4YUTE CKaH LOBEPEHHOCTH).

3) 3arpy3unTe B NNYHbIN KabHET CKaH NncbMa (M LOBEPEHHOCTH).
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4) OTnpaBbTe OpUrnHabl 4OKYMEHTOB NMo4YTon Ha agpec: r. Mockea, 117303, a/a
33 000 «OTKpbITble TEXHONIOMMK». B Ka4ecTBe afibTEPHAaTUBHOIO BapuaHTa,
NMCbMO MOXXeT 6bITb NnognuncaHo UM v HanpaBeHO Yepes CUCTEMY /IEKTPOHHOI O

,EI,OKyMeHTOO60pOTa «[nagok».

-BepHYTbCS K COEPXXaHUIO-

2.10. NpekpaweHe rapaHTuMHoro oocny>xusauusa C30 3KL

Mocne OKOHYaHUsA CpoKa OENCTBUA NULEH3UN, ecan He Bblo npunobpeTeHo
nponsieHne, rapaHTunHoe obcnyxmBaHue npekpawaeTcs. Cama cucrtema
npofo/mkaeT PYyHKLUNOHNPOBATD, 3a UCKIOYEHUEM (PYHKUWIA, 3aBUCUMBIX OT
«0ObnaYvyHbIX CEPBUCOB» (Hanpumep, KOHTEKCTHaA CrpaBKa). TakXe, Mpyn OKOHYaHUK
FapaHTUMNHOIro 06CNYy>XMBaHMA NpeKpaLllaeTcs 40CTYN K JINYHOMY KabuHeTy
TEXHNYECKOW NoAOEPXKN U NMpefocTaBeHne onctpnbytmneos ¢ 06HOBAEHUAMMN.

MNepen OKOH4YaHWEM CpPOKa rapaHTUNHOro 06CNyXXMBaHNA peKOMEHAYEM 3anpoCUTb
root-goCTyn K Ballen cucteMe: nocjie npekpaleHns rapaHTUNHOro o6Ccny>XxmMBaHms
HMKaKMe 3a89BKN TeXHUYECKON nogaepxkom obpabateiBaTbCca He ByayT, noaToMy

BaM NpuaeTcsa nosyy4aTb root-4oCTyn CaMOCTOATENbHO, KaK YKa3aHO B MHCTPYKLLAW.

-BepHyTbCA K coAepXXaHUI0-

2.11. BeiBog C30 3KL M3 skcnsiyaTauum

MNepen BbIBOAOM CUCTEMbI U3 3KCMJTyaTaUUn PEKOMEHAYEM CAeNnaThb MOJIHYH
PE3epPBHYIO KOMUIO N COXPAaHUTb €e Ha HaZle)XHOM HOoCUTEeNe.

-BepHYTbCS K COEepP)XXaHUI0-

3. MopAnoOK YCTAHOBKM U Nepenady CUCTEMb] Ha NOA A ePXKY

YcTaHoBka C20 3KL MoxeT 6bITb BbiNOJ/IHEHA 3aKa34YMKOM CaMOCTOATEIbHO Un
coTpyaHunkamm UcnonHutens.

Heobxoaonmble cBegeHUs AN CaMOCTOATE/IbHON YCTAaHOBKE U3/10)KEHbI B
OTOEe/IbHOW CTaThbe.

Ecnun yctaHoBka C20 3KL Ha cobCTBEHHbLIN CepBeEpP BalLenN OpraHmM3aunmn Bbl3blBaeT
3aTpyAHEHUS (He MOHATHbI NONIOXKEHNSA AaHHOW MHCTPYKLUMK, HEAOCTAaTOYHO
KBaMMPUNLMPOBAHHbIX COTPYAHUKOB, HE XBaTaeT HE06XOANMbIX TEXHNYECKUX
pecypcoB 1 T. n.), obpaTnTechb B Hall KJIMEHTCKUN oTAen no tenecdoHy +7 499
213-30-72, Mbl C YA0BOJIbCTBMEM MOMOXKEM BaM BblpaboTaTb aslbTEPHATUBHOE
pelweHne. 3To MoXXeT BbiTb YCTaHOBKa Ha apeHA0BaHHY0 BUPTYasibHYO MalUMHY B
naTa-ueHTpe npoBanaepa (VPS/VDS) nnu nepexon Ha Hawmn obnavHble Tapudbi.
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KpaTkas nHhopmMaumsa rno npoueccy yCTaHOBKU U HACTPONKU CUCTEMbI CUJ1IAMK
WH>XXEHEPOB rapaHTUNHOW TEXHNYECKON nogaepXkKn IcnonHnTena paccMoTpeHa B
paspene «YctaHoBka CO0 3KL». Huxe npuBeaeHbl AaHHble, KOTOpbie 0683aTeNlbHO
AO/KHbI 6bITb NpeaocTaBfeHbl IcmonHUTento nepen yCTaHOBKOM CUCTEMbI Ha
noaroToBJsIeHHYIO nowanky.

Ecnn B npouecce NpUHATUA 3TUX PeELUEHNI Y BaC BO3SHUKHYT BOMPOCHI, Bbl MOXETE
06paTUTLCS B HUMN B TEXHUYECKYIO MOOLEPKKY.

Moopa3symMmeBaeTCs, 4TO K 3TOMY MOMEHTY BCe pelleHuns, CBA3aHHble C BbI60pOM
TexHun4ecKon NaoLagkm n ee XapPaKTeEPUCTUKaMM BaMn MPUHATBLI N Ppeasin30BaHbl.

-BepHYTbCS K COepP)XXaHUIO-

3.1. PewieHusn, KoTopbie 3aKa34MKy HeobxoaMMo NpUHATL Nepen,
YCTaHOBKOM

MNepen yCTaHOBKOW CUCTEMbI HEOBX0AMMO NPUHATL PS4 pewweHnin. Mbl NnocTapaanch
MaKCMMabHO OCBETUTb 3TN BOMNPOCHI B LIMKNE CTaTen «Bonpockl Mo yCTaHOBKE
C30 3KL Ha cepBep kaneHTa» Hawen 6a3bl 3HaHM. Ho ecnin Bam noTpebyeTcs
AOMNOJIHNTEsIbHAS KOHCY/IbTauWns, Bbl MOXXeTe 06paTUTbCs B CNy>XOy rapaHTUINHON
TEXHNYECKOW MOAOEPXKM U HALLN NHXXEHepPbl MOCTaparTCs BaM NOMOYb.

-BepHyTbCA K coAepXXaHUI0-

3.1.1. Boibop npepcraButenna 3akasuuka (AMcnerTyepa-agMUHUCTpaTopa)

AncneTyep-aAMUHUCTPATOP 3TO, B NMEPBYIO o4epenb, METOAUCT N MeHeaXep
npoekTa (He NnyTanTe C CUCTEMHbIM aAMUHUCTPATOPOM).

OCHOBHbIE TpGﬁOBaHVIFl K ONCMNeTYHEPY-aAMNHUCTPATOPY:

e yBepeHHoe BnageHue lK;

* NMOHMMaHWe uefien 1 3aay BHeAPEHUS 3NEeKTPOHHOro oby4yeHns B
opraHumsauun;

* HaaM4yme NOJIHOMOYUI O NPUHATUS BONbLUNHCTBA PELUEHUNIN MO NPOEKTY
BHEeAPEHUSA N NoOOEPKKN SNEKTPOHHOI0 0by4eHnsa nam BO3MOXKHOCTb
onepaTUBHOIO COrJlacoBaHMUsA TakKUX peLueHnn.

Bcé B3auMoLencTBme No yCTaHOBKE, HACTPOMKe U NOALEPXKKE CUCTEMbI
NcnonHnTensb BegeT C AncneT4yepomM-agMUHUCTPATOPoM. C oCTasIbHbIMM
COTPYAHMKaMM CBOEWN OpraHmM3aunm gucneTyep-adMMHUCTPATOP KOHTaKTUpyeT
caM. Mo 3anpocy ancneTtyepa-agMUHUCTPATOPa, KINEHTCKUI otaen NcnonHntensa
Mo>XeT 006aBUTb JOMNONHUTENLHOE KOHTAKTHOE JIML0 B KOHKPETHYIO 3a5BKY
(TpebyeTcsi ®NO 1 aNneKTPOHHAs No4vTa), nocse Yyero oHo byaeT BMAETb Nepenncky
B 3a8BKE N JaXke CMOXeT f06aBnsiTb KOMMEHTapUKN, OQHAKO TEXHNYECKAS
noanep>xka He obsizaHa pearmpoBaTb Ha TakMe KOMMEHTapuu.

CTpaHuua 14 / 32
(c) 2025 00O "OTKkpbITbie TexHOoNorun" <sp-other@opentechnology.ru> | 31.07.2025

b.opentechnology.ru/content/182/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-serve


https://kb.opentechnology.ru/index.php?action=show&cat=182
https://kb.opentechnology.ru/index.php?action=show&cat=182
https://kb.opentechnology.ru/index.php?solution_id=1194
https://kb.opentechnology.ru/index.php?solution_id=1197#q6
https://kb.opentechnology.ru/content/182/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-server-klienta.html

Bonpochl no yctaHoBke C30 3KL Ha cepBep

KJINeHTa
Mbl He peKOMeHAyeM Ha3Ha4aTb AMCNeT4epoM-aAMNHUCTPATOPOM TEXHUYECKOr O
cneunannucTa, Tak Kak OH HeJOCTaTO4YHO BOBJIeYEH B LLesIM U 3a4a4uM opraHm3aumnm
3N1eKTPOHHOro oby4yeHus.

MoapobHas nHpopMaLmMs 0 Ha3HaYeHUN aMcneTyepa-aAMUHUCTPaTOpPa U3JI0XKEHa B
n. 2 «[pencTaBUTENN U KOHTAKTHbIE NNLa» OeNCTBYOULEN BepCcun PernamMeHTa.

-BepHyTbCA K coOAepXXaHUI0-

3.1.2. Bup ycTaHOBKM

HeobxoQnMo MakCMMasibHO NPO3PayYHO AOHECTU A0 UHXXEHEPOB TEXHNYECKOWN
nogaep>xkn MicnoNHNTeNs Kakas ycTaHOBKa BaM noTpebyeTcs:

4YucTasd cucTema «C Hynsa»;
* BOCCTaHoOBJEHME U3 pe3epBHOU kKonum Moodle nan C30 3KL;

e MEepeHOC AaHHbIX U3 cyulecTByouwen NHcTannaumm Moodle nam C30 3KL;
obHoBMIeHMe cyulecTBYOLWEN MHCTanaaumm Moodle nam C30 3KL.

ObpaTuTe BHMMaHMe: 3TO peweHne obAa3aTeNbHO HY)KHO NPUHATL A0 HaYana
yCTaHOBKM. [10Csie yCTaHOBKN NOMEHATb AaHHOE peLleHne y>Ke He MoJIy4nTCs. 3To
CBSI3@aHO C TE€M, 4YTO CUTb Ba3bl AaHHbIX OT ABYX pPa3HbIX UHCTannaunm Moodle nnum
C30 3KL TexHn4YeCckn HeBO3MOXKHO. Ecnn Bbina BbIMOJIHEHA YCTAHOBKY «C HYNA», TO
BOCCTAHOBUTb [laHHble U3 CTapOn MHCTaIIALNN MOXKHO ByaeT TONbKO nyTem
NOJIHON NepeyCTaHOBKM CUCTEMbI C MOTEepPeN yKe HaKOMJIeHHbIX HOBbIX AAaHHbIX.
EOVHCTBEHHBIN BapnaHT CQIMAHUA B TaKOM CJlydae — 3TO pPy4YHOW nepeHocC BalluMmn
CUNaMu UIn rnepeHocC oTAesIbHbIX KYPCOB NMyTeM UX 3KCnopTa/MMnopTa.

-BepHYTbCS K COAEpP)XXaHUIO-

3.1.3. Tun ycTaHOBKM

Onsa passepTbiBaHna CO0 3KL Ha lMnowagke opraHnsaunn nnm B fata-ueHTpe Mbl
peKkoMeHAyeM BblAeNINTb OTAEJIbHYIO BUPTYaJibHYIO MalluHY. o e€ rpaHnuam
pa3fenanTcsa 30Hbl OTBETCTBEHHOCTU MeXAY Hallen rapaHTUNHoOn
TEXMOAAEPKKOW U TEXHNYECKNMU cnyxbamm 3aka3zymka. BupTyanbHasa MallmHa
[oJKHa BbITh Ynctasa nnm ¢ npegycrtaHosneHHonm OC Ubuntu Server 20.04 LTS
64bit (He foO/MKHO BbITb YCTAHOBJIEHO TakKMX NporpamMm Kak ISPmanager, Webmin n
T.0.).

Bo3Mo)XHbI criegyowme Tunsl yctaHoBkM C20 3KL:

e [ybnnyHaga - byaeT [OCTyNHa Nnosib3oBaTensaMm C ntoboro ycTponcTaa,
MOAKJIIOYEHHOro K ceTn NHTepHeT.

Ecnu Bbl apeHayeTe BUPTYasibHYO MALLMHY WK CEPBEP B AaTa-LeHTpe
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npoBangepa — 3To Bcerga nybnanyHaa nHctannauma. B atom cnydvae BCo
NHGOPMALIMIO MO PEKBU3NTAM OOCTYyNa K CEpBEPY MOXKHO NOJY4YUTb B
Texnoanep>XKe 3Toro nposangepa.

e JlokaJsibHasa - 4OCTYMHa 4S5 noJib3oBaTesien BO BHYyTpeHHeN (J1oKasibHON)
ceTn opraHusauun.
Ecnun Bawa naowanka He uMeeT cTaTnyeckoro «benoro» ip-agpeca, ycTaHOBKa

BCerna cYMTaeTCs JIOKasbHOW, Aa)ke eCcnu Bbl BbiBeAeTe ee B UHTEPHET C MOMOLLbIO
npobpoca nopTta, DMZ nnn obpaTHOro npokcu.

-BepHYTbCS K COepP)XXaHUIO-

3.1.4. OnpepeneHue BHELLUHEro ip-agpeca cepsepa

Ecnun pocTtyn n3 cetn NHTepHeT K C30 3KL He TpebyeTcs, 3TO pewieHune
NPUHNMaTb He obsa3aTeNbHO.

B cny4dae ny6anYHOM MHCTaNNSLWN, BHELWLIHWIA ip-afpec cepBepa Bceraa cosnagaeT
C BHYTPEHHUM (B MPOTUBHOM CJly4ae YCTAaHOBKa CYMTAETCA JIOKasibHOW). ECnn Bbl
apeHayeTe BMPTYyaJibHY0 MalLWHY UK CepBep B AaTa-UEeHTpe npoBanaepa, 3ToT
aZlpec MO>XXHO y3HaTb Y Hero.

Mpn Heob6XoAMMOCTM CyLEeCTBYET BO3MOXKHOCTb 0TOBpPa3nTb SIOKaIbHYIO
MHCTannauuio B UHTepHeT. [Ind 3Toro 3akasynky HeobxoamMMo CamMoCTOATESIbHO
oTobpa3nTb 80 1 443 NopThbl C JIOKAJILHOIO CEpBEPA Ha CTaTUYECKUN «Benbin» ip-
agpec n coobwnTb 3TOT ip-aApec B 3asBKe Ha yCTaHOBKY. OgHaKo, Npu 3ToM
BapuaHTe TexHn4eckKasa nognep>xKa He rapaHTupyeT AO0CTYMNHOCTb Bawen C20 3KL
B IHTepHeT n He obpabaTbiBaeT CBA3aHHbIX C 3TUM 3a5BOK.

-BepHyTbCA K COAepXaHUI0-

3.1.5. CxeMa pa3buBKM XXeCTKOro gucka cepsepa

MNonpobHas MHopPMaL s 0 BOSMOXXHbIX BapMaHTax pacnpenesieHns AUCKOBOro
NPOCTPaHCTBa NpeAcTaB/ieHa B pa3aene «PasbuBka ancka». KOCBEHHbIM 06pa3oM
Balle pelleHne no pasbueke Ancka bygeT cBs3aHO C BbIBpaHHbLIM MECTOM
pa3MelleHNs W BbleneHbIMU CUCTEMHbIMU pecypcamMm TeXHUYEeCKoW naoLwanKu.

-BepHyTbCA K cOAepXaHUI0-

3.1.6. Bbibop/npuobpereHne n,OMEeHHOro UMeHu (ONLUOHANbHO)

Mo pe3synbTaTaM UHCTaNNALUUN Mbl NPefoCTaB/IAeEM TEXHNYECKUN OOMEH, BUAA
cNNNN.c.3072.ru, noatomy C30 3KL byneT OoCTynHa, fa>Ke eC/n Bbl HE
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KJINEeHTAa

npenocTaBuTe MHGopMaLno 0 BalleM JOMEHHOM MMeHU. A Npn HeobxoammMocCTw,
NOMEH MOXHO CMEHUTb M N03>Ke, CO3[1aB COOTBETCTBYHOLLYIO 3a8BKY B JINYHOM
KabuHeTe.

-BepHyTbCA K coOAepXXaHUI0-

3.1.7. Boibop cepTucdhmMkaToB U NPOTOKOJa AOCTyna K Bawiein C30 3KL
Bo3MOXXHble BapWnaHTbI.

e http — 6e3 wudposaHus.

e https — c wndpoBaHnem

Bce ny6an4yHble calTbl AOJIKHbBI ObITh AOCTYMHbI MO NPOTOKOAY https. 3To Ba)KHO
nna 6e30nacHOCTY BalLMX NOJIb30BaTeseN.

Ina nokanbHbIX MHCTaNNAUMM https He obsazaTeneH. Npu HeobxoaNMOCTHN Bbl
MO>XeTe ero HaCTPOUTb CaMOCTOATENbHO, Ha 06paTHOM NMPOKCK, N 0bsA3aTeNbHO
coobwnTb 06 3TOM B rapaHTUNHYIO TEXHNYECKYIO NOAAEPXKKY.

Mbl peKkoMeHAYyeM UCNOb30BaTb cepTudunkaThl Let's Encrypt ana nybnanyHon
WHCTaNnNsaumMm n camonoanucaHHble — ans JoKaJbHOW UHCTannaumn. Oba BapmaHTa
becnnaTHbI.

Tak>Xe Bbl MOXKETEe CaMOoCToATeNbHO npnobpectun SSL-cepTudmnkaT Ans Bawero
AOMeHa 1 nepefaTb ero rapaHTUNHOWM TEXHUYECKOW NOAAEPKKM B 3asBKE Ha
YCTAHOBKY NN B 3asBKe Ha HacTpouKy SSL (https).

Bonee noapobHasa nHpopmaumnsa nsnoxxeHa B NnyHkTe «lMpoTtokon HTTPS n SSL-

CGQTVI@VI KaTbI>».

-BepHYTbCS K COAEpP)XXaHUI0-

3.1.8. Cnoco6 poctaBku yBegomneHun ansa C30 3KL no 3neKTpOHHOMW no4yTe

Ecnn cuctema paboTtaeT Ha NpaAMoM «benom» ip-agpece, No yMoJ4aHUO AOCTYMHa
oTnpaBKa MUCEM C TEXHUYECKOro goMeHa. /15 NoBblLLEHNSA BEPOATHOCTN LOCTAaBKN
yBeAOMJIEHU ONs nosiydaTenen, peKoMeHOyeTCsa NoAKAYUTb MOJTHOLEHHbIN
NOYTOBLIN CepBep.

MoapobHee o HacTpomnke No4vTbl B CO0 3KL «OTnpaBKa 3/1EKTPOHHbLIX NNCEM:
BapUaHTbl U1 BO3MOXHble NpobieMbl».

-BepHYTbCS K COAEpP)XXaHUIO-
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3.1.9. Bbibop cnocob6oB n pe>xuMoB pe3epBHOro konuposanua C30 3KL

MNonpobHas MHoOPMaLMs 0 BOSMOXXHbIX BapMaHTaxX CoO34aHUA U XpPaHEHUSA
pe3epBHbIX KONWUIA NpeAcTaB/ieHa B pa3aene «Pe3epBHOe KONMPOBAHUE.

-BepHyTbCA K COAepXaHUI0-

3.2. PekBM3uTbI U NpaBa AocTyna, Heobxoaumbie ANs yCTaAaHOBKMU

B cny4yae ycTtaHoBkU cunamm icnonHuTens, 3akasynk nepepnaet NcnonHuTesnto
AOCTyn K cucteme, Ha 6ase onepaumnoHHon cucteme Ubuntu Server 20.04
yCTaHOBJIEHHOW A0 3Tana, no3sosstouwero NcnonHnTento caMoCToATENbHO
NOAKNYNTBCSA K naowagke no npotokony ssh nocpencrsom cetn NHTepHeT, €
npaBaMu cynepagMuHucTpartopa (root). [lanbHenwyo yCTaHOBKY M HACTPONKY
BblNOsIHAET cnonHuTenb.

YT106bl HALLWN NHXXEHEepPbl MO N NOOKUYNTLCS K CEPBEPY N MPOOOJIKNTL
HaCTPOWKY, HeobxoANUMO yCTaHOBUTb Ssh Server n npenocTaBMTb HaM AOCTYN K
y4YeTHOW 3anncu rnosb3oBaTens root.

Ilnsi 3TOro Hy>XKHO BbINOJIHUTbL Ha CepBepe ABe KOMaHAbl (0bpaTuTe BHUMaHUE:
TpeTbsl KOMaHAa A0BOJIbHO OJIMHHASA, Ba>XHO CKOMUPOBAaTb €€ LIeJINKOM)

sudo apt install ssh
sudo mkdir /root/.ssh

sudo echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAEAQDQaaMoSQGBODkyBoA
A/XXWpJNQI9dy685vpKTqizSafYKX2wnYBggMGpwxtiWsOhayCZcgXrWHLeSzXPMUFu
ysXhplliSQowyaAOdh/xzkcieHly2AZMPK3bx/LEdMJoeo6dRnch42uudmVNg6bbnUaMxI
JXEOYyOEN3qWUfi6lIGFgHLFVBURINZXV8MybqrllLz+a93LJFANrwBn3i9nelPy39k6VrqZ
S00ed/GzUtZqCFibFPKQTxen5KitlvYR0OQq20z2g4LODbiZffANTABNQ1lp9TapywLXXX5Uot
v+r495T5HrgsISJKicBgqTzHFbCLJ69xTaYCd9oP7Dt3YrKRN5xyggatmMf8oUmKOkgMVn
dQrO3nqE5UYeZtYFOgKSbdTq2A2hi522tKtITI6zKCS4erFzLjilCIbXMUgDhPe7dVTICttm
EVQ1CiKvHNYamEOhFaWICr2kYVtnvgFaQZAYqvFOG8nsyTBURzIMv2QnzHZQVIf+nm
dUEQQC3poKw]JOjGY6YIIN1OM|jT592mjpfe/h8gQjO0/Ryd71qBJDaHTVuDr+RD/HbGrLsAE
e7ZofKIN2F94B1GIHp42ypWsw2wy4yhKvBrjl9bt7SsaUjOWj1E9p1jole6XOWx+rcl7bR
85izZQNN74GNtsXKfBr8iCLyAxQaoKgmJ4FP4B6tIUGSUGG1nXGZfuOURVtrqeKuWa+
NRCPftreixp+30Dgvj9NxwvS/VRu6FbQBTL/DO6rKeSdmLHy27hxcuHzN617Rvhi+EWmM
fofy/tokrJN59dZo0jokyfX+0TOdIrmbwOUdxeKcFzIL)JlI)]8ROUpZbIDYrVBVES8PFKom741Z
3WiVpyTBBC2NWFfoq)Tybr8DCldtHaYuuSc95/qS70Ls5yD2nhtOUwhn9x1us+vLts91lY
2Hpv66WzmRh8XouUS7swe7NVZwUtOhwISjOM9Hg4Y97zAyPpeDisFjI5MB8CfA/URO
ulOMQmpWc0804vOITfrDsiAlXpbUaoX/VwKudGMz9c6wxSUJe3XIOnMwBDfk2/n+J1sA
nrgrTSUSf4r5GV+Em4XyjZ3+4dyS7Ezv22veSnMfFfdbXwXJPvIF59afB40Ai+R+004p
SXtLgnyG6eWyPxDWZMdSFmAcblsrOneBrcLE8FuYVEalLoC52xDGQNRzMpcPq73NLOj
xV3zAhvvxMiSSDJtwYAwyKwKoaxgiVgbvifCDv+WbZUP3vyVNycYk1KJVxBpgm+3Xgu
V+b2+25SSYc9iT57e00QaGEXBKGUYtAJZdYReXclICs6Bj93vVilpwyO8waltbzmMd+uV
Mgd7YcJvelYRwHtkSpkcO+czFBalTm9O0Eit7ZzELpnLxF) ansible_global@ot" >
/root/.ssh/authorized _keys
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Ha MoMeHT nepepayun icnonHuTento, cuctema AoJi>kKHa bbITb yCTaHOBNIEHa B
MUHUMaIbHOM BapuaHTe, 6e3 noboro 4ONONHUTENBHOrO NPOrPaMMHOro
obecrneyeHmns, KOHTEHTa W YY4E€THbIX 3anncen, Kpome MMHNUMasibHOro Habopa
aBTOMaTU4YeCKMN YCTAHOBJIEHHbIX OMepaunoHHON CUCTEMON NakKeToB NPOrpaMMHOro
obecneyvyeHmns, HeoBXO0AMMbIX N OOCTATOYHbIX A9 YAANEHHOro NOAK/I0YEHNUS MO
MnpoToKoJy ssh.

B 3asBKe Ha yCTaHOBKY He06X0AMMO yKa3aTb PEKBM3NTbLI A5 MOOKOYEHMSA MO SSh
(ny6nunyHbIN ip-agpec 1 NOpT) 1 crnocob aBTopU3aLNM TEXHNYECKOW NMOAOEPKKN
NcnonHntensa Ha TexHn4yeckon naouwanke. Bo3aMoXKHbie BapuaHTbI:

e RSA-knwu. lNMpocto gobasbTe RSA-KIOY Hallero agMMUHUCTpaTopa B hann
/root/.ssh/authorized key, Kak yka3aHoO BbiLLe.

Ecnu Bbl apeHayeTe obna4vyHbin cepBep, Kak NpaBuio, yCTaHOBUTb RSA-KN0Y Ans
[OCTYyna rno ssh MOXXHO Yepes INYHbIN KabunHeT.

e OTKpPbITbIX NApPOJsb (JIOrMH M NapoJib OT NoJib30BaTeNsd, C NpaBoM sudo).
MNocne yCTaHOBKM Mbl CMEHMM NapoJib, TakK Kak OH rnepefasascs
Hebe3onacHbLIM COCOBOM 1 COXpPaHUCA B IMYHOM KabnHeTe u
3J/IEKTPOHHOM MoyTe.

Ecnun Bbl apeHayeTe 06/1a4HbIN cepBep, U NpoBaaep He No3BONAET YCTAaHOBUTL
RSA-KJI104 Yepe3 INYHbIN KabuHeT, cCKkopee BCEro OH NpeaocTaBul BaM JIOrNH 1
NapoJib B OTKPbLITOM BUAE.

* PIN-koa napons. Bbl MO)KeTe co34aTb Maposib C MOMOLLbIO Hallero
reHepaTopa napons: BMecTe ¢ naposieMm byaet creHepupoBaH PIN-koz.
NMaponb Bbl yCTaHaBAMBaeTe Ha cepBep, a PIN-koa coobuiaeTe
WcnonHuTento.

e KVM-IP. Ecnn y Bac He NMosly4nnocCb YyCTAaHOBUTb Ha CepBep onepaLmoHHYo
cuctemy Ubuntu Server 20.04, Mbl MOXXeM caesiaTb 3TO CaMOCTOATEJbHO.
Ona 3Toro Ham NoOHagobuTCa AOCTYMN K TepMUHaNy cepBepa no rnpoToKoJy
VNC vnn RDP.

NmenTte BBMAy, 410 Yepe3s KVM-IP BbINOIHAETCA TO/IbKO NepBOHaYasibHas

yCTaHOBKa OMNepaLnoHHON cucTeMbl. MpsAMoi foCTyn K cucteMe vyepes MIHTepHeT
byneT Heobxoaum B nobom cnyyae.

-BepHYTbCS K COEP)XXaHUIO-

4. PeKkoMeHaauum no obecnevyeHuio ctabunbHoro nu 6esonacHoro
(PYHKLMOHUPOBAHMUA
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Ecnun Bbl NnaHMpoBanM ncnonb3oBaTh ANa pasmeweHnsa C30 3KL cobCcTBeHHbIN
cepsep, 0HaKoO cobnogeHne HxernpuBeLeHHbIX YCJI0BUA 414 Bac
3aTPYLAHUTENbHO (HeAOCTAaTOYHO KBa/IMPULUMPOBAHHbBIX COTPYAHUKOB, HEe XBaTaeT
HeobXxoaMMbIX PeCcypCcoB U T. M.) — HACTOATESIbHO peKoMeHAyeM pa3MecTUTb
cucTeMy Ha BUPTYyas/ibHOM BblAe/IeHHOM CepBepe B AaTa-LeHTpe XOCTUHT-
nposanaepa, MO0 BOCMONb30BaTLCA HaWMMM 06navYHbIMU Tapudamn.

4.1. Pa3sbuBKa gucka

4.1.1. OOwana mHdopMmaumna o6 opraHuszaumm M pacnpenesieHu AUCKOBOro NPOCTPaHCTBa
C30 3KL

Mpwn pa3MeLleHn NMHCTaNAALMKN NPOAYKTA Ha COBCTBEHHON TeXHNYEeCKOomn
naowanke 3aka34ynka Heobxognmo npenBapuTeNbHO BbIMOJIHUTb KOPPEKTHYIO
pa3bnBKy AMCKOBOro NPOCTPaHCTBA Ha pa3fesibl, XpaHawme cTaTu4Hble hanbl,
a3y gaHHbIX 1N 63Kanbl CNCTEMBI.

Mpwu onpeneneHnn Heobxogmmoro ona C30 3KL obbeMa ONCKOBOro NMpPOCTpPaHCTBA
cnepnyeT NCXOOUTb U3 N3I0XKEHHbIX B CTaTbe peKoMeHAdal Nk U Y4NTbIBaTb, YTO B
cny4Yae ncyeprnaHusa cBobOAHOro MecTa Ha XXeCTKOM ONCKEe MOXKEeT Mponu3onTu
cbon, B pesynbTaTe KoToporo 6yayT 6e3803BpaTHO yTpayeHbl AaHHble (0COBeHHOo
Npu ucyepnaHnm MecTta Ha gucke ¢ CYB[l), nnu «3aBUCHeET» cepBep N K HEMY
HEBO3MOXXHO ByfeT MoAK/IYMTLCA N0 CeTU AN ucnpasieHns cutyaumu. B
Hanbonee 6naronpmATHOM Csiy4ae, NPOCTO CTaHYT HEOOCTYMHbl (PyHKUUN,
CBfAI3aHHble C co34aHueM Uan yBesin4eHnem (pannos, a 3TO He TOJIbKO 3arpyska
hannos, HO 1, HaNpuMmep, KeLnpoBaHNe NI Co3daHne Ceccun.

MNepe4yncneHHble cMTyaunm OOBOJIbHO HEMPUATHBI, MO3TOMY UX Nlerye
NnpesoTBPaTUTb, YeM YCTPaHATb nocnenctensa. OCHOBHblIe Mepbl 34eCb —
pa3bueHne gucka Ha PyHKLUMOHaNbHble pa3fensl, 4Tobbl JokanmsosaTb Npobnemy
rnepenosiHeHUsA N nogaep>xaHne Ha Bcex pasnenax He meHee 30% pe3epsa
cBobOgHOro NPOCTpPaHCTBa.

ObpaTunTte BHUMaHme: B C30 3KL no ymon4aHuto HacTpoeHa PyHKLUNS «3amnTa oT
nepenosiHeHNs», KoTopas BNoKUpyeT 3arpy3Ky HOBbIX hansloB, €C/IN Ha pa3aene C
OaHHbIMK ocTaeTcsa MeHee 20% cBoboaHoro mecTa. Mo Bawen 3as8BKe pyHKUNSA
MOXeT ObITb OTKJ/IIOYEHA WU/ MOHUXXEH JIMMUT, HO MPUN 3TOM BCE BO3MOXHbIE PUCKWU
yTepu 1 NoBpeXAEHUSA OaHHbIX Bbl MpUHMMaeTe Ha cebs.

HacToaTenbHO pekoMeHayeMm B rpouecce pazbueHus nepesectun pasaesbl JUCKa B
¢opmaT LVM pnsa 6e3onacHoro n ynobHoro pacwumpeHus AUCKOBOro NpoCcTpaHCTBa
B byayuiem.

-BepHyTbCA K cOAepXaHUI0-

4.1.2. PekoMeHayeMble CXeMbl pa3buBku gucka

Ecnm pa36|/|BKa ONCKOBOIO NMPOCTPaHCTBa BbIMOJIHAETCA CUCTEMHbLIM
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aMNHNCTPATOPOM 3aKa34mka U B 3aBUCUMOCTU OT BblAeNE€HHbIX CUCTEMHbIX
pecypcoB, XKeJ1laTeJIbHO BbIMNOJIHNTbL €€ COOTBETCTBUN C o4HOW 13 npmnBeaeHHbLIX

HMXKE CXEM:
Cxema pa3ousku OOBEeM O6beM paspena AnA CTaTUYECKUX O6bem
AMCKa KOpPHEeBOro AaHHbIX, B pesepl
paspen, I'b
MpocTas 30 + 3,9*%(06bem —
NONEe3HbIX
NaHHbIX?)
C BblgeneHuemM 30 + 3,9*%(0bbem — 2*(06be
pasgena ons NONe3HbIX

pe3epBHbIX KOMUA  JaHHbIX?)

deTanbHas 30 1,2*(nnaHnpyembit 06 beM None3HbIX 2*(06b
JaHHbIX)

1 — ns pa3sMeLleHuns 3Tux pasgesioB peKoMeHayeTCcs UCMo/b30BaTh BbicTpble SSD
LINCKN.

2 _ O6beM NosesHblX JaHHbIX - 3T0 y4ebHble MaTepuasbl, CTaTUCTUKa, paboThil
caywaTtenem v T. .

Ecnm y BaCc HET BO3MOXXHOCTM BbINOJIHUTbL pPa3bunBKy AMcCKa CBOMMU CUIaMU, Bbl
MoXKeTe 06paTUTbCH B Hally TEXHUYECKYIO MOAAEP)KKY C COOTBETCTBYIOLLEN
3aaBKoN Tuna «FapaHTUnHaa Texnoaaep>xka / YctaHoBka C30 3KL Ha cepsep
KJINEHTa».

-BepHyTbCA K COoepXaHUI0-

4.2. Pe3epBHOE KONMpoBaHue

Mpn pasMeleHnn NHCTaNNaUnmM NpoaykTa Ha cobCcTBEHHON TeXHNYeCKom
niaowanke 3akas4dumka, B CO0 3KL HacTpanBaeTCa MHKPEMEHTHOE pe3epBHOe
kKonnposaHue. o yMo4aHNIO NHKpeMeHTHOoe pe3epBHOe KonmpoBaHue
BbIMOJIHAETCA NO pacnucaHuio, KaXkabln geHb B 1:30 Nno MeCcTHOMY BpeMEeHMN.

NHKpeMeHTHbIe pe3epBHbIe KOMUN NCMOJIb3YIOTCA NPU MHCTaNNAaumMm, obHoBAEHUN,
nepeMeLlleHnn NHCTaNNaUnM NPoayKTa, BOCCTAaHOBNEHNN COCTOSAHUS UHCTaNNaunm
Ha KOHKPETHbIN OEHb.
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PekomMmeHAyeTCA BblAeNATb NOA4 MHKPEMEHTHbIE pe3epBHble KonMum 0b6bem
MOCTOSIHHOIO ANCKOBOIO MPOCTPaHCTBaA PaBHbIN ABYM MNoJsie3HbIM 06beMaMm
cuctembl + 20%.

INs XxpaHeHWs pe3epBHbIX KOMUIA CUCTEMbl NpeanoYTUTeSIbHeE UCMOJIb30BaThb
OTAENbHbIN hU3nN4eckuin ANCk. JaHHas Mepa NPenoCcTOPOXXHOCTN obecneynT
HanbobLLY BEPOSTHOCTb COXPAaHEHUS pe3epBHbIX KON CUCTEMbI MPU BbiXo4a U3
CTPOSi OCHOBHOIO XKECTKOro AnCKa Ha cepsepe. [aHHbIN pa3saen oosmkeH bbiTb
HaZleXXHO NoAKJIIoYEH K CepBepy, MO3TOMY UCMOJIb30BaHME CETEBLIX ANCKOB WUJIN
usb-HakonuTenen AN MIHKPEMEHTHOI0 KOMNMUPOBAHUA KPpalHE HE PEKOMEHOYEeTCA U
MOXXEeT NMPUBECTU K HEKOPPEKTHOMY pe3epPBHOMY KOMUPOBAHUIO, 3aMeaEHNI0
pe3epBHOrO KOMMPOBAHMS, HEBO3MOXHOCTU CO34aTb MHKPEMEHTHYIO PE3EpPBHYIO
KOMWIO, MOTEepe pe3epBHOM KOMUN N faXKe K NepenosIHEHNI0 KOPHEBOrO pa3aena
cepsepa.

Mo TpeboBaHMio 3akas4vnka, ICMofHMTENb MOXKET U3MEHUTb rpaduK BbIMOJIHEHUSN
pe3epBHOr0 KOMMPOBaHUS UM OTMEHUTb ero. [1na nameHeHms crnocoba pesepBHOro
KOMWUPOBaHUA (M3MEHEHMS rpadmKa pe3epBHOro KONMpoBaHus, nepeHoc 63kanos
Ha BHELLUHWIA cepBep, U3MeHeHne cnocoba pe3epBHOro KOMMPOBAHUSA) Bbl MOXKETE
noAaTb 3as8BKY B KaTeropumn «FapaHTUiHaa Texnoamaepixka / PesepBHoe
KOMMUPOBaHME» N YKa3aTb, KaKne HaCTPOKN HEOBX0AMMO MPUMEHUTD.

Tak Kak UHKpeMeHTHbIe pe3epBHble KOMUN XPaHATCA Ha YCTPONCTBe,
pPacrnosIoXKEeHHOM B TOM Xe (Pn3n4eCKoM cepBepe, OHU He NMOJIHOCTbIO 3alULLAlT
OT PUCKOB yTpaTbl WIN KOMMPOMEHTauun gaHHblX. Hanpumep, B ciyvae
HEeCaHKLMWOHWUPOBAHHOIO AOCTYMa K CepBepy, 3/I0YMbIWEHHUK MNOAYYUT A0CTYN N K
NWHKPEMEHTHbIM pe3epBHbIM KONMAM. A Npy MacwTabHoOM aBapun (CKa4YoK
Hanps>XeHUs, HanpuMmep, B pe3ynbTaTe ygapa MOJHUN NN MarHUTHOW Bypw,
3aTonjsieHnUn cepBepHom, noxumweHmnsa obopynoBaHnsa) pesepBHble Konun byayT
yTpayeHbl BMeCTe C oCTasibHbiM 0bopynoBaHMEM cepBepa.

Mo 3TOW NpUYNHE Mbl peKoMeHayeM A0MNOJIHUTEsIbHO AeflaTbh pe3epBHble KoMK Ha
HEe3aBUCUMbIN HOCUTENb, KOTOPbIN HE TOJNIbKO (hU3NYECKN HAXOAUTCHA BHE cepBepa
(a ny4ywe - BHe cepBepHOW KOMHaThbl), HO N He AO0CTYMNeH C cepBepa nocne
BbIMOJIHEHNSA KOMNUPOBaHUA.

IAns nonobHoOro pesepBHOro KOMMPOBAHNA Mbl PpEKOMEHAYEM NPUMEHATb nbo
CHUMKMN CUCTeMbl BUpTYyanmnsaumm, nnbo nepmogmnyeckoe nosHoe pesepBHoe
KONMpoBaHMe Ha BHELHN HOCUTE b C Nocsefyrowen apxmsaymen Ha
He3aBuCcMMoe yCTpPONCTBO. [loapobHee 0 pe3epBHOM KOMUPOBAHUN.

HononHuntenbHaa MHopMaLumnsa B CTaTbe «Pe3epBHOE KONMpPOBaHNE CUCTEMbI».

-BepHyTbCA K coOaepXaHUI0-

4.3. KaHan cBsi3u n poctyn K Internet

LUVIpI/IHa HeO6XO,D,I/IMOFO NMHTEPHEeT-KaHaJla 3aBUCUT OT Tula n obbeMa KOHTeHTa B
cnctemMe 3akKasydyumka u, OPUNEHTNPOBOYHO, MOXET ObITb oueHeHa cegyrounm
CTpaHuua 22 / 32
(c) 2025 00O "OTKkpbITbie TexHOoNorun" <sp-other@opentechnology.ru> | 31.07.2025
b.opentechnology.ru/content/182/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-serve


https://kb.opentechnology.ru/index.php?solution_id=1148
https://kb.opentechnology.ru/index.php?solution_id=1148#q51
https://kb.opentechnology.ru/content/182/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-server-klienta.html

Bonpochl no yctaHoBke C30 3KL Ha cepBep

KJIMEeHTa
obpa3om:

® €CJIN 3TO TEKCT C HeEBOMbLIMM KONNYECTBOM n3obpaxkeHnn — ot 200 kbuT/c
Ha aKTUBHOIO NMoJib30BaTenNs;

* eCJ/IN B CUCTEME pPa3MELLEH «TAXKesIbI KOHTEHT» (BMOE0) UM Ha TOM Xe
KaHaJse pa3MelleH cepsep BebuHapos (Big Blue Button) — He meHee 5
M6uT/C Ha aKTMBHOIO NOJsb30BaTENS.

MoTpebHOCTb B NPOMNYCKHOM CMOCOBHOCTM KaHasla nepenavyn AaHHbIX MOXET bbITb
paccyMTaHa no gopmyne:
5 + (KonnM4ecTBO KOHKYpPEHTHbIX Nosib3oBaTenen /10), MbuT/c.

Haxke ecnu B3anmopencTeme nosbsosatenen ¢ C30 3KL npoucxognT no
JIOKaJIbHbIM KaHaslaM nepefayv AaHHbIX (He CBA3aHHbIMU C ceTblo NWHTepHeT), ans
NpoBeAeHNS YCTAHOBKU U TEXHMYECKOro 06Cny>XMBaHUSA cuctemMa

NOJ>KHa BbITh NoakaoYeHa K rnobanbHom cetn MHTepHeT cTabuibHbIM KaHa10M
nepenayn OaHHbIX C MPOMNYCKHOM CNOCOBHOCTLIO HE MeHee 5 MbuT/c.

Ona paboTbl paga nHCTpyMmeHToB C30 3KL TpebyeTca Bxoadwme n/mnm ncxoasuiee
coegnHeHune c NHTepHeT n Npu OTCYTCTBUN (OrpaHNYeHnn) TaKoro coegnHeHus
PyHKLMOHAN TaKNX MHCTPYMEHTOB MOXXeT BbITb HeaoCTyrneH. B YacTHOCTH, 3TO
OTHOCUTCA K:

* NHCTPYMeHTY «CnpaBka» (TpebyeTcsa NoakOYEHME K api 415 3anpoca
cTaTen u3 6asbl 3HaHWN);

e 3arpy3ke o6bHOBNEHNI A3bIKOBbIX MAKETOB;

* 3/IeMeHTY Kypca «3aHaTtune 3KL» (TpebyeTcs ona nHTerpaunm ¢ cepemncamm
BebuHapos);

* 3/IeMeHTY Kypca «bnbnnoteka pecypcos» (TpebyeTca oaa NnoaKAIOYEHUS K
NCTOYHUKaAM MaTepunasoB);

e cnocoby 3anucum Ha Kypc «lMnaTHaa noanuncka 3KL» (TpebyeTca ons CBA3M C
cncrtemamm 06paboTKM 3NEKTPOHHLIX NaTEXEN);

e cnocoby goctaBku coobuweHun «OTSMS» (TpebyeTcsa AoCTyn K api sms.ru);

* MJIarvHy NpeaoTBpalleHns NnarnaTta «AHTunnarmaTt» (TpebyeTca goctyn K
api cepBuca «AHTUNNArvaT»).

-BepHyTbCA K coOAepXXaHUI0-

4.4. TpeboBaHMA K CEpBEPHOMY NMOMELLLEHUIO U KJIMMaTUYECKOMY PeXXumy

Insa cepBepHOro noMelleHnsa B o6s3aTesibHOM NMopsaake AosXKeH obecneynBaTbCa
pPeXnM orpaHmnmyeHunsa noctyna (xenatesnbHo Hannyme CKY[). Camo nomeuleHue, B
KOTOPOM pa3MeLleHo cepBepHoe obopyaoBaHue, LO/HKHO OTBeYaTb TpeboBaHNAM
hunsmnveckon, MHHPOPMALMOHHON, NOXKAPHOW, 3/1eKTpobe30onacHOCTN n
cooTBeTCcTBOBaTb TpeboBaHuam MIOCT P 58241, P 58242, CH 512-78.

B nomeLleHnn gonxKHbl ObiTb YCTAaHOBJIEHbI:
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* [ATHYUKW OMHA U 3a4bIMNEHUA, NOAKIIOYEHHbIE K OXPAHHOW CUrHann3auuy;

* aBTOMATUYeCKas cMcTeMa NoXXapoTyLeHUa C MOMEHTaJIbHOW nogaden
OrHeTyLwlaulero sewecTBa (C BbICOKUMN ANINEKTPUYECKUMN CBOUCTBAMN) B
JIOKaJIbHY0 30HY BO3ropaHus;

e Heropto4uve yrnaoTHUTENN Ha ABEPU N OKHA;

e aBTOMAaTUYeCKas CMCTeMa BEHTUNALUN U NoALEPXKAHNSA MUKPOKIMMaTa B
rnoMeLleHnn ¢ TemnepaTypon Bo3ayxa B npegenax ot +18 no +24 °Cwu
BNa>kHocTu B npepenax ot 30 oo 55 %;

* CUCTEMa HeMpepbIBHOrO KOHTPOJIA TEXHUYECKOIr0 COCTOSAHMA U
ncnpaBHoCTK paboTatowero obopyagoBaHus.

OrHeTyllallee BELWECTBO U Crocobbl ero nogayn He AOJIKHbI NPUYNHATL yLiepba
LesioCcTHOCTM n paboTtocnocobHocTmn obopynoBaHUS.

-BepHyTbCA K coaep>XaHuio-
4.5. TpeboBaHuAa K PM3N4YECKOMN n 351eKTpode3onacHoCTHn

Mpn pa3MeLLeHNn NHCTANNALUNK NPOAYKTa Ha COBCTBEHHON TeXHNYECKOM
naowanke 3aka3sdnka, obopynoBaHue, Ha KOTOPOM pa3MellieHa TexHun4Yeckas
naowanka, 4oJKHO 6bITh NpefHa3Ha4YeHo As HenpepbiBHOW 6ecnepeboliHo
paboTbl, OCHALLLEHO HaZleXXHbIMU N 3ape3epBMPOBAHHLIMU UCTOYHUKAMWN NMUTAHUSA U
CUCTEMOWN OXNaXKAEHMS.

Onsa npenoTepalleHnsa noBpexaeHna obopynoBaHusa B pesysibTaTe CKayKoB
HanNpPsa>XeHUsa B CeTn nepeaaYvn AaHHbIX, HaNnpumep, B pe3ysibTaTe yaapoB MOJIHUN
NN MarHUTHoM Bypun, peKkoMeHAyeTCs yCTaHaB/IMBaTb 3a3eMJIeHHbIe
rajibBaHM4YeCckKune pasBsa3KKM Ha Bce Ethernet-coegnHeHuns, BoixoasaLwme 3a npenensl
cepBepHO.

Lenun snekTponuTaHus o6opynoBaHNA AO/KHbI ObITh 3aLlUMLLEHBI OT CKa4yKOB
HaNPs>XEHUS N aBapUNHbIX peXXnmoB paboTbl aiekTpoceTn. Kak npaBusio, pyHKLNS
TaKOW 3alnTbl peasin3oBaHa B NpodheCcCnoHalbHbIX UCTOYHMKaxX becnepeboiHoro
NnUTaHUS.

B uensix coxpaHeHus UesioCTHOCTU AaHHbIX N KOMMNOHEHTOB 06opynoBaHus
3anpeLlaeTcs BbIKJIOYEHME CUCTEMbI €3 KOPPEKTHOr0 3aBepLUEeHNs BCeX
NPUIOXKEHNI N CEPBUCOB, COXPaHEHUSI AaHHbIX, CAHXPOHM3aLUMN ONCKOB 1
LUTAaTHOro 3aBepLleHns paboTbl ornepaunoHHON cucTeMbl. B cnyyvae npekpalieHus
nogavyn NUTaHUs, CUCTeMa A0JIXKHA KOPPEKTHO 3aBepLlaTb CBOK paboTy no
CUrHany oT UCTOYHUKa 6ecnepeboMHOro NMTaHMs, pecypca KOTOPOro A0JIXKHO 6bITb
NOCTAaTOYHO OJ18 AaHHOW npouenypbl. PekoMeHAoyeTCs opraHnu30BaTh
KPYr/10CyTOYHOE AeXXYPCTBO KBaMPULNPOBAHHbLIX CMEeLNnasnCcToB, OTBEYaloLWmnx 3a
6ecnepeboinHoe hyHKLUNOHNPOBaHME 060OpPYAOBaHMSA.

-BepHyTbCA K coOAepXXaHUI0-
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KJIMEeHTa
5. TapaHTMMHaA TeXHUYecKana noapgep>xka

5.1. O6beM rapaHTUMHOU TEeXHU4YECKOM Noa aep>XXKu

TexHun4eckasa noggepxxka, obcnyxmsaHme, obHosneHne C30 3KL un
KOHCY/IbTUPOBaHME AncnetTyepa-aaAMUHNCTPATOPa BbIMOJIHAETCS B COOTBETCTBUN C
YCJIOBUSMU rapaHTUNHOIro obcny>xnsaHusa npnobpeTeHHON 3akKa34ynkoM JINLEH3NN.

-BepHYTbCS K COAEpP)XXaHUIO-

5.2. Pa3rpaHu4yeHue npaB goctyna u obssaHHocTe no ob6cny>xuBaHuio
cCUCTeMbl

Ecnun He cornacoBaHo MHoe, pasrpaHU4yeHmne 30H OTBETCTBEHHOCTU NcnonHuTens u
3aKa34ynka NpoxoguT No rpaHnuam BbloeNeHHON BUPTYasibHOW MalUUNHbI
TexHn4yeckom naoLwangKku.

B nepunopn nencTems cepBuca TOJIbKO COTPYOHUKM ICMONHUTENS MOryT NpOBOAUTb
paboTbl Ha TexHun4yeckon naowanke. COTPYAHNKN N NHbIE NOAPAOYMKN 3aKa34MKa
He OOJIXKHbl BMeLWMBaTbCA B PYHKLMOHMPOBaHNE TexHn4yeckom nnowankm 6es
npenBapuTesibHOro cornacosaHmsa paboT ¢ icnonHnTeneMm, 3a UCKIOYEHNEM
OEeNCTBUIA, CBSA3AaHHbIX C annapaTHbIMKU CPeaCcTBaMN N KaHasliaMu CBA3U, KOTOpble
HaxoOATCSA B 30He OTBETCTBEHHOCTU 3aKa34umKa.

B cny4ae, ecnin B COOTBETCTBUM C yCsioBUAMKU [loroBopa nav npenoctaBiisemMoro
cepBuca NcnonHutene ocywecTsnsgeT aAMUHUCTPUPOBaHME NPoayKTa U
TexHn4yeckom niaowankun, 3akasymk obecnevymsaeT UCNosHUTENO OOCTYM K
TeXHNYeCKoW naowaake rno NnpoTokony ssh (Bxooawwmm nopT 22) € npasamu
cynepagMuUHUCTpaTopa onepaummoHHON CUCTEeMBbI (root), a Tak»Ke No NPoTOKOoJY
https (Bxoasawmm nopT 443) c NnpaBaMu cynep-agMMHUCTpaTopa NpoaykTa u
BO3MOXXHOCTb UCXOAALLEro NOAKJ/IIOYEHNS K CUCTeMe MOHUTOPUHra Zabbix
(ncxopgawmim nopTt 10050). B cniydae OTCYyTCTBUSA TAaKOro AOCTyna CYHNTAETCH, 4TO
3aka34mkK He npenocTasua NcnonHnteno Heobxoamnmbele pecypchbl 4715 BbINOJHEHUS
00CNy>XMBaHNA MHCTaNNaUMM NpoaykTa nim obpaboTkum 3aaskn, UcnonHuTenb
npekpalwaeT npefocTaB/ieHne COOTBETCTBYOLWNX cepBuUcoB n 06paboTKy
COOTBETCTBYIOLLMX 3a8BOK, NMpU 3TOM cepBuc, paboTa nam ycnyra cHUTarTCS
npefocTaB/ieHHbIMU Hagexxalwmm obpa3om.

-BepHYTbCS K COAEpP)XXaHUIO-

5.3. BO3MO>XXHble NPU4YUHbI OrPaHU4YEHUA FAPAHTUMHON TeXHUYECKOM
noanep>XxKu

MonydyeHne 3aKa34yuMkKoM root-pocryna K cepsepy

B cBs3uM ¢ nyHKTOM 10.15 gencTBytoulero perjamMmeHTa npenocrtaBsieHns CepBUCOB
000 <<OTKprTbIe TEeXHOJIOr N>, FOOt-,EI,OCTyI'I Ha CepBeEpPE, I'Ipe,D,OCTaBJ'IﬂeMbIVI
3aKa34yumKoM, AoJKeH BbITb ToNIbKO Yy icnonHuTens.
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3aKa34ukK nMeeT NpaBo MoJslyy4nTb root-4oCTyn K cepBepy NyTeM noaavun 3asBKU
«["apaHTUNHaAa Texnogaep>xka / 3anpoc root-goctyna Kk C30». OgHako, nocne
npenocTaBsieHns root-gocTyna rapaHTUNHag Texnogaep>xka byneTt orpaHnyeHa
KOHCYbTaUusaMM, a MHCTannauma byaeT cHMTaTbCa HEaTTECTOBAHHOMN.

HepocTynHOCTb cepBepa Ha KOTOpPOM pa3BepHyTo NO UcnonuuTena pna
COTPYAHUKOB TexHu4yeckoun nopanep>xku UcnonHutens

Ecnn 3aka3uuk, B nepnod Aencteus [Jorosopa, HaMepeHHO OTKJII0YMA AOCTYN K
cepBepy OJ19 COTPYAHMKOB TexnonnepXkun icnonHnTens, cuctemMma KianeHTa
CYMTAETCH HeaTTEeCTOBAHHOMN, a rapaHTUNHAA TeEXHNYEeCKas nogaepxka
OrpaHNYNBAETCHA KOHCYJIbTaLUSAMM.

HeBbinonHeHune 3aKka34yukoMm TpeboBaHun no obbLeMy cBoOOAHOro MmecTta
ANA XPaHUJIMLLA UHKPEMEHTHOro pe3epBHOro KONnMpoBaHusA

Ecnn Ha TexHn4yeckon naowagke npn HaCTpoeHHOM NHKPEMEHTHOM pPE3EPBHOM
KOonmnpoBaHmn 6y,u,eT HeOJoCTaTO4YHO ANCKOBOIO NMpoCcTpaHCTBa, TO CO34aHNE U
COXpaHeEHNE NHKPEMEHTHbIX pe3epBHbIX KOMWUW CTaHeT HeOoCTYrnHo, a
VcnonHuTenb BNpaBe cYUTaTb OAaHHYO MHCTannauuio HeaTTeCTOBaHHOMN.
rapaHTI/II7IHaFI TeXHUN4YeCKaa noganep>XkKa B 3ToM CJjiy4a€ orpaHN4YmMBaeTCA
KOHCYJIbTauundamMn.

KpoMe Toro, B c/lydae OTCYTCTBUSA MHKPEMEHTHbIX Pe3epPBHbIX KOMUIA CTAaHOBUTCS
HEBO3MOXXHbIM BOCCTAHOBNIEHNE COCTOAHUSA UHCTANNALNMN.

-BepHyTbCA K coaepXXaHUIo-

6. JononHuTeNnbHaa UHpoOpMaLUA ANA TEXHUYECKUX
cneumvasiMmcToB 3aKa34duka

6.1. Ucnonb3yemasn CYB/]

Cuctema ynpassieHnsa 6a3amum gaHHbIX CTaBUTCA MicnosnHUTeNeM B rnpouecce
ycTaHoBKU. OT nonb3oBaTens He TpebyeTcs HNKaKuxX OencTemm rno sbibopy,
yCcTaHoOBKe 1 HacTpomnke CYB/.

Ha Tekywmnmn momeHT pekoMmeHgoBaHHon CYB[ ona C30 3KL asnaeTca MySQL.

Mo oToenbHOMY 3anpocy A/ BbICOKOHArpy>XeHHbIX CUCTEM Mbl BbINOJIHAEM
yCTaHOBKY Ha PostgreSQL. MHeHue KQIMeHTa B 3TOM BOMPOCe Yy4YUTbIBAETCH, HO
OKOHYaTeJIbHOe pelleHne NPpUHNMaeT UHXXEHeP rapaHTUNHOW NoAAEPKKN. DTO
CBsI3aHO C TeM, YTO HEeKOTOpbIe NJarnHbl CUCTEMbI MOTYT UMETb HEMOJIHYIO
coBMecTuMoCTb € 3Ton CYB/M. MNMockonbky KoHBepTauuto n3 MySQL B PostgreSQL
MO>XHO BbIMOJIHNTb B /1060 MOMEHT, HE MMeeT CMbIC/a BblbupaTb PostgreSQL «Ha

BCAKNIN cnyYan». PeanbHas HeobxoamMMoCTb Mcnosib3oBaHns PostgreSQL Bo3HMKaeT
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B €AVHNYHbBIX CUTYyaLUNAX.

Ecnm Bam Heobxoanmo ncnonb3oBaTb MHYO CYB[, Bbl MOXKETEe BbINMOJHUTb
CaMOCTOATEJIbHYIO YCTAHOBKY.

-BepHyTbCA K coOAepXXaHUI0-

6.2. CepBep OTNPaBKMU 3J/IEKTPOHHOMU NOYThI

Insa nonHoueHHon paboTbl C20 3KL Heobxoamm poocTyn K cnyxbe oTnpaBKu
3/IEKTPOHHbIX coobuieHnn (SMTP).

OTa cnyxba ncnonb3lyeTca oaa oOTAPaBKM NMUCeM C NOATBEPKAEHNEM
perucTpaunm, HanoMMHaHUN Naponen, paccolike yBeooOMJEeHNUN N OPYTrnx
coobuieHnin. B kayecTBe asibTepHaTUBLI 419 OTAENbHbIX TUMOB COOBLLEHN MOXKHO
MCNONb30BaTb Apyrve MeTtoabl OTNpaBkK, Hanpumep SMS, HO OHM TpebytoT
[OCTyNa K Apyrum COOTBETCTBYIOWMM rnpoBangepam ycayr (B ciydae oTrpaBKu
SMS - NnaTHbIM).

CywecTtByeT Tpu cnocoba opraHusaunm 3Ton cny>xobi:

e OTpenbHbin SMTP-cepBep Ha cepBepe ¢ C30 3KL. CneynanncTsl
NcnonHuTena moryT HacTpouTb SMTP-cepBep HenocpeacTBEHHO Ha
cepBepe ¢ C30 3KL. Ansa HageXxHon AoCcTaBku coobuweHnin 3Tum cnocobom
HeobXxoaMMO NPUHATL PSAL Mep, 4Tobbl Apyrve NoYTOBbIE CepBeEpPbl HE
cYnTanm 3T coobuleHnsa cCnaMoM: BblAENUTb CEPBEPY NpAMON ip-agpec,
HacTpouTb Ans Hero obpaTHyto 30HY DNS, BblAeNUTb CyLWEeCTBYOLW NI
aZpec oTnpaBnTesia Ha BalwleM OCHOBHOM MOYTOBOM CcepBepe, HaCTPOUTb
3anuncm SPF n DKIM B BawueM JOMEHHOM UMEHMN.

e Ucnonb3oBaHue KoprnopaTtuBHoro SMTP-cepBepa. Ec/in y Bac yxe eCTb
HACTPOEHHbIV MOYTOBLIN CepBEpP, PaLMOHaNIbHO NCMOJIb30BaTb ero. a4
3TOro Heo6xooMMo co34aThb YYETHYIO 3anNMcCb oTnpasuTens n coobwnTb
rnapameTpbl NOAKIIOYEHNSA K HEN B TEXHNYECKYIO NOAAEPXKKY. 3a AOCTaBKYy
nncem B aHHOM BapuaHTe byneT oTBedaTb Baw SMTP-cepsep.

e Ucnonb3oBaTb BHeLWWHUN SMTP-cepBep. DTOT BapMaHT XOPOLU CBOEN
MPOCTOTON U HAAEXHOCTbIO AO0CTaBKN. O4HAKO, Takue CepBUChbl UMeT
3Ha4YUTeNIbHble orpaHnyeHns. Hanpmumep, novytoBas cnyxba AHOeKc
nossonseT oTnpaBnsaTb He 6onee 500 nucem B feHb. CepBuUcChl He3 cTpornx
orpaHmnyeHni obbl4HO NpegnonaratoT onsaTy 3a Ka)k4oe oTrnpasBJ/ieHHoe
MACbMO.

NMoapobHee 0 HaHCaxX HAaCTPOMKM OOCTaBKM NOYThl B CTaTbe «OTNpaBKa
3/1EKTPOHHbIX MUCEM: BapUaHTbl N1 BO3MOXHbIE NPobaeMbl».
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6.3. Moodle n C30 3KL

Cpena anekTpoHHoro oby4vyeHuns 3KL 6a3npyeTtca Ha nnaThopme Moodle n
NOJIHOCTbIO C HEN COBMECTUMA.

TexHnyeckmn, C30 3KL aBnSeTCsS KOMMAEKTOM MNJarMHOB, KOTOPbIE CTAaBATCA NOBEPX
Moodle cooTBeTcTBYlOWeEN Bepcun. MNMpu 3tom, C30 3KL nocTaBnsgeTCs Kak roTOBbIN
ANCcTpnbyTums, BKAtOYaa sapo Moodle, 4To COOTBETCTBYET INLEH3NOHHbLIM
ycnosusam obenx NnpoayKToB.

FOpuaunyveckn, C30 3KL aBnsgeTcs nponu3Bo4HbIM NMpov3BeAeHNEeM, BKJIIOYaAOLWMM
Npon3BefeHns C OTKPbITbIM UCXOAHBbIM KofoM. MNpaBoobnagatenem C30 3KL
apnsgetTca OO0 «OTKpbITble TeEXHONOrMN». CBUAETENIbCTBO O FOCYAAapPCTBEHHOWN
pernctpaunm Ne 2019665610. [JaTa perncrtpaumm B Peectpe nporpamm ana 3BM 26
HOsA6psa 2019 r. Cpena anekTpoHHOro obyvyeHunsa 3KL 3apernctpupoBaHa B PeecTpe
POCCMNCKOro nporpamMmmHoro obecnevyeHuns. PernctpaynoHHbin Homep MO 7069,
nata perunctpauymm 07.10.2020 (Mpukas MnHkomceasm Poccum ot 06.10.2020
No515).

C20 3KL apanTupoBaHa noa Hy>XAbl POCCUNCKMX 3aKa34MKOB U yCMNeLHOo
NPUMEHSETCA B KOPNOpaTUBHOM CEKTOpPE, By3aX, KoJsisieg)ax, cpepe
A0NONHUTEeNbHOro obpasoBaHus.

B oTaunydme ot Moodle, C20 3KL nocTasngeTcsa ¢ TEXNOAOEPXKKON U COAEPXKUT
6onee 50-Tn [OMONHUTENBLHbIX NAArMHOB, pa3paboTaHHbIX KOMNaHuen «OTKpPbITbIE
TexHonormm» C y4eTomM 18-Tn fieTHEero onbiTa BHEAPEHNSA U paCLUNPEHNS
PYHKUMOHaNbHOCTWN Cpenbl 3NEeKTPOHHOro oby4yeHuns. [locmoTpeTb Tabauuy
CpaBHeHus. TexHn4yeckasa nogaep>xka BKJAOYaeT NePBUYHYIO YCTAaHOBKY,
perynspHbie 06HOB/IEHUS NMPOAYKTa U A0OCTYN K obwunpHon 6a3e 3HaHUN,
conepxxalen bonee 500 cTtaTen.

MnarnHbl CTOPOHHMX pa3paboTynkos, coBMmecTuMble ¢ Moodle cooTBeTCTBYOLLEN
BepCcuun, Tak e ckopee Bcero byayTt cosmecTtuMbl n ¢ C30 3KL. NMpnmeHeHne Takunx
CTOPOHHMX rsarnHoB B C30 3KL BO3MOXXHO M aKTUBHO NMPaKTUKYeTCS
nosnb3oBaTtenamm C20 3KL. OgHaKo, HUKaKMUX rapaHTUN OTHOCUTESIbHO
paboTocnoCcobHOCTN N NOCNeACTBMNA NPUMEHEHNS TaKNX NJArnMHOB, €C/IN OHU He
BXoAsaT B cocTaB C30 3KL komMnaHunsA-pa3paboTymk He gaeT. Hukakne
KOHCY/IbTauum nam noMoLlb no pabote ¢ AaHHbIMU NAarMHaMn UK ycTpaHeHnem
nocnencTema nx paboTbl He BXOAAT B FapPaHTUNHYIO TEXHUYECKYO NoOOEPXKKY, 3a
NCKJIIOYEeHNEM ONUMN «YyCTAaHOBUTb» U ONUMU «y[annTb», 63 HaCTPONKN n
conpoBoXXaeHus. NapaHTUNHaa TeXHNYeCKasa Nnogaep)XKa pacrnpocTpaHaeTcs
TOJIbKO Ha NJiaruHbl, NocTaB/igseMble B COCTaBe opumumanbHbiX pennsos C30 3KL
(opneHTnpynTecb Ha opuLMaNIbHYIO TEXHNYECKYIO OOKYMEHTaL o, aHOHChI
penn3oB 1 Nyban4Hble neMo-CTeHAbl, NpefocTaBsseMble pa3paboTYMKoM).

-BepHVTbCﬂ K Coep>XaHUNIO-
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6.4. Bepcumu Moodle u C30 3KL

Bnarogaps COBMeCTMMOCTU, TEXHUYECKN BO3MOXXHO 06HOBUTL Moodle go C30 3KL
C COXpaHeHneM BCero KOHTeHTa 1 HacTpoek. [0na 3Toro HeobxoaAnMmMo, 4TOobbI
Bepcusa Moodle 6bina meHblie, NnMbo paBHa Tekywen sepcumn C30 3KL. Hanpumep,
ecnn camas Hoeas Bepcusa C30 3KL nmeet Bepcuio 4.1.8a (MHpopMaums Ha MOMEHT
HanncaHusa CTaTbW, OPUEHTUPYNTECHL Ha aHOHCHI PESIN30B Ha HalleM canTe), To
COXpaHeHne MaTepunasioB BO3MOXXHO npu nepexone ¢ Moodle sBepcumn 3.9.x, 3.10.x,
4.0.x, 4.1.x n 6onee paHHMX, a BOT nepexon ¢ Moodle 4.2.x byneT BO3MOXXeH
ToNbKOo nocne Bbixoga C30 3KL cooTBeTCTBYOWEN Nn bonee Nno3gHen Bepcuun.

TOYHO TaK Xe, TeEXHNYECKN BO3MOXXHO BepHYTbCa ¢ C20 3KL Ha community-Bepcuto
Moodle, HO Cc 0OTKa3oM OT BCero AOMNOJIHUTENIbHOro PYHKLUNOHANa, KOTOPbIN
OTCYTCTBYET B community-BepCun 1 CBA3aHHbIX C HUM MaTepnasos.

-BepHyTbCA K cogep>XaHuto-
6.5. NMpoTokon https u SSL-cepTudunkarol

Mockonbky C20 3KL aBnseTca Beb-npunoxxeHnem, B3anmMoaencTeme mexny seb-
cepBepoM 1 Bpay3epoM KAMeHTa NponcxoanT No npoTokony http. NMpoTokon http
He nogfaep)XuBaeT WugpoBaHMe 1 BCe Y3Jibl, Yepes3 KOTOPbIN NMPOXoaAuT Tpaduk 4o
cepBepa MMeIT O0CTYN He TOJIbKO K COAepXXUMOMY BCeX OTKPbIBAaeMbIX CTPaHUL,
HO M K ero naposiaM Asas Bxo4a B cuctemy (41o ocobeHHOo onacHo ans
npenogasaTesien N aAMUHUCTPATOPOB) M NJATEXHbIM AaHHbIM. [JOCTYN K 3TUM
AaHHbIM MOXKET MOoJIY4UTb He TOJIbKO NpoBangep uiam cMcagmMmH, Ho v
NoNb30BaTeNN TOW e caMmon wifi nnnm nokanbHOW ceTn N3 koTopon paboTaeT
nonb3oBaTesnb. Ona peweHnsa 3Ton npobnemsl B 1994 rogy 6bin paspaboTaH
npoTokon https, KoTopbIn WNpyeT faHHble NPoToKo1a http ¢ nomouwbio
npoTokosia SSL.

YT06bI MOTMBMPOBATL aAMUHUCTPATOPOB CanToB obecrne4ynsaTb 6€30MacHOCTb UX
nonb3oBaTenen, ¢ 2017 roga MHorune 6pay3epbl U MOUCKOBbIE CUCTEMbI HavYa n
nomevyaTb CalTbl, He nogaepxxmneatuwme https kak HebesonacHble, n TpeboBaTb Y
Nnosb30BaTesig OTAEJ/IbHOIrO NMOATBEPXXAEHUS, NPU Ka)KAO0M BXOLe Ha AAaHHbIM CaunT.
HekoTopble MONCKOBbIE CUCTEMbI MOHMXKAKT UKW faXKe UCKJII0YaT N3 NONCKOBOM
BblAA4M CalTbl, He nogaepxxueatowme https. Bcé 3Tto genaet ncnonb3sosaHme https
npakTu4eckn obasaTenbHbLIM 47151 BCeX CanTOoB B Internet n kpanHe xenatesibHbIM
AN BHYTPEHHUX KOPMNOpPaTUBHbIX CAaNTOB.

OCHOBHas CNOXXHOCTb Ha NyTK BHegpeHMsa NpoTokoa https — 310 HeobxoanMMoOCTb
nony4vyeHuns SSL ceptudpukaTos. 1o 2015 roga cyw,ecTsoBasio TOJIbKO 2 OMNUUN:

e becnnaTtHasa reHepauua camonognucaHHoro SSL-cepTtudukara. 310
MOXXHO cAenaTb CaMOCTOATESNIbHO C MoMoLblo becnnaTHoro n ceoboaHo-
pacnpocTpaHsaeMoro naketa OpenSSL. HegocTaTKoM AaHHOro BapuaHTa
ABNSAETCA TO, HTO KJINEHT HE MOXKET YCTaHOBUTb 4OCTOBEPHOCTb AAaHHOIO

CepTI/Iq)I/IKaTa. 370 co3paeT yaA3BMMOCTb, KOTOPYHO Ha3blBalOT «aTaKa
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nocepeauHe»: aAMUHUCTPATOP CETU MOXKET CO34aTb COOCTBEHHbLIN CalT,
KOTOPbI pacliNgpPOBbLIBAET BCE AAaHHbIE OT KJIMEHTOB, COXPAHSAET NX KOMMIO
N TOJILKO MOCJIe 3TOr0 OTMNPaB/sSeT 3anpocChl K UCXOAHOMY CalTy. iIMeHHOo
nosToMy 60NbLINHCTBO Bpay3epoB BbIBOASAT NpeaynpexaeHue, Korna
NnoJib30BaTeslb NbITAETCSH BOWTU Ha CallT C CaMONOAMNMUCaHHbIM SSL-
cepTudmkaToM. MPUHATME TAaKOro cepTuduKaTa HaAaMEpPEHHO CaenaHo
CJIOXKHBIM U HEMHTYUTUBHBIM, YTOObI NONIb30BaTENN C HEYBEPEHHbLIMU
HaBbIKaMM N NPUHUMatOLLME BCe npeaynpexaeHns 6e3nymHo, 6biam He B
COCTOSIHUM NMPOUrHOPUPOBATL AaHHOE npeaynpeXxaeHue.

 NMpuobpeteHune nnatHoro SSL-cepTudmukarTa B y40CTOBEPSIOLLEM
LLeHTpe, KOTOpbIA crepBa npoBepsaeT JIMYHOCTb U MOJIHOMOYUSA
rnoJib3oBaTens.

C 2015 ropa 3anyuleHa HeKoOMMep4eckasa opraHu3saunsa Let's Enrcypt,
hnHaHcupyemasa komnaHnamm Google, Amazon, Mozilla, Cisco, doHaom
3N1eKTPOHHbIX pybexen, IBM n MHOrumMu apyrumm. OHa nogaep>xmpaeTt
HEKOMMepPYEeCKNN yO0CTOBEPAIOLWMNIA LLEHTP, KOTOPbIA No3soaseT becnnaTHo
BblINyCKaTb SSL-cepTudmnkaTbl, NOATBEPANB CBOE BNafEHNE OMEHHbLIM UMEHEM C
nomMoubo npotokona ACME. MmeHHO 3TOT cnocob nony4yeHns SSL-ceptudukaTa
AN aKTUBaUMKM NpoTokona https ncnonb3yoT 60nbWMHCTBO BE6-CanTOB. Mbl
TakXXe npepgnaraemM HacTponky https atum cnocobom.

OcHoBHbIM HeypobcTBoOM cepTudunkaTos Let's Encrypt sBnsieTcs 1o, 4TO npoBepka
[OMEHHOIro MMeHU BbINOJIHAETCSA Mo NpoTokony http 4yepes Internet. To ecTs,
cepTudukat Let's Encrypt HEBO3MOXXHO MNOJIy4NTb /19 CanTa, KOTOPbIA He
[OCTyneH B ceTu Internet. Tak e, ecnn He cobnofaeTcsa Hawa pekoMeHJaumsa no
AenernpoBaHuio Ha BUpTYyasbHYO MawmnHy ¢ C30 3KL ctaTnydeckoro «6enoro» ip-
ajpeca, 0OCTynHoro n3 cetu Internet 6e3 orpaHny4yeHnin, nony4yeHne ceptTugmrkaTa
Let's Encrypt 6yneT 3aTpyOHEHO UM BOBCE HEBO3MOXXHO. B 3TOM cntyauunmn Bbl
MoXXeTe:

e OTKa3aTbCHA OT NPMMEHeHNs WngpoBaHHOro NpoTokona https, co Bcemun
BO3HMKAOLWMMN HEFATUBHBLIMW MOCNEACTBUSMU;

e nMpuobpecTn Ana Ballero AoOMeHa NnaTHbIN SSL-cepTudMKaT 1 nepeanaTb
ero cny>xxbe TexHnyeckom nogaep>xkm NcnonHntena ons ycTaHOBKU;

* CaMOCTOATEsIbHO HacTpouTb https, B TOM 4ncne ¢ ucnosb3osaHmem Let's
Encrypt, Ha npomMe>XyTo4HOM Yy3Jie.

B nocnenHem cny4ae oMeH JO/KeH ObITb AenermpoBaH Ha NPOMEXYTOYHbIN y3en,
KOTOpbIN 1 opraHnsyeT SSL-wndgpoaHue. Cepsep ¢ C30 3KL B 3TOM BapuaHTe
HaxoOuUTCA B AEMUINTAPU30BAHHOW 30He, No3agn NPOMeXXyTOYHOro y3na. Bce
nocTynatoLime 3arnpocCbl MPOMEXYTOYHbIN y3en OO/IKEH pacllngpoBbiBaTb M, 3aTEM
nepenasaTb Ha cepBep ¢ C30 3KL nnbo ¢ ncnosnb3oBaHMeEM HeLWNPPOBAHHOIO
npoTokona http, nmbo c ncnonb3oBaHMeM caMmonognMCcaHHOro cepTugmnkaTa SSL

(KOHe‘-IHbIe noJib3oBaTeJIN ero «He BnaAT», NO3TOMY Heyﬂ,06CTB Y HUX NP 3TOM HE
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BO3HMKaeT). OCHOBHbIM HEJOCTAaTKOM AAaHHOI0 BapmaHTa MOXeT ABAATLCA TO, 4TO
NPOMEXYTOYHbIN y3e 3aKa3ynky npuaeTca HacTpamBaTb MOJIHOCThIO
CaMOCTOATEsIbHO. [IpOMeXXyTOYHbIN Y3es MPpu 3TOM He aAMUHNCTPUPYyeTCA
NcnonHntenem n MOXXeT BHOCUTb UCKa)keHunsa B paboTy C30 3KL. Mo 3Ton npuyunHe,
eCc/n OT 3aKa34uMKa NocTynaeT 3as8BKa, CBA3aHHasa ¢ oTobpakeHmem C30 3KL B
ceTn MHTepHeT, NIcnonHnTe b NoAKYaeTCa HENOCPeACTBEHHO K UCXOAALLLEMY
nopTy cepsepa ¢ C30 3KL, B 06x04 NpoMeXyTO4YHOro y3na, n ecam npobnema tam
He BOCMNPOMU3BOANTCSA, 3a8BKa OTKJIOHAETCS, KaK HaXoAsaLasCcs BHE 30HbI
OTBETCTBEeHHOCTUN cnonHuntens.

Taknm obpa3oM, Npu NPUHATUN peLlleHns o Bbibope cepTudmnKaToB 1N NPOTOKOIA
noctyna Kk C90 3KL 3akKa34uK OoJ1KeH BbibpaTb OAWH U3 CNeayowmnx BapnaHToB
(HeKOTOpble BapMaHTbl BO3MOXXHbI TOJIbKO Npu cobtogeHnn TEXHUYECKNX YCI0BUIN
OMMCaHHBbIX BbILLE):

e OTCcyTCTBME WNdpoBaHUA (MCMOsb30BaHME NPOToKoa http).

PekomMeHpOyeTcsa ToNbKO Npu pasmeweHnn C30 3KL B geMuintapmn3oBaHHON 30HE,
no3aamnm NPoOMeXXyTOYHOro y3s1a, opraHusytoLwero wndgpoBaHme.

e https c camonoAnMcaHHbIM CEPTUDUKATOM.

PekomeHayeTCs TONIbKO AJ18 JIOKAJIbHOr0 NPpUMEeHeHNs Nan gnsa WnpoBaHnsa CBA3N
Mexnay cepsepoM ¢ C20 3KL 1 npoMe)XyTOo4YHbIM Y3J10M. Y KOHEYHbIX
nosib3oBaTesien byneT BO3HUKaTb npenynpexaeHne o HebesonacHoOCTHU y3na, C
KOTOPbIM OHU O0JIKHbI Oy oy T cornacuTbCa Aaa BXOA4a B CUCTEMY.

e https c nnaTHbIM cepTUUKaTOM.

CepTudukaTt 3akasymk npmobpeTaeT CaMOCTOATENIbLHO N NpefoCcTaBnseT ero
NcnonHuTento Ha aTane yctaHoBkn C30 3KL.

e https c 6ecnnaTHbIM cepTudmnkaTom Let's Encrypt (pekomengyeTtcs).
Mo>xeT 6bITb MPMMEHEH NpuU YyCNOBUAX AeflerMpoBaHns HeMoCcpeaCcTBEHHO Ha
ceTeBOM MOPT BUPTYasibHOM MalWMHblI CTaTU4YeCcKoro «benoro» ip-agpeca u
AOCTYMNHOCTU CUCTEMbI 6€3 KakKuX-NMbo orpaHnyYeHnn n punbTpaunm s

ceTu Internet (BkNo4Yasa 3apybexHbln cermeHT Internet, T.K. BCe cepBepbl Let's
Encrypt HaxopaTca 3a pybexxom).

-BepHyTbCA K coOAepXXaHUI0-

6.6. ObMeH faHHbLIMM U BHYTPEHHUE UHTEerpauum
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-BepHyTbCA K coaepXXaHUI0-

6.7. MHTerpauum c BHewHuMm MO u cepsucamm

-BepHyTbCA K coOAepXXaHUI0-

6.8. HacTpouka BHelLlHero suaa

-BepHyTbCA K coOAepXXaHUI0-

6.9. NapaHTMHanA TexHUYecKas nogaep>xkKka v npasa pgocryna

-BepHyTbCA K coOAepXXaHUI0-

MNoppobHee 060 BCcex nepevyncneHHbIX HI0aHCaxX Bbl CMOXKeTe y3HaTb 13 6a3bl
3HaHUIM 1 B cy>Xbe rapaHTUNHON TeXNoAAEePXXKU. DTN NCTOYHUKN AOCTYMHbI
nonb3osatenaMm C30 3KL B nepmof rapaHTUNHOW MOAOEPIKKWN.
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