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1. CucreMmHblie TpeboBaHus

MoapobHble cucTeMHble TpeboBaHUA N3N0XKEHbI B pa3aenax «TpeboBaHnsa K
TeXHn4Yeckon naowanke» n «TpebosaHna Kk paboyemy mecTy nosib3oBaTens»
aKTyalbHOW Bepcun PernameHTa npenocTaB/ieHNUs CEPBUCOB, KOTOPbIN AOCTYNEH
Ha canTe OO0 «OTKPbITbIE TEXHONOIrUU>.

IOnsa pa3Hbix Bepcuinn C30 3KJ1 TpeboBaHma K Bepcusam bpay3epa nosib3oBaTens u
CUCTEMHOI0 OKPY>XXeHMUA (aKTyaJibHO TOJIbKO NPU CaMOCTOATE/IbHON YCTaHOBKE)
MOryT OoT/In4aTbCA. O3HAKOMUTLCHA C HUMW MOXXHO B aHOHCEe COOTBETCTBYIOLLEro

penn3a.

Mpn NHCTaNNAUNN B paMKax FrapaHTUNHOW TEXHUYECKOW Noaaep>XKu, BCE
BcnoMoraTtesibHoe MO ycTaHaBAMBaeTCs aBTOMaTUYeCKN cnnamm NcnonHuTtens
(Pa3zpaboTymka). OT 3aka34ymka TpebyeTcs TONbKO NPeaoCTaBUTb BUPTYasibHYIO
MaLwunHy ¢ Ubuntu 20.04, ooCTynHyto No ssh 1 oTBeYvaoLWyo NpuBeaeHHbIM B
HacTosWweM OOKYMeHTe pekoMeHaaunsam. B CcBA3K C 3TUM, faHHasa CTaTbA He
BKJ/IlOYaeT AeTasibHbIX TPebOBaHNIN K CEPBEPHOMY OKPYXXEHUIO U Pa3BEPHYTOMN
MHGOPMaLMKM N0 CaMOCTOATENbLHOW YCTaHOBKE.

Cpepna anekTpoHHOro oby4vyeHuns 3KL perynsspHo obHoBNSAETCS, NO3TOMY,
ny6ankyemble B 4aHHOM MaTepuaie AaHHble 0 OENCTBYIOLWEN BEPCUN, MOTYT
ycTapeTb. MIHopMaLumio o caMblx nocsefaHuUx aopaboTkax NpoAyKTa U akTyasibHOWN,
Ha TeKYLMN MOMEHT, BEpCUU YnTanTe B pasgene «HOBOCTU» Ha canTe KOMMaHuu,
a Tak>XXe B aHoHcax K penansam C30 3KL Hawen 6a3bl 3HaHWUA.
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Cpena anekTpoHHoro oby4vyeHunsa 3KL (ganee — C30 3KL, cuctema)asnaercs Beb-
NpUNOXKEeHNEM — caMa CucTeMa yCTaHaB/IMBAETCA Ha cepBepe (fanee —
Mnowapnka, TexHn4eckasa naowanka), a nosab3oBaTes i B3aUMOLENCTBYIOT C HEN
nocpencTeom Beb-bpay3epa. Anda aToro MNnowagka Jo/mkHa bbiTb A0CTYyMNHa
nonb3oBaTesniaM rno npotokosiaMm http (nopt 80) m https (nopt 443).

INs KOPPEKTHOr0 PYHKLNOHMUPOBAHMSA, B TOM 4Yucse paboTbl MHTErpauun,
OTNpaBKW NOYThLl N T. M., CUCTeMe TpebyeTcsa HeorpaHU4YeHHbIA UCXOAALLLUNA
BocTyn B cetb MHTepHeT. Takxe, foctyn B IHTepHeT HeobxoAMM Ha 3Tanax
YCTaHOBKU N 0B6CNYy>XMBaHUSA CUCTEMbl 411 CKa4YMBaHUSA NakeToB
BCnoMoraTenbHoro MO n nx obHoBneHUS.

ObpaTuTe BHMMaHue: paboTa psga nHTerpaymm (NoayyvyeHmne 3n1eKTPOHHbIX
naaTexxemn, ncnosib3oBaHme becnnaTHbiX SSL-cepTudunkaTos Let's Encrypt n 1. n.)
noTpebyeT opraHusauum JocTtyna K cucteme no npotokonam http (nopt 80) n https
(mopT 443) Ha cTaTu4HOM "OenoMm" ip-appece (IPv4).

B cny4ae, ecnm C30 3KL agMnHUcTpupyetcsa MicnonHnTenem B paMkax
rapaHTUNHON TEXHMYECKOW Noaaepxkun, gobasnsetca pag TpebosaHun, 6e3
KOTOpPbIX yAaJsleHHOe aAMUHUCTPUPOBaHNE HEBO3MOXKHO. Hanbonee cyuecTBeHHbIE
N3 HUX:

1) Cnctema posnxkHa 6bITb yCTaHOB/IEHA Ha oTAeNbHONM Mnowanke (pekoMmeHayeTcs
MCMONb30BaTb BUPTYasIbHYIO MalNHY, 4TOObl MHXXEHEepPbl 3aKa34ynka CoOXpaHum
BO3MOXXHOCTb TEXHNYECKOro obcnyXxmnBaHma cepsepHoro obopynoBaHus).

2) B nepnoa rapaHTUNHON TEXHNYECKOW NMOoOEeP>KKW Ha faHHoM lMNnowanke He
AOJIKHO BbITb YCTAaHOB/IEHO HUKAKOIro CTopoHHero MO (canToB) He HaXOAALLMXCA
Ha obcny>xmneaHum y NcnonHntensa. HUKakme nHble cneunanncTbl, Kpome
NHXXeHepoB cnonHuTena He OOJIKHbl UMeTb A0CTYynN K MNnowagke. HapyweHne
3TNX TpeboBaHNN NpUBELET K CHATUIO CUCTEMBbI C aTTeCcTauun, NpeKkpaweHnio
ALAMUHNCTPUPOBAHNSA CO CTOPOHbI IcMoNnHUTEeNs u nepeso B PpeXXum
OrpaHNYeHHOWN rapaHTUNHON Texnoaep>XKu, aHaorM4Ho «CpbIBY 3aBOLCKON
naomb6bl» Ha YCTPONCTBE.

3) Cuctema OosKHa 6bITb AocTynHa icnonHnTento no npoTtokosy SSH (22 nopT) ¢
nonHomo4mamm root. Mo 3anpocy, MoxeT BbITb NpenoCcTaB/eH CAMNCOK ip-aapecos
DA orpaHnydeHna poctyna. Joctyn no npoTtokosy VPN BO3MOXXeH TOJ/IbKO B paMKax
nvueH3unn sepcnmn «Kpocce».

HeTanbHble TpeboBaHUA U310XKeHbI B pa3fenax «[Mopafgok yCTaHOBKWU N nepeaaymn
CUCTeMbl Ha NoanepXKy» N «[apaHTUNHaa TeEXHNYeCKasa Nnogaep)XKa» akTyasibHOMN
Bepcuun PernameHTa npefocTaB/ieHUs CepBUCOB.

-BepHYTbCS K COepP)XXaHUI0-

1.1. MMHMManbHbIEe CUCTEMHbIEe TpeboBaHusA

MWHMManbHble CUCTEMHbIE TpeboBaHUA K TEXHUYECKON niowanke obecneymsatoT
BO3MOXXHOCTb KOPPEKTHOW YCTaHOBKW, HACTPOMKK 1 3anycka C20 3KL, Ho He
rapaHTUpytoT cTabunbHoM paboThbl cpedbl 3N1EKTPOHHOIO 0by4eHNs Noa Harpys3Kon.
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KJIMEeHTa
Pecypc MuHuManbHoOe pe
3HauE
LleHTpanbHbIN NpoLeccop cepeepa He HuXe Intel Core i3, 4
Ob6beM onepaTUBHOW NaMATK cepBepa 8T1b
Obbem HakonuTensa (MoCTOAHHOW ANCKOBOW NnamaTn) ansa C30 50TB
3KL
KaHan cBa3un anga nogkatodeHus K Internet C MPONYCKHOM CNOCOBHO
10M6uT/cC
-BepHyTbCA K coOAepXXaHUI0-
1.2. PeKkoMeHAOauL UM NO BblAEJIEHUIO CUCTEMHbIX peCcypcoB
OueHNTb NpUMepPHbLIN 06BbEM CUCTEMHbBIX PECYPCOB, HEOBXOANUMbBIX AN KOPPEKTHOMN
paboTbl cpefbl 3NEKTPOHHOIr0 0By4YeHUs, MOXXHO MO CAefylLWnUM SMAINPNYECKNM
dopmynam:
Pecypc dopmMy
OnepaTmBHaa NamaTb cepsepa, b 2 + (KOIMYeCTBO KOHKYPEHTHI
KonmnyecTBo Aaep LeHTpasibHOro npoueccopa cepeepa, 2 + (KOJIM4eCTBO KOHKYPEHTHI
wT.
Obbem HakonuTensa (MOCTOAHHON AnckoBor namaTn) pna 30 + 3,9*%(ob6beM y4ebHbIX MaT
C30 3KL, I'b

-BepHYTbCS K COepP)XXaHUIO-

1.3. PasMmeweHue TexHuyeckom naowaangkm C30 3KL

MO>XHO BblAennTb cnefylowme BapuaHTbl pa3MeLlleHnsa cepeepa 415 YCTAaHOBKN
C30 3KL:

COBCTBEHHbIN PU3NYECKUN CEPBEP HA TEPPUTOPUN OPraHmM3aLnm 3aKa3ymKa
COBCTBEHHbIN HPU3NYECKUIA CEPBEP B AaTa-UEeHTPe NpoBanaepa;
apeHa0BaHHbIN (PU3NYEeCKUN cepBep B JaTa-LEeHTpe npoBanaepa;
apeHa0BaHHbIN BUPTYaJbHbIA CEPBEP B AaTa-LEeHTpe npoBanaepa.

-BepHyTbCA K coOAepXXaHUI0-

1.3.1. CoO6cTBeHHbI# (PU3NYECKUH CepBep Ha TEPPUTOPMM OpraHu3aumm 3aKasumka

Ona Hero TpebyeTcsa oTAeNbHOE NoMelleHne (cepBepHas), eAMHOBPEMEHHbIE
KanuTasioB/1I0XKeHUs (A0CTaTO4YHO BosiblUME) B 3aKYMKY M MOHTaxk obopyaoBaHus,
Tekywmne pacxoabl Ha 06CJ'Iy)KI/IBaHI/Ie N 3aMeHY KOMIMJ1eKTYLLNX, HaCTpOI7IKy n
nogaep>xXaHme paboTbl CeETU, @ TaKXXe NOCMEHHOE AEXKYPCTBO CUCTEMHbIX
aAMUHNCTpPaTOopOB. B 4ackl paboTkl nosb3oBaTenen ¢ C30 3KL cuctemMHbIn
aOMNHUCTPATOP O0/HKEH HAaXO0AUTbCA Ha paboyem MecTe 1 B C/lyyae
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KJINEeHTAa

BO3HWKHOBEHMNSI TEXHUYECKMX NpobieM 1 HEMCMPABHOCTEN - yMeTb OnepaTUBHO
BOCCTaHOBMTb paboTocnocobHoCTb cnuctemol. Ecnn npennonaraercs paboTa ¢
CUCTEMOW B BbIXOAHbIE AHWN U Hepaboyme Yacbl, @ CUCTEMHbIE aAMUHNCTPATOPbI
BbIMOJIHAOT CBOWN AOJ/IKHOCTHbIE 0653aHHOCTN UCKIIOYMTENBHO B paboyee BpeMms,
TO AaHHbLIA BapMaHT pa3MeLleHns cepBepa He NodonaerT.

B cnyyae pasmeweHunsa C30 3KL Ha cobCcTBEHHOM (hM3NYECKOM CepBepe
HeobxoaAMMO pyKOBOACTBOBaTbLCA TpeboBaHusaAMM N. 6.6 PernameHTa
npenoctassaeHnsa ceperucoB OO0 «OTKPbITbIE TEXHONIOMUN»:

«...060pynoBaHMe, Ha KOTOPOM pa3MelleHa TexHn4yeckasa niaowanka, O/ KHO bbiTb
npefHa3Ha4YeHo Ansa HenpepbiBHOW BbecnepeboinHonm paboTbl, OCHALLEHO
Ha4eXHbIMN N 3ape3epBUPOBAHHLIMN NCTOYHUKAMN MNTAHUA N CUCTEMOW
oxJlaXKeHus. 3anpeLlaeTcs BblIKJIOYEHNE CUCTEMbI MYTEM OTKJIIOYEHUSA NUTaHUA,
6e3 KOpPEKTHOro 3aBepLUeHNs BCeX NPUIOXKEHUN N CEPBUCOB, COXPaHEHUS
AAHHbIX, CUHXPOHM3aLNN OUCKOB N KOPPEKTHOrO 3aBepLueHns paboTsbl
onepaunoHHON cUCTeMbl. B cnyyae npekpalleHns nogaym nnTaHuga, cnctema
AOJIXKHa KOPPEKTHO 3aBepLuaTb CBOK paboTy Mo CUrHany OT NCTOYHUKA
becnepebonHOro NUTaHUs, pecypca KoToporo AoJIXKHO 6bITb 4OCTAaTOYHO ANA
ONaHHOW npouenypbl. PekoMeHOyeTCs opraHn30BaTbh KPYrjOCyTOYHOE AEeXYPCTBO
KBaM(PULMPOBAHHbIX CNeLmManncToB, oTBevaLwmx 3a becnepebonHoe
pyHKUMOHMpoBaHMe obopynoBaHus. NomelleHne, B KOTOPOM pa3MeLleHo
obopynoBaHMe, OO0JXKHO MOoAAEePXNBaTb CrieunasnbHbI KIIMMATUYECKNI PEXNM,
oTBe4YaTb TpeboBaHNAM PU3NYECKON, NHPOPMALIMOHHON, MOXKAPHON
anekTpobesonacHoOCTU».

-BepHyTbCA K coaepXXaHUIo-

1.3.2. CobcTBeHHbI# (PpU3N4YECKUN cepBep B paTa-ueHTpe npoBangepa (Colocation)

ApeHJa MecCTa B faTa-LUeHTpe XOCTUHI-npoBangepa oaa pasMeLleHunsa cepsepa
MOXKET CTaTb bosiee paunNOHabHbIM PELLEHNEM, YEeM CoaepKaHne CoOBCTBEHHON
CepBepHON KOMHaTbl ¢ obecnevyeHneM BCeX HEODBXOAMMbBIX TEXHNYECKNX YCIOBUIA.
Hanpumep, ecnn cepBepHoro obopyaoBaHnsa o4eHb Masio (0gHa-ABe humsnyeckme
MalUMHbI), Lesnecoobpa3Ho BOCNOb30BaTbCA A1 €ro pa3MeLLeHNs roTOBON
MHPACTPYKTYPON faTa-LueHTpa. ApeHda no Tapudam npoBangepa Kak npasusio
obxoanTcsa pewesne, 4eM cogepXaHme cobCTBEHHOMN CepBEPHOW, NPU 3TOM
OTCYTCTBYET HE0BX0AMMOCTb CaMoCToATeNbHO obecneymBaTh 6ecnepebonHoe
NMMTaHME N HECTUN KPYIr/I0CyTOYHOE AexypcTBo. C 4pyron CTOPOHbI, apeHaaTopy
BCE paBHO NPeACTOAT KanMTaJIOBJIOXKEHUS B 3aKYMNKY U TPAHCNOPTUPOBKY
000opyAOBaHNA N TEKYLLME PpacXodbl HA PEMOHT N 3aMEHY KOMIJIEKTYOLWKNX. Takxe
Ba>XHO Yy4YMTbIBaTb, YTO He BCE AaTa-UeHTPbl NpenoCcTaBaAaloT AOCTYMN K
obopynoBaHuio B pexume 24/7.

-BepHYTbCS K COAEpP)XXaHUI0-

1.3.3. ApeHpoBaHHbIN (PpM3NYECKUNA cepBep B AaTa-ueHTpe npoBanpgepa (Dedicated)
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Mpwn onpeneneHHbIX 06CToATENbCTBAaX apeHaa rotosoro paboTatoLlero cepeepHoro
obopynoBaHUA C yaasleHHbIM AOCTYNOM CTAaHOBUTCS BbIrOJIHEE, YEM apeHda MecTa
ANs pa3meweHns cobcTBeHHOro cepsepa. Hanpumep, ecnm cepsep TpebyeTca Ha
OrpPaHNYEHHbIN CPOK, U €CNK Mo MHANBUAYanbHON cxeMe PUHAHCUPOBAHUS
OTHOCMTeNbHO HebonbluMe Nepnognyeckmne pacxonbl Ha apeHay 6onee
npennoYTUTENbHbI, YEM eIMHOBPEMEHHbIE KPYMHbIE KanuTaslIoB/I0XXEHUS B
MaLwwmnHbl 1 o6opyanoBaHne. Co6CTBEHHbIN CUCTEMHbIA aAMUHUCTPATOP
ocBoboxxpgaeTca oT 06aA3aHHOCTEN MO PEMOHTY, 3aKyMNKe 1N 3aMeHe
KOMMAeKTyowmx, nmbo ero MoxeT He bbITb coBCceM — 0bCnyXxunBaHue
060pyA0BaHNSA OCYLLECTBASIET NpoBanaep-co6CTBEHHMK.

-BepHyTbCA K coaepXaHuIo-
1.3.4. ApeHpoOBaHHbIA BUPTYaJibHbIX CepBep B pgaTa-ueHTpe nposangepa (VDS/VPS)

OTO cepBep, CO3ZaHHbIN C MOMOLLBLIO TEXHOJIOMMIA BUPTYaam3aunum n cpencTs
onepaumoHHON CUCTEMbI, KOTOPbIE pa3aenaoT pecypchbl prU3n4ecKoro cepsepa Ha
N30JINPOBaHHbIE BUPTYaJsibHble MallnHbI, MPY 3TOM Ka)K4as CTAaHOBUTCA
NOJIHOLLEHHOW OnepaLMoHHON CUCTEMON C COBCTBEHHOM NaMATbIO, NpoLeccamu,
nosib3oBaTtenamun. BuptyanbHble cepsepbl VDS/VPS faloT Takme e BO3MOXKHOCTH,
KakK n pusnydeckni cepsep, obecnevymsas rmbKoCTb B HACTpPOMKe ornepaLMuoHHON
cuctembl. B nogasnsatowem 60bLLUNHCTBE ClyHaeB BUPTYasibHbIA CepBep -
onTUMaNnbHbIN BapmaHT on4a yctaHoBku C20 3KL. MNMpenocTtaBnaeTcs rotosas
NHPPACTPYKTypa, OTCYTCTBYET PU3NYECKNN U3HOC N HEOBXOANMOCTb CejnTb 3a
annapaTHbIMU pecypcaMn 1 06HOBEHNAMN CEPBEPHOIr0 OKPY>XKEeHUSA. MOXXHO
MEeHSATb HAaCTpouku, paboTaTb C hansiamMm CUCTEeMbIl, YyCTaHaBMBATb U HacTpamBaTb
noboe nporpammHoe obecneveHune (Bepcuto PHP, cepsep 6a3 gaHHbIX U T. 4.).
MNpoBanaep obecnedymBaeT BbiNOIHEHME BCeX paboT, TpebyoLwmx pusnyeckoro
NPUCYTCTBUA PALOM C CEPBEPOM, a apeHaaToOpy OCTAeTCs TOJIbKO yaasieHHoe
CUCTEMHOE aAMUHNCTPUPOBaHME onepaumnoHHon cuctemsl n C30 3KL.

B pamkax ba30oBon rapaHTUNHON TEXHNYECKOW MOAAEPXKKN yHacTne cobCTBEHHbIX
CUCTEeMHbIX aAAMUHUCTPAaTOPOB A5 apeHJ0BaHHOI0 BUPTYasIbHOro cepBepa He
noTpebyeTcsa BOBCE: CNeUNanncTbl KOMNAaHUN «OTKPbITbIE TEXHOIOMUN» B MOJTHOM
obbeMe nponssenyT HeobxogMMoe CMCTEMHOE aAMUHUCTPUPOBaHNME.

Ecnu oueHnBaTb CTOMMOCTb TEKYLLMX PAacX0O0B Ha apeHay, BUPTYyasibHbI cepBep
— HauMeHee 3aTpaTHbIA BapMaHT.

-BepHYTbCS K COAEpP)XXaHUI0-

1.4. TpeboBaHua no noarotoeke TexHM4YECKOW NJoWaaKm K yctaHoBke C30
3KL

B pa3nene nepevynciyieHbl OCHOBHbIE Tpe6OBaHVIF| K lNnowanke, co6mop,eH|/|e
KOTOpbIX Heobxoanmo anga yctaHoBkn C30 3KL cmnamm rapaHTUNHON TEXHNYECKON
noanep>XkKu:
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KJINeHTa
e BupTyanbHasa MalwmnHa Ha 6a3e onepaumoHHon cuctembl Ubuntu Server
20.04.

e CTaTu4HbIN «benbin» ip-agpec AOCTYMNHbIN U3 ceTn NHTepHeT 6e3
OrpaHNYEHNI N BMeLlaTeNbCTBa B Tpaduk BHewHero MO gna obpaboTkm
rnoJib3oBaTeNbCkMx 3anpocos (80 n 443 nopThl).

Mpun HecobnoaeHUN AaHHOro TpeboBaHUA YCTAHOBKA CYMTAETCA JIOKaJIbHOW U
nobble NpeTeH3un K paboTe Beb-uHTepderca NPUHNMAOTCSA TOJIbKO eCJIN OHU
BOCMPON3BOASTCSH HEMNOCPEACTBEHHO Ha JIOKAJIbLHOM MOPTY.

e HeorpaHMYeHHbIN NCXOAALWMA A0CTYN K ceTU VIHTepHEeT aNs ckavynBaHus
0B6HOBNIEHUI, OTNPABKM NMOYThI U PaboTbl MHTErpaLui.

e BO3MOXXHOCTb [0CTYyrMa K BUPTYyaJibHOW MallMHE NO NPOTOKoy ssh (22
nopT) C MOJIHOMOYMAMN aAMUHNCTPaTOpPa (root) Ansa cny>kKbbl TEXHNUYECKOW
noAnEPIKKW.

e loMmeHHOoe nM4 (onuMoHaIbHO).

e [locTyn K smtp-cepsepy Ana 6osee HageXHON OTNPaBKWN yBeOOMSIEHUN U
onoseLwleHUn ona cnywaTtenen n npenogasatenen 8 C30 3KL
(onumMoHanbHO).

B cny4yae, ecnm Bbl pa3MmellaeTe cuctemMy y nposangepa, ocobeHHo rnpu apeHge
VPS/VDS, BCe nepe4yuncsieHHoe BXOAUT B BONbLIMHCTBO TUMOBbLIX MAaKETOB U
npenocTaBssieTcs Nposanaepom. ECnm y Balwmx TeXHNYECKNX CNYy»XO BO3HUKHYT
C/IOXKHOCTW C NpeaocTaB/ieHNeM JaHHbIX pecypcoB, peKoOMeHAYyeM pacCMOTPEeTb
BO3MOXXHOCTb pa3MeLlleHNs CUCTEMbI Yy BHELLHEro rnposavaepa.

MNakeT «Kpocc» AoMNyCcKaeT HEKOTOPbIE OTCTYMJIEHNSA OT NepeyYnCNeHHbIX
TpeboBaHMM, NO3TOMY, eCc/in BaM TpebyeTcs pa3MecTuTb CUCTEMY Ha Ballen
BHYTPEHHEN nJowanke, Npm 3TOM Bbl XOTUTE OTCTYNMUTb OT HEKOTOPbLIX MYHKTOB
AaHHbIX TpeboBaHMN, CBSIXKUTECH C HALLUUM KJIMEHTCKMM OTOEIOM, 4TObbI
npmnobpectn obHOBMEHME 00 NakeTa «Kpocce».

-BepHyTbCA K coOAepXXaHUI0-

2. OOW MM aNropuTM pasBepTbiBaHUA U XXKU3HEHHbIN uukn C30
3KL Ha cepBepe 3aka3uuka

2.1. AKTUBaULMA KJ1l04a U NoJiy4YeHue AoCcTyna K JIMMHOMY KabuHeTty

1) Mocne npnobpeTeHns CUCTEMbI, Ha apPEeC JIEKTPOHHOM MOYThI, YKa3aHHbIN B
cneuncuKaumn K 1orosopy, 6yaeT BbiC/1aH KoL aKTUBaLUun. JaHHbIA Kog

aKTmBauunn HeO6XO,£I,I/IMO nepenaTtb npeacrtraBmnTesnio BaLuen opraHmsaunnm
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KJIMEeHTa
(omcneTtyepy-agoMUHNCTPATOPY).

2) AncneTyep-aAMMHUCTPATOP BbINMOJIHAET aKTUBALIMIO KJIlOYa MO UHCTPYKLUN B
COMNPOBOANTENBHOM MUCbME C KJTKOHOM.

3) B ciyyae ycnewHom akTUBaLnumy, Ha Bally 3/IEKTPOHHYO NOYTY NpUAET NUCbMO C
NHCTPYKLUMSMW MO BXOAY B JINYHbIA KabUHET, a Ha HoMep MobusbHoro TenegoHa —
napoJib.

CoxpaHsaiTe NorvH 1 NapoJsib OT INYHOro KabnHeTa B HageXxHoOM 1 6e3onacHoMm
MecTe. Hu B KoeM cyyae He coobLianTe 3TU AaHHblIe TPETbMM NMLaMm.
Pacrnopsi»>xeHus, nepefaHHble C NCMONIb30BaHMEM 3TUX PEKBU3NTOB ICMONHUTENb
BbIMOJIHAET KaK MpsiMble PacropsiXKeHUs yrnosIHOMOYEHHOr o NpeacTaBuUTens
opraHu3sauun. B cnyvyae cMeHbl AncneTyepa-agMUHUCTPATOpPa, NodanTe 3asBseHne
0 CMEeHe KOHTaKTHOro /1L, a He NpPoCcTo NnepegaBanTe Naposib. B NnpoTUBHOM
CJlyyae BCS lopuandeckas oTBETCTBEHHOCTb (Mepes Ballen opraHusaunen) byner
OCTaBaTbCs Ha NepCcoHe npeablayLlero NnpeacTaBuTens.

4) MeHepyxep no paboTe ¢ knmeHTaMn OO0 «OTKpPbITbIE TEXHONOMNN» CBSXKETCS C
BaMu 1 npoBeaeT TenedoHHbIN MHCTPYKTaXK No paboTe C INYHbIM KabnHeToM.

-BepHyTbCA K coAepXXaHUI0-

2.2. NoarotoBKa K yctaHoBke C90 3KL

1) BHUMaTeNbHO U3y4nTe MaTepuasbl, U3JI0OXKEHHbIE B pa3gesiax «PadmeuleHne
TexHunyeckon nnowagkm C30 3KL», «PewleHns, KOTopble 3aKa3ynKy Heobxoammo
NPUHATL Nepel YyCTaHOBKOW» U «PeKBM3NTbI U NpaBa A0CTyna, Heobxoammble ang
YCTaHOBKW», onpegenntecb ¢ HeobxoanMbIMK 419 BaC NapamMeTpamMm n
HaCTpOWKaMu.

2) Npoun3sBenunTe NepsoHavyasbHYO YCTAaHOBKY ONnepauMoHHON CUCTEMbI Ha
TexHn4yecKyto niaowanky c y4yetom TpeboBaHuin pasgena «PasmeuleHuve
TexHunyeckon nnowanku C30 3KL» n cnenyowmnx peKoMeHgauui:

e 1ns nydwero pasrpaHNU4YeHns 30H OTBETCTBEHHOCTU peKoMeHayeTcs
BblAENATb A8 TeXHUYECKON MAOWaAKN BUPTYasibHbIW BblOesIeHHbIN
cepBep. B 3ToM cny4vae pasrpaHuYyeHne 30H OTBETCTBEHHOCTH
NcnonHuTensa n 3akas4vynka bygeT npoxoanTb MO rpaHuLLam 3Toro
BUPTYaJIbHOIr 0O BblE€/IEHHOI0 cepBepa.

e Ha MoMeHT nepepayn lNnowankn NcnonHmTento, onepaumoHHasa cuctema
AO/HKHa 6bITb YCTaHOBJIEHA B MUHMMAJIbHOM BapuaHTe, 6e3 nboro
AOMNOJIHUTENbHOIr0 MPOrpaMMHOro obecnevyeHns, KOHTEHTA N Y4ETHbIX
3anucen, KpoMe MUHNUMasIbHOro Habopa aBTOMAaTUYECKN YCTAHOBJIEHHbIX
caMor onepaLmoHHON CUCTEMO NaKeTOB NporpamMmmHoro obecnevyeHuns,

H806XOD,I/IMbIX N AOCTATO4YHbLIX ONA YOAa/Jl€EHHOIo noaKan4YeHnA no
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KJIMEeHTa
npoToKoJy ssh.

e KOHCyNbTauumn co CTopoHbl cnonHnTens no nopsaaky npenBapuTesbHON
YCTaHOBKM OCYLLECTBASIOTCA MO 3anpocy NpeacTtaBuTens 3akasymka.

e Ecnnm MNnowagka npenoctasnseTcs 6e3 npegyCcTaHOBAEHHOW OonepaunoHHON
cuctembl Ubuntu Server 20.04 TLS 64 bit, icnonHuTenb caM BbINOJIHAET
YCTAHOBKY ONepaLnOHHON CUCTEeMbI, AN Yero TpebyeTcsa conencrTeme
3aKa34yuka, B BUae npenocTtaB/ieHNs BPEMEHHOI0 yaasieHHOro AocTyna K
rpacpuyeckomy TepmmHany (KVM-IP no npotokony VNC nnu RDP) nnun
3arpysKku ¢ paewi-HakonuTenda C NOAKJYeHNneM gocTyna rno ssh
cneuvanncTty NcnonHuntens.

3) YbenuTech, 4TO TexHU4Yeckasa naowanka AOCTyrnHa U3 ceTu Internet no
npoToKosy ssh.

Ecnu npepnonaraeTcs, 4To cpefa 3NeKTPOHHOro obyyeHnsa AosKHa ObIThb
[ocTynHa n3 cetn MHTepHeT, ybeantech, 4To MNnowanke Ha3Ha4YeH cTaTU4eCcKuin
«benbin» ip-agpec, KOTOPbIN AenernpoBaH HeMoCpeaCcTBEHHO Ha CETEBOM NOpPT
Mnowankn 6e€3 Ncrnosib30BaHNS TakKNX TEXHONOMNIN, KaK «0OpaTHbIN MPOKCU>»,
«DMZ» n «npobpoc nopTa».

4) YcTaHOBUTE Ha naowagky ssh-KJo4Y, Kak YKa3aHo B pa3gene «PeKBU3UTLI U
MpaBa OOCTYyMa, Heobxoaumble ans YCTAHOBKW>,

5) NMogroTtoBbTe K Nepepayve MicnonHntento Bce Heobxoanmble AaHHbIE,
nepevYncneHHble B pa3genax «PelieHuns, KoTopble HeE06X0ANMO NMPUHATL Nepes
YCTaHOBKOW» 1N «PeKBM3NTbI 1 NpaBa AoCTyna, Heobxoanmble ANa YCTaHOBKU».

-BepHyTbCA K coaepXXaHUIo-
2.3. YcTaHoBKa C20 3KL

1) BonauTte B NINYHbIN KabuHeT Ha canTe cnoaHUTEeNa C MCNOJIb30BaHMEM JIOFMHA
N Napons, NONYYEHHbIX NpU akTuBauum kKnw4da. Cosgante HOBYHO 3asBKY B
KaTeroputo «FapaHTunHasg Texnogaep>xka / YctaHoBka C30 3KL Ha cepBep».
3anosiHNTe NossA 3a8BKN, KOTOPbIe OTKPLIJIMCh NMocie Bbibopa Tuna 3asaBkn. B
conpoBoanTenbHOM coobuweHnn coobwmnTe BCO HEOBXOANUMYIO MHOPMALMIO.

Ecnm BMeCcTO nepBoOHaYaibHON YCTAaHOBKN BaM HEO6X0AMMO BbIMOJAHUTL NEPeHOC
nnn obHoBIEHME CyLLEeCcTBYOLWEN cucTeMbl Ha Bba3e Moodle nnan C30 3KL, cpa3sy
coobwnTe 06 3TOM B 3a8BKe, NPUIIOXKUB MHpOpMaL Mo, rae HaxoanTca SQL-gamn v
apxuB nankm moodledata cywiecTByouwen CUCTEMbI MU PEKBU3UTBLI CepBepa Co
CTapon MHCTannaumnen.

9T0 HeobxoaMMO caenaTb MMEHHO Ha 3TOM 3Tane, nHaye CUCTeMy NpuaeTcs
NOBTOPHO NepeycTaHaB/IMBAaTb C YHUYTOXEHMEM BCeX AaHHbIX. B paMkKax

FapaHTI/II7IHOIZ TexnogaepXXkKn npegycMoTpeHO HeE bonee OOHOro rnepeHocCa Nin
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KJINEeHTAa

I'IOBTOpHOI7I WHCTannsauunm B rog. 4obaBuTb AaHHbIE U3 CTaDOVI Cncrtembl
aBTOMaTU4YeCKN BO3MOXXHO TOJIbKO Ha 3TOM 3Tane, BCe oCTaJibHble CNocobbl
npegnonarakoT py-|H0|7| nepeHocC sallimMm CUJiaMn Uin 3a OTAOEJIbHYIO MJ1aTy.

2) NH>xeHep UcnonHUTeNns NpoBepUT KOPPEKTHOCTb 3anoJIHEHUS 3a8BKUN, MOJIHOTY
OaHHbIX, AOCTYMN K CEpBEpPY M 3anyCcTUT npoueanypy ycTaHoBKU. 10 OKOHYaHUK
YCTaAHOBKM (B Ciiy4ae ycnexa) nHxxeHep NcnonHntens coobwmT B 3as89BKe
TexHun4Yeckunm agpec sawen nHctannsauyum C30 3KL.

CaMa yCTaHOBKa NPONCXOANT aBTOMATUYECKUN, C MOMOLLbIO MPorpaMMHoro poboTa,
KOTOPbI HAaNpPsIMyto NOAKI0YAETCA K NaoWanke no npoTokosay ssh.

B cnyyae, ecnim onepaunoHHaa CUCTEMA Ha Naowanke nav gocTyn K cepBepy Mo
NPOTOKOJy SSh HEBO3MOXKHbI, aBTOMATUYECKas yCTaHOBKa He AOCTyrnHa. B 3Tom
CJly4ae OCTalTCA BapMaHTbl CAMOCTOSITE/IbHOW YCTAaHOBKW CUlaMin 3akKas4vymka nan
PYYHOWN YCTAHOBKW cunaMmn MICMoNHUTENS B paMKax JINLEH3UN «Kpocc». Ons
nprnobpeTeHmns nuueHsnm «Kpocc» obpaTuTecsk B KIMEHTCKUI oTaen NcnonHnTens.

-BepHYTbCS K COEepP)XXaHUIO-

2.4. O3HaKOMJIeHue C MapLIpyTOM BHeApPEeHUsA U nepBUuYHaa HacTpouka C30
3KL

1) C rnaBHOM CTpaHULbl KJIMEHTCKOro nopTaja nepengnte K MapLipyTy BHeApEeHUs
. Ons BXxoAda Ha KypC UCMOIb3ynTe NOrMH 1 Naposb OT JIMYHOro KkabuHeTa.

2) N3y4nTe npepnaraemMole matepuansl no sHegpeHunto C30 3KL. PekomeHayeMm
Ha4YMHaTb C HACTPOWMKWN BHELUHEro BUAa U BUTPUHbI KYPCOB, 3aTeEM rnepexoanTe K
BbIbOpy cnocoba BBOAA B CUCTEMY CNMNCKaA NOMb3oBaTenen. BoibepuTte akTyalbHble
019 Ballen opraHusauum n ciengymte npenocTaBieHHbIM peEKOMEeHJaLNsM.

Iona TmnoBbIX onepau,vu7| npenycMoTpeHbl cneunalJibHble TUrbl 3a4BOK B JINHHOM
KabuHeTe. Mpwn Bb|60pe cneunanbHbIX TUMOB 3aABOK, OTKPbIBAETCA aHKETA,
cogepXawaa CCbJIKU Ha NMHCTPYKUUN N peEKOMeEHdaLU W, NOMOratowmne npuHATb
pewieHna N 3afoJIHNTb 3aABKY.

-BepHyTbCA K coOAepXXaHUI0-

2.5. NMNony4yeHne BBOOHOINO MHCTPYKTaXa

BBOOHLIN MHCTPYKTaX B paMKax rapaHTUNHON TeXHUYeCKOoN nognep xkKu
npefocTaBssieTcss OAHOKPATHO, MPOAoJIKMTEeNbHOCTbIO A0 1 Yaca. MNepen ero
nony4yeHneM pekoMeHayem 3apaHee NOAroTOBUTb CMUCOK BOMNPOCOB, KOTOPbIe Bac
MHTEepeCcyT U OTBETblI HA KOTOPbIe He yAaJ10Cb MOJYy4NTb CaMOCTOSATESIbHO.
BBOAHBLIN MHCTPYKTaXx NpoxoaunT B hopmaTe BebrHapa, NO3TOMY Ha HEM UMeeTCH

BO3MOXHOCTb NMPoAeEMOHCTPNPOBaATL peLlleHnd HenocpeacrBeHHO Ha BaLwlen
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KJINEeHTAa
cucTemMe Uan Ha AEMOHCTPALMOHHOM CTEHAE.

BBOOHbBIV MHCTPYKTa>X NPOBOANT METOAUCT KOMMaHUM — 3KCMepPT No CLeHapusam
ncnonb3oBaHmsa C30 3KL gna peweHns pasindHbiX 3a4a4 KJIMEHTOB (B OTaM4mMe oT
0ObIYHOM KOHCY/IbTaLMM B paMKaX rapaHTUNHON TEXHNYECKON NOOOEP)KKN, Ha
KOTOPYIO OTBEYaloT CcneunaancTbl TEXNOOAEPIKKN).

Ans nonyy4yeHnUs BBOOHOIO MHCTPYKTaka HeobXxoAMMO co3aThb 3a8BKY B KaTeropumu
«[apaHTnnHaa Texnognepxka / BBOAHbIM MHCTPYKTax (1 4ac)» u ykasaTb B popmMe
3a89BKU NpeanoyYTuTeNbHble Anana3oHbl N NepeyYyeHb TEM U BOMNPOCOB, KOTOPbLIX Bbl
xoTenun 6bl KOCHYTLCA B X04€e KOHCy/bTauun. PekomeHayem oTnaBaTh
npeanoYTeHns BbICOKOYPOBHEBbLIM OM3HeC-3aa4vaM, CLeHapusaM U CTPYKType
OpraHm3aunm CUCTEMbI, HEXXeNN NPOCTbIM BONPOCaM, OTBETbl HA KOTOPbIe MOXXHO
NOJIy4YMUTb B TEXMNOALEPXKKE NJIN CAMOCTOATESIbHO HAWTU B CripaBKe.

-BepHyTbCA K coAepXXaHUI0-

2.6. MNonyvyeHue KoOHcynbTauum n obcny>xusaume C30 3KL

TexHn4yeckas noaaep>kKa ocyuecTsasieTcs B popme 06paboTkm 3a89BOK B IMHHOM
KabnHeTe kKnneHTa. [OoCTyn B NNYHbIA KabUHET NpeaycMaTpUBaeTCa TONbKO ANA
ancneTyepa-agMUHUCTPaATOpa 3aka3ynka.

Ana TMnoBbIX onepauun (HanpmMmep, HaCTPOMKa OTMNPaBKM SJIEKTPOHHOW MOYTHhI,
CMeHa NOMEHHOro UMeHM, HaCTpOoMKa pe3epBHOro KonmposaHus, coobleHne o6
ownbke n T. N.) NpeaycMoTpeHbI cneynanbHble WwabnoHbl 3a8BOK: BbibOpe Taknx
TUMNOB 3asiBOK OTKPOETCH CcreunanbHaa hopmMa U NoACKasKKM CO cCbliIkaMu Ha 6a3y
3HAHWUN, Pa3bACHAKWME HIDAHCLI NPeasioXKEeHHbIX BapuaHToB. MoaTomy, npu
CO3[aHMN 3a89BKN Ba>XHO NPaBuIbHO BblOpaTb KaTeropuo 3asaBKu, B paMKax
KOTOpPON BaM HeobxoamMa KOHCYyNbTaums.

Ina HekoTopbiX BUAOB AnueH3nn C30 3KL gocTynHa TenedoHHaa Texnoanepxka.
Mepen obpalleHMeEM Ha ropaYylo INHUIO, MoXXanyncTa, ybegntech, 4TO Balla
JIMUEeH3nA NpoAyKTa npeaycMmaTpumBaeT TesiepOHHOE KOHCY/IbTUPOBaHME, HaYe
orepaTop He CMOXXeT Bac NPONHMOOPMMPOBATL HMN MO KaKMM BOMpPOCaM.

Ecnmn Bbl MOHAMN, 4TO HY)XAaeTeCb B TeNle(pOHHOM KOHCYJ/IbTUPOBAHNN, @ OHO B
BalLlEN BEPCUN He NpenyCcMOTPEHO, obpaTUTECh B KJIMEHTCKUI OTAEN —
MeHeO)Kepbl KOMMaHUM NMoMoryT chopMmpoBaThb CHET Ha anrpeng 40 JNLEH3UN C
Tene@oHHOW Texnoanep XKowu.

Tak>Xe MOXXHO paclMpUTb KOJIMYECTBO NpencTaBuTenen KameHTa, uMerLwmx
BO3MOXXHOCTb 006pallaTbCa B rapaHTUNHYO TEXHUYECKYIO NOAAEPKKY.

B C20 3KL BCTpoeHa KOHTEeKCTHas CcripaBKa: B 3aBUCUMOCTUN OT CTPaHULbl CACTEMBI,
Ha KOTOPOW B AaHHbIN MOMEHT HaXo4UTCA NOMb30BaTesb, B CNpaBKe
oTobpa>katoTCsa CCbIIKM Ha CTaTbW 13 Ba3bl 3HAHWNW MO Teme nHTepdenca. Habop

peKoOMeHOOBaAHHbLIX cTaTen MeHseTcs B 3aBUCMMOCTUN OT POJZIN NOJIb30BaTEJIA.
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Bocnonb3yntecb cCripaBKkon MMeHHO B TOM nHTepgence C30 3KL, B KOTOPOM
CTOJIKHYJINCb C 3aTpyAHeHueM ans nonyyeHms Hanbonee peneBaHTHbIX
MaTepunanos.

-BepHyTbCA K coOAepXXaHUI0-

2.7. ObHoBneHue C30 3KL

000 «OTKpbITbie TEXHOMOrMK» NPOBOAUT NOCTOAHHYO paboTy no ynydweHunto C30
3KL n exxemMecsa4HO BblMyCKaeT HOBYIO Bepcuto npoaykTa. C nepevyHemM 4opaboTok u
NCNpPaB/IEHHbIX OWNOOK, BbIMOJIHEHHbLIX B 04epeaHOM penun3e NnpoayKTa, MOXXHO
03HAaKOMUTbCA B paclIMPEHHOM aHOHCe penusa. [nsa obecnevyeHns 6e3onacHOn u
cTabunnbHoOM paboTbl CUCTEMBbI HACTOATENILHO PEKOMEHAYEM PEryasapHO
yCTaHaBAMBaTb 0OHOBNEHUS.

ObHoBIeHNA BbINOAHAOTCA cunammn NcnonHutensa, aAna 4yero TpebyeTcs nonaTb
3as8BKY B KaTeropun «FapaHTunHaga Texnogaepxka / ObHosneHune sepcun C30
3KL».

-BepHyTbCA K cogep>XaHuto-
2.8. NepeHoc C30 3KL Ha papyrom cepsep

B paMKax rapaHTUMHON TEXHUYECKOWN NoAaAep XKW NpeaycMoTpeHo He 6onee
04HOro nepeHoca cuctemsol B rogd. MNpm nepeHoce cMCTeMbl Ha HOBbLIN CepBep,
CTapada cuctema ynanseTcd. B cnydae, ecnm TexHn4eckas naowanka
CKOMMNpoOMeTMpoOBaHa AOCTYNOM K HEW NMOCTOPOHHUX NUL, (B TOM 4ucne
COTPYOHNKOB 3aKa34MkKa), BOCCTaHOBJIEHMNE CTaTyCca aTTEeCTOBAHHOW MHCTaNAAUMn
N MOSIHOMN FapaHTUNHON TEXNOAOEPXKKN BbINOJIHAETCSA TakXe NnyTeM rnepeHoca
CUCTEeMbl Ha YCTAHOBJIEHHYIO C HYNA TeXHUYECKYIo naowanky, 4Tobbl UCKNOYNTb
nocneacTBns 4eNCTBUN N HACTPOEK, BbIMOJIHEHHbLIX MOCTOPOHHUMN JINLAMU.

Ina nepeHoca cMCcTeMbl Ha HOBYIO l10oWaaKy NoAroToBbTE CepBep aHa/lorM4yHo
NOArOTOBKE cepBepa A4 NepBoHavyaJibHOW YCTaHOBKU U NofanTe 3asaBKY B
KaTeroputo «FapaHTUHag Texnognep>xka / NepeHocC Ha Apyrom cepeep».

CMeHa OOMEeHHOro nMeHun 6e3 nepeHoca CMCTEMbI Ha APYrol cepBep He cYMTaeTCs
NepeHOCOM W BbIMOJIHAETCS B PpaMKaxX 3asiBKW Ha HAaCTPONKY LOMEHHOIro UMEHMN.

-BepHyTbCA K coOaepXaHUI0-

2.9. CMeHa npeacTaBuTeNa KJIMeHTa (aMcneTyepa-agMUMHUCTpaTopa)
Insa cMeHbl NpeacTaBnTens HeobxoaAMMo BbINONHUTL Clieaylowme aencTeus:

1) 3anauTe B 3aaBKYy «[1pofa>kmn / CMeHa npeacrtaBuTens KJAMeHTa» N ckadyanTe
wabnoH nucbMma.
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2) 3anosiHUTe 1 pacnedyaTanTe wabnoH. MoanuwnTe ero y pykoBoamTesnsa Ballen
opraHusauum (B csay4dae, ecnm pykoBoauTesib 4eNCTBYeT Ha OCHOBaHUU
NOBEPEHHOCTN, NMOJy4YnTe CKaH LOBEPEHHOCTH).

3) 3arpy3unTe B INYHbIN KabNHEeT CKaH NM1ucbMa (U LOBEPEHHOCTMN).

4) OTnpaBbTe OpUrnHabl 4OKYMEHTOB NMo4YTon Ha agpec: r. Mockea, 117303, a/a
33 000 «OTKpbITble TEXHONOMMK». B Ka4ecTBe afibTEPHAaTUBHOIO BapuaHTa,
NMCbMO MOXXeT 6bITb NnognuncaHo UM v HanpaBeHO Yepes CUCTEMY /IEKTPOHHOI O
nokymeHToob6opoTa «Anagok».

-BepHyTbCA K cogep>XaHuto-
2.10. NpekpaweHe rapaHTuMHoro oocny>xusauusa C30 3KL

Mocne OKOHYaHUs CpoKa OENCTBUA NULEH3NN, ecnn He Bbl1o npunobpeTeHo
npoasieHne, rapaHTunHoe obcnyxmBaHue npekpawaeTcs. Cama cucrtema
npofo/mkaeT PYyHKUNOHNPOBATD, 3a UCKIOYEHUEM (PYHKUWIA, 3aBUCUMBIX OT
«0ObnaYvyHbIX CEPBUCOB» (Hanpumep, KOHTEKCTHaA CrpaBKa). TakXe, Mpyn OKOHYaHUK
FapaHTUMNHOIoO 06CNY>XMBaHMA NpeKpaLlaeTcs A0CTYN K JINYHOMY KabuHeTy
TEXHNYECKOW NOAOEPXKWN U NMpefocTaBaeHne onctpnbytmeos ¢ 06HOBAEHUAMMN.

MNepen OKOHYaHWEM CpOKa rapaHTUNHOro o6CNyXXMBaHNA peKOMEHAYEM 3anpoCUTb
root-goCTyn K Ballen cucteMe: nocjie npekpaleHns rapaHTUNHOro o6cny>xmMBaHms
HMKaKMe 3a89BKN TeXHUYECKON nogaepxkom obpabateiBaTbCca He ByayT, noaToMy

BaM NpuaeTcsa nosyy4aTb root-4oCTyn CaMOCTOATENbHO, KaK YKa3aHO B MHCTPYKLLAW.

-BepHyTbCA K coaepXXaHUIo-

2.11. BeiBog C30 3KL M3 sakcnsiyaTauum

MNepen BbIBOAOM CUCTEMbI U3 3KCMJlyaTaUUn PeKOMEHAYEM CAeNnaThb MOJIHYH
PEe3epPBHYIO KOMUIO N COXPAaHUTb €e Ha HaZle)XHOM HOoCUTEeNe.

-BepHYTbCS K COEPXXaHUIO-

3. MopAnoOK YCTAHOBKM U Nepenady CUCTEMbI Ha NOA A ePXKY

YcTaHoBka C20 3KL MoxeT 6bITb BbINOJ/IHEHA 3aKa34YMKOM CaMOCTOATEIbHO Un
coTpyaHunkamm UicnonHutens.

Heobxoaonmble cBegeHUsA AN CAaMOCTOATE/IbHOMN YCTAaHOBKE U3/10XKEHbI B
OTOEe/IbHOW CTaThbe.

Ecnun yctaHoBka C20 3KL Ha cobCTBEHHbLIN CepBeEpP Ballen OpraHm3aunmn Bbl3blBaeT
3aTpyAHEHUS (He MOHATHbI NONIOXKEHNSA AAaHHOW MHCTPYKLUMK, HEAOCTAaTOYHO

KBaJ'IVIq)VILI,VIpOBaHHbIX COTPYOHUMKOB, HE XBaTaeT HeO6XOJJ,I/IMbIX TeXHn4yeCckKnmx
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pecypcoB 1 T. n.), obpaTnTecb B HaW KJINEHTCKNI oTaen no tenecgoHy +7 499
213-30-72, Mbl C YAOBOJIbCTBNEM MOMOXKEM BaM BblpaboTaTb asibTEPHAaTUBHOE
pelleHmne. 9To MoXeT bblITb yCTaHOBKa Ha apeHA0BaHHYIO BUPTYasibHYO MalLUWHY B
haTa-ueHTpe nposangepa (VPS/VDS) nnu nepexon Ha Hawmn obnavyHble Tapudbl.

KpaTkas nHhopmMaumsa rno npoueccy yCTaHOBKU U HACTPONKU CUCTEMBbI CUS1IAMU
NH>XXEHEPOB rapaHTUNHOW TEXHNYECKON nogaepxkKn IcnonHnTena paccMoTpeHa B
pasgene «YctaHoBka CO0 3KL». Huxe npuBeaeHbl AaHHble, KOTOpbie 06a3aTeNlbHO
AO/HKHbI 6bITb NpeaocTaBfeHbl IcmonHUTento nepen yCTaHOBKOM CUCTEMbI Ha
noaroToBJsIeHHYIO nowanky.

Ecnn B npouecce NpUHATUA 3TUX PeELUEHNI Y BaC BO3SHUKHYT BOMPOCHI, Bbl MOXETE
06paTUTLCS B HUMN B TEXHUYECKYIO MOOLEPXKKY.

Moaopa3symMmeBaeTCs, 4TO K 3TOMY MOMEHTY BCe pelleHuns, CBA3aHHble C BbI60pOM
TexHun4ecKon NaoLagkm n ee XapPaKTeEPUCTUKaMM BaMn NMPUHATBLI N Ppeasin30BaHbl.

-BepHYTbCS K COEepP)XXaHUIO-

3.1. PewieHusn, KoTopbie 3aKa34MKy HeobxoaMMo NpUHATL Nepen,
YCTaHOBKOM

MNepen yCTaHOBKOW CUCTEMbI HEOBX0AMMO NPUHATL PS4 pewweHnin. Mbl NnocTapaanch
MaKCMMalbHO OCBETUTb 3TN BOMNPOCHI B LIMKE CTaTen «Bonpockl Mo yCTaHOBKE
C30 3KL Ha cepBep kaneHTa» Hawen 6a3bl 3HaHM. Ho ecnin BaM noTpebyeTcs
AOMNOJIHNTEsIbHAS KOHCY/IbTauWns, Bbl MOXXeTe 06paTUTbCs B CNy>XOy rapaHTUINHON
TEXHNYECKOW MOAOEPXKN U HALLN NHXXEHepPbl MOCTaparTCsa BaM NOMOYb.

-BepHyTbCA K coaepXXaHUIo-
3.1.1. Boibop npepcraButenna 3akasvuuka (AMcnerTyepa-agMUHUCTpaTopa)

AvncneTyep-aAMUHUCTPATOP 3TO, B NMEPBYIO o4epenb, METOAUCT N MeHeaXep
npoekTa (He NnyTanTe C CUCTEMHbIM aAMUHUCTPATOPOM).

OCHOBHbIE TpGﬁOBaHVIFl K ONCMNeTYHEPY-aAMNHUCTPATOPY:

e yBepeHHoe BnageHue [K;

* NMOHMMaHWe Lefien 1 3aa4 BHeAPEHUS 3NeKTPOHHOro oby4yeHns B
opraHumsauun;

* HaaM4yme NOJIHOMOYUI O NPUHATNS BONbLUNHCTBA PELUEHUI MO NPOEKTY
BHEeAPEHUSA 1 NoOOEPKKN SNEKTPOHHOIr0 0by4eHnsa nam BO3MOXKHOCTb
onepaTUBHOIO COrJlacoBaHMUsA TakKUX peLueHnn.

Bcé B3aI/IMO,D,eIzCTBI/Ie Nno yCtaHOBKE, HaCTpOI7IKe n nogoep>xKe CNCTeMbI
NcnonHunTenb BeneT C ancnetT4epomM-aaMMHNCTPATOPOM. C ocTa/lbHbIMM
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COTPYAHMKaMM CBOEW opraHmM3aunm gucneTtyep-adMMHUCTPATOP KOHTAKTUpPyeT
caM. Mo 3anpocy ancneTyepa-agMUHUCTPATOPA, KINEHTCKUI otaen NcnonHntensa
MoXeT 006aBUTb AOMNONHUTENbHOE KOHTAKTHOE JIMLI0 B KOHKPETHYI0 3as8BKY
(TpebyeTcsi ®NO 1 3neKTPOHHAs NoYTa), Nnocse Yero oHo byaeT BUAETb NEpPEnncKy
B 3asiBKE N Aaxke CMoXeT 006aBNsiTb KOMMeHTapuK, 0AHaKO TEXHNYECKas
noaaep>xkKa He obsi3aHa pearnpoBaTb Ha TakMe KOMMEHTapuUN.

Mbl He pekoMeHAYyeM Ha3Ha4yaTb AMcneT4epoM-agMUHUCTPATOPOM TEXHNYECKOro
cneunaincTta, Tak Kak OH HeAO0CTaTO4YHO BOBJiEYEH B UEJIN N 3aa4 OpraHn3aunnm
SNEKTPOHHOIO O6y‘-IeHVIF|.

MoapobHas nHpopMaLms 0 Ha3HaYeHUN AncneTYepa-aAMUHUCTPATOPa U3JI0XKEHA B
n. 2 «MNpeacTtaBUTENM U KOHTAKTHbIE NNLA» OEACTBYOLLEN BepCuUn PernameHTa.

-BepHYTbCA K conep>XaHWUo-
3.1.2. Bup yCTaHOBKM

HeobxoOoMmMo MakCUMasibHO MPO3pPayvyHO OOHECTU A0 NHXXEHEPOB TEXHNYECKON
nonnep»xkn lcnonHnUTens Kakas ycTaHOBKa BaM notpebyeTcs:

®* YNCTaA CUCTEMa «C HYNA»;

e BOCCTaHOBJEHME U3 pe3epBHON Konuu Moodle nam C30 3KL;
nepeHoC AaHHbIX U3 cyulecTBYoulen nHcTaanaunm Moodle nam C30 3KL;

obHoBNEHME cyllecTByOUWEeN nHcTannaumm Moodle nam C30 3KL.

ObpaTnTe BHUMaHME: 3TO pelleHne 06s3aTeNbHO HY>KHO NPUHATL A0 Ha4Yana
YyCTaHOBKM. [10Csie YCTAaHOBKN NOMEHATb JaHHOE peLleHne y>Ke He MoJIy4nTCs. 3To
CBS13aHO C Te€M, 4TO CAnTb 6a3bl AaHHbIX OT OBYX pPa3HbIX MHCTasnaunn Moodle nnan
C30 3KL TeXxHMU4YeCcKn HeBO3MOXXHO. Ecnm 6bina BbINOSIHEHA YCTAHOBKY «C HyNa», TO
BOCCTAHOBUTb AaHHbIE N3 CTAapPON MHCTANNALNN MOXXHO ByaeT TOJ/IbKO NyTeMm
MOJIHOW NepeyCcTaHOBKMN CUCTEMbI C MOTepen yKe HaKOMJIeHHbIX HOBbIX OaHHbIX.
EOVNHCTBEHHbIV BapuaHT C/IMAHUA B TAKOM CJly4ae — 3TO PY4YHOW NepeHoC BallnMm
cunaMun Uian rnepeHocC oThesibHbIX KYpPCOB NMyTeM UX 3KCnopTa/mMmnopTa.

-BepHyTbCA K COAepXaHUI0-

3.1.3. Tvn yCcTaHOBKM

Ona passepTtbiBaHna C30 3KL Ha lNnowagke opraHnsauum nnm B gata-ueHTpe Mbl
peKOMeHAYEeM BblAENNTb OTAEJIbHYIO BUPTYasibHYIO MallnHY. o eé rpaHmuam
pa3nenanTCs 30Hbl OTBETCTBEHHOCTU MeXXAY Hallen rapaHTUNHON
Texnogaep>XKom N TeEXHNYECKNMU ciy>kbamm 3akasymka. BuptyanbHasa MallmHa
A0JKHa BbITb YncTasa nam ¢ npegycrtaHosaeHHon OC Ubuntu Server 20.04 LTS
64bit (He [O/MKHO BbITb YCTAaHOBJIEHO TakKMX NporpamMm Kak ISPmanager, Webmin n
T.40.).
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Bo3MoXXHbI criegyowme Tunsl yctaHoBkM C20 3KL:

e Ny6anyHag - bygeT OoCTynHa nosib3oBaTenam ¢ noboro ycTponcTea,
NOAK/OYEHHOro K ceTn NIHTepHeT.

Ecnn Bbl apeHayeTe BUPTYasibHYIO MaLLNHY UM CepBep B AaTa-LeHTpe
npoBangepa — 3To Bcerga nybnanyHaa nHctannaumsa. B atom cnydvae BCo
NHGOPMALIMIO MO PEKBU3NTAM OOCTYyNa K CEpBEPY MOXKHO MOJY4YUTb B
Texnoanep>XKe 3Toro nposangepa.

e JlokaJsibHasa - 4OCTYMHa 4S5 noJjib3oBaTesien BO BHYTpeHHEN (J1oKasibHON)
ceTn opraHusauunn.
Ecnun Bawa naowanka He uMeeT cTaTnyeckoro «benoro» ip-agpeca, ycTaHOBKa

BCerna cYMTaeTCs JIOKabHOW, Aa)ke eCnu Bbl BbiBeAeTe ee B MUHTEPHET C MOMOLLbIO
npobpoca nopTta, DMZ nnn obpaTHOro npokcu.

-BepHYTbCS K COEepP)XXaHUIO-

3.1.4. OnpepeneHue BHELLHEro ip-agpeca cepsepa

Ecnun pocTtyn n3 cetn NMHTepHeT K C30 3KL He TpebyeTcs, 3TO peweHune
NPUHNMaTb He obsa3aTeNbHO.

B cny4dae ny6anYHOM MHCTaNNSALUWN, BHELLIHWIA ip-aApec cepBepa Bceraa cosnagaeT
C BHYTPEHHUM (B MPOTUBHOM CJly4ae YCTAaHOBKa CYMTAETCA JIOKasibHOW). Ecnn Bbl
apeHayeTe BMPTYyaJibHY0 MalLWHY UK CepBep B AaTa-UEeHTpe npoBanaepa, 3ToT
aZlpec MO>XXHO y3HaTb Y Hero.

Mpn Heob6XoAMMOCTM CyLEeCTBYET BO3MOXKHOCTb 0TOBPa3nTb JIOKaIbHYIO
MHCTannauuno B UHTepHeT. [Ind 3Toro 3aka3ynky HeobxoamMMo CamMoCTOATESIbHO
oTobpa3nTb 80 1 443 NopThbl C JIOKAJILHOIO CeEpBEPA Ha CTaTUYECKUN «Benbin» ip-
agpec n coobwnTb 3TOT ip-aApec B 3asiBKe Ha yCTaHOBKY. OgHaKo, Npu 3ToM
BapuaHTe TexHn4eckKasa nognep>xKa He rapaHTmpyeT AOCTYMNHOCTb Bawen C30 3KL
B IHTepHeT n He obpabaTbiBaeT CBA3aHHbIX C 3TUM 3a5BOK.

-BepHyTbCA K COAepXaHUI0-

3.1.5. CxeMa pa3buBKM XXeCTKOro gucka cepeepa

MonpobHas nHopPMaLMs 0 BO3MOXXHbIX BapuaHTax pacnpenesieHns AUCKOBOro
NPOCTPaHCTBa NpeAcTaB/ieHa B pa3aene «PasbuBka ancka». KoCBEHHbIM 06pa3oM
Balle pelleHne no pasbueke ancka bygeT cBs3aHO C BbIOpaHHbLIM MECTOM
pa3MelleHNs W BbleneHbiIMU CUCTEMHbLIMU pecypcamMm TeXHUYEeCKoW naoLlanKu.
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KJINeHTa
-BepHyTbCA K coaepXXaHUI0-

3.1.6. Bbibop/npuobpereHne n,OMEHHOro UMeHu (ONLUOHANbHO)

Mo pe3synbTaTam MHCTaNNALUN Mbl NPefoCTaB/IAEM TEXHNYECKUN OOMEH, BUAA
cNNNN.c.3072.ru, noatomy C30 3KL byneTt OOCTynHa, fa)e eC/n Bbl He
npenocTtaBuTe MHMopMaunto 0 BalleM JOMEHHOM UMeHU. A Npn HeOBXOAMMOCTH,
AOOMEH MO>HO CMEHUTb 1 No3)Ke, CO31aB COOTBETCTBYIOLLYIO 3aABKY B JINYHOM
kabunHeTe.

-BepHyTbCA K COAepXKaHUIO-
3.1.7. Bbibop cepTudmMkKkaToB M NPOTOKOJIa AocTyna K Bawen C30 3KL
BO3MO>XHble BapuaHThI:

e http — 6e3 wndposaHuns.

e https — c wndposaHmnem

Bce nybavyHble canTbl f0J/IXKHbI ObITb OCTYMHbLI MO MPOTOKOAY https. 9To Ba)XHO
ans 6esonacHOCTU BawWmMX Nosib3oBaTenen.

Ina NoKanbHbIX MHCTAaNNAUWN https He oba3aTeneH. Mpu HeobxoANMOCTU Bbl
MOXKEeTe ero HaCTPoOUTb CaMOCTOATE/IbHO, Ha 0O6PaTHOM MNPOKCU, 1 0653aTEeNbHO
coobWnTL 06 3TOM B rapaHTUNHYIO TEXHUYECKYIO NOOLEPXKKY.

Mbl peKoMeHOyeM UCNOoNb30BaTb cepTuduKaThl Let's Encrypt ansa nybavyHon
MHCTaNNAUMM U camonognucaHHble — A5 NoKasnbHOM MHCTannaumn. Oba BapmaHTa
becnnaTHbI.

Tak>xe Bbl MOXXeTe camMoCcToATeNIbHO NpuobpecTun SSL-cepTudukaT ons Bawero
JOMeHa 1 nepefaTb ero rapaHTUNHON TEXHNYECKON NogOep>XKU B 3asBKe Ha
YCTAHOBKY WJIN B 3aiBKe Ha HacTpounKy SSL (https).

Bonee nogpobHasa nHpopMaumnsa nssnoxxeHa B NnyHkKTe «lMpoTtokon HTTPS n SSL-
cepTndnKaTbl».

-BepHyTbCA K cOAepXaHUI0-

3.1.8. Cnocob pocTtaBku yBegomsneHun ansa C30 3KL no 3/1eKTPOHHOM noyTe

Ecnn cuctema paboTaeT Ha npsiMoM «beniom» ip-agpece, No ymMosa4aHuio JOCTyMNHa
oTrnpaBKa NMUCeM C TeXHU4YeCcKoro goMeHa. 14 rnosbilLUeHUA BEPOATHOCTN LOCTAaBKN
yBeLOMJIeHUN ONs nosiyvyatenen, peKkoMeHayeTcs noaKI0UYUTb MOJIHOLEHHbIN
NOYTOBLIN CepBep.
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KJINEeHTAa

MoaopobHee o HacTpomnke noyThl B C30 3KL «OTnpaBKa 3N1EKTPOHHbLIX MUCEM:
BapWaHTbl 1 BO3MOXXHble NpobsieMbl».

-BepHyTbCA K coOAepXXaHUI0-

3.1.9. Bbibop cnocob60oB n pe>xuMoB pe3epBHOro konuposaHua C30 3KL

MonpobHas NHoPMaLMs 0 BOSMOXXHbIX BapMaHTaxX CO34aHUA U XpPaHEHUSA
pe3epBHbIX KONWUIA NpeAcTaB/ieHa B pa3aene «Pe3epBHOe KONMPOBAHUE.

-BepHyTbCA K COAepXaHUI0-

3.2. PekBM3uTbI U NpaBa AocTyna, Heobxoaumbie AN yCTaAaHOBKMU

B cny4yae ycTtaHoBkK cunamm icnonHnTtens, 3aka3synk nepepnaet NcnonHuTesnto
AOCTyn K cucteme, Ha 6ase onepaumnoHHon cucteme Ubuntu Server 20.04
yCTaHOBJIEHHOW A0 3Tana, no3sosstouwero NcnonHnTento caMoCToATENbHO
NOAKNYNTBCSA K naowagke no npotokony ssh nocpencrtsom cetn NHTepHeT, €
npaBaMu cynepagMuHucTpartopa (root). [lanbHenwyo yCTaHOBKY M HACTPONKY
BblNOsIHAET cnonHuTenb.

YT106bl HALLWN NHXXEHEepPbl MO N NOOKUYNTLCSA K CEPBEPY N MPOOOJIKNTL
HaCTPOWKY, HeobxoANMMo yCTaHOBUTb Ssh Server n npenocTaBUTb HaM AOCTYN K
y4YeTHOW 3anncu rnosb3oBaTens root.

Ilnsi 3TOro Hy>XKHO BbINOJIHUTbL Ha CepBepe ABe KOMaHAObl (0bpaTnuTe BHUMaHME:
TpeTbs KOMaHAa A0BOJIbHO OJIMHHASA, Ba>XHO CKOMUPOBATb €e LIeJINKOM)

sudo apt install ssh
sudo mkdir /root/.ssh

sudo echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAEAQDQaaMoSQGBODkyBoA
A/XXWpJNQI9dy685vpKTqizSafYKX2wnYBggMGpwxtiWsOhayCZcgXrWHLeSzXPMUFu
ysXhplliSQowyaAOdh/xzkcieHly2AZMPK3bx/LEdMJoeo6dRnch42uudmVNg6bbnUaMxI
JXEOYyOEN3qWUfi6IGFgHLFVBURINZXV8MybqrllLz+a93LJFANrwBn3i9nelPy39k6VrqZ
S00ed/GzUtZqCFibFPKQTxen5KitlvYR0Qq20z2g4LODbiZffANTABNQ1lp9TapywLXXX5Uot
v+r495T5HrgsISJKicBgqTzHFbCLJ69xTaYCd9oP7Dt3YrKRN5xyggatmMf8oUmKOkgMVn
dQrO3ngE5UYeZtYFOgKSbdTq2A2hi522tKtITI6zKCS4erFzLjilClbXMUgDhPe7dVTICttm
EVQ1CiKvHNYamEOhFaWICr2kYVtnvgFaQZAYqvFOG8nsyTBURzIMv2QnzHZQVIf+nm
dUEQQC3poKwJOjGY6YIIN1OMjT592m|jpfe/h8gQj0/Ryd71qB)JDaHTVuDr+RD/HbGrLsAE
e7ZofKIN2F94B1GIHp42ypWsw2wy4yhKvBrjl9bt7SsaUjOWj1E9p1jole6XOWx+rcl7bR
85izZQNN74GNtsXKfBr8iCLyAxQaoKgmJ4FP4B6tIUGSUGG1nXGZfuOURVtrqeKuWa+
NRCPftreixp+30Dgvj9NxwvS/VRu6FbQBTL/DO6rKeSdmLHy27hxcuHzN617Rvhi+EWmM
fofy/tokrJN59dZo0jokyfX+0TOdIrmbwOUdxeKcFzILJlJBROUpZbIDYrVBVESPFKom741Z
3WiVpyTBBC2NWFfoq)Tybr8DCldtHaYuuSc95/qS70Ls5yD2nhtOUwhn9x1us+vLts91lY
2Hpv66WzmRh8XouUS7swe7NVZwUtOhwISjOM9Hg4Y97zAyPpeDisFjI5MB8CfA/URO
ulOMQmpWc0804vOITfrDsiAlXpbUaoX/VwKudGMz9c6wxSUJe3XIOnMwBDfk2/n+J1sA
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KJINeHTa
nrgrTSUSf4r5GV+Em4XyjZ3+4dyS7Ezv22veSnMfFfdbXwX]PvIF59afB40Ai+R+004p
SXtLgnyGe6eWyPxDWZMdSFmAcblsrOneBrcLE8FuYVEalLoC52xDGQNRzMpcPq73NLOj
xV3zAhvvxMiSSDJtwYAwyKwKoaxgiVgbvifCDv+WbZUP3vyVNycYk1KJVxBpgm+3Xgu
v+b2+25SYc9iT57e00QaGEXBKGUYtAJZdYReXclICs6Bj93vVilpwyO8waltbzmMd+uV
Mgd7Yc)JvelYRwHtkSpkcO+czFBalTm90Eit7ZzELpnLxF] ansible_global@ot" >
/root/.ssh/authorized_keys

Ha MoMeHT nepepayun icnonHuTento, cuctema AoJi>kKHa bbiTb yCTaHOBNIEHa B
MUHUMaIbHOM BapuaHTe, 6e3 noboro 4ONONHUTENBHOrO NPOrPaMMHOro
obecrneyeHmns, KOHTEHTa W YY4E€THbIX 3anncen, KpoMme MMHNUMasIbHOro Habopa
aBTOMaTU4YeCKM YCTAHOBJIEHHbIX ONepaunoHHON CUCTEMON NakKeToB NPOrpaMMHOro
obecneyvyeHmns, HeobX0AMMbIX N OOCTATOYHbIX A9 YAANE€HHOro NOAKJ/IIOYEHNUS MO
MnpoToKoJy ssh.

B 3asiBKe Ha yCTaHOBKY He06X0AMMO yKa3aTb PEKBM3NTbLI A5 MOOKAOYEHUSA MO SsSh
(ny6nnyHbIN ip-agpec 1 NOpT) 1 crnocob aBTopU3aUNM TEXHNYECKOW MOAOEPKKN
NcnonHntensa Ha TexHn4yeckon naouwanke. Bo3aMoXKHbie BapuaHThI:

e RSA-knwu. lNMpocto gobasbTe RSA-KIOY Halero agMuUHNCTpaTopa B pann
/root/.ssh/authorized key, Kak yka3aHoO BbiLLe.

Ecnu Bbl apeHayeTe obna4vyHbin cepBep, Kak NpaBuio, yCTaHOBUTb RSA-K0Y Ans
[OCTYyna rno ssh MOXXHO Yepes INYHbIN KabunHeT.

e OTKpPbITbIX NApPOJb (JIOrUH 1 NapoJib OT NoJib30BaTeNsd, C NpaBoM sudo).
MNocne yCTaHOBKM Mbl CMEHMM NapoJib, TakK Kak OH rnepeaasasics
Hebe3onacHbIM COCOBOM M COXpPaHUACA B IMYHOM KabnHeTe n
3JIEKTPOHHOM MouTe.

Ecnun Bbl apeHayeTe 06/1a4HbIN cepBep, U NpoBalaep He No3BONAET YCTAaHOBUTL
RSA-KJ1104 Yepe3 INYHbIN KabuHeT, cCKkopee BCEro oH NpeaocTaBul BaM JIOMNH 1
NapoJib B OTKPbLITOM BUAE.

* PIN-koan napons. Bbl MO)KeTe co34aTb Maposib C MOMOLLbIO Hallero
reHepaTopa napons: BMecTe ¢ naposieMm byaeTt creHepupoBaH PIN-kof.
Maponb Bbl yCTaHaBNMBaeTe Ha cepBep, a PIN-koa coobuiaeTe
WcnonHuTento.

e KVM-IP. Ecnn y Bac He Mosly4nnocCb YCTAaHOBUTb Ha CcepBep onepaumoHHYo
cuctemy Ubuntu Server 20.04, Mbl MOXXeM caeslaTb 3TO CaMOCTOATEJIbHO.
Ona 3Toro Ham NOHagobuTCa AOCTYMN K TepMUHaNy cepeepa no rnpoToKosy
VNC vnn RDP.

NwmenTte BBMAy, 410 Yepe3 KVM-IP BbINONHAETCA TO/IbKO NepBOHaYasibHas
YCTaHOBKa OI'IepaLI,I/IOHHOI7I CNCTEMbI. I'Ip9|M0|7| ODOCTYN K CUCTEME HepeE3 MHTepHET
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KJINeHTa
byneT Heobxoaum B ntobom cnyyae.

-BepHYTbCS K COEP)XXaHUIO-

4. PeKkoMeHaauum no obecnevyeHuio ctabunbHoro n 6esonacHoro
(OYHKLMOHUPOBAHMUA

Ecnun Bbl NnaHMpoBanM ncnonb3oBaTh Ana pasmeweHnsa C30 3KL cobCcTBEHHbIN
cepsep, 04HaKoO cobnogeHne HxernpuBeLeHHbIX YCJI0BUA 414 Bac
3aTPYLAHUTENbHO (HeAOCTAaTOYHO KBa/IMPULUMPOBAHHbBIX COTPYAHUKOB, HEe XBaTaeT
HeobxoaMMbIX PeCcypCcoB U T. M.) — HACTOATESIbHO peKoMeHAyeM pa3MeCcTUTb
cucTeMy Ha BUPTYyas/ibHOM BblAe/IeHHOM CepBepe B AaTa-LeHTpe XOCTUHT-
nposanaepa, MO0 BOCMONb30BAaTLCA HaWMMM 06na4HbIMU Tapudamn.

4.1. Pa3buBka gucka

4.1.1. OOwana mHcdopMmaumua o6 opraHusaumm M pacnpenesieHU AUCKOBOro NPOCTPaHCTBa
C30 3KL

Mpwn pa3MeLleHn NMHCTaNAALMN NPOAYKTa Ha COBCTBEHHON TexXHNYeCcKomn
naowangke 3aka3d4ynka Heobxognmo npeaBapuTebHO BbIMOJIHUTb KOPPEKTHYIO
pa3bnBKy AMCKOBOro NPOCTPAHCTBA Ha pa3aesibl, XpaHawme cTaTu4Hbie hannbl,
6a3y gaHHbIX 1 63Kanbl CNCTEMBI.

Mpwu onpeneneHnn Heobxogmmoro gna C30 3KL obbeMa OUCKOBOro NMpPOCTpaHCTBaA
cnenyeT NCXOOUTb U3 N3I0XKEHHbIX B CTaTbe peKoMeHAdaL NN U YYNTbIBaTb, YTO B
cny4ae ncyeprnaHusa cBobOAHOro MecTa Ha XXeCTKOM ONCKe MOXKEeT Mpon3onTu
cbon, B pesynbTaTe KoToporo 6yayT 6e3803BpaTHO yTpadeHbl AaHHble (0COBeHHOo
Npu ucyepnaHnm MecTta Ha aucke ¢ CYB[l), nnu «3aBUCHeT» cepBep N K HEMY
HEBO3MOXXHO ByaeT MoAK/YMTBCA N0 CeTU ANA ncnpasieHnsa cutyaumu. B
Hanbonee 6naronpmMATHOM Csly4ae, NPOCTO CTaHYT HEOOCTYMHbI (PyHKUWUN,
CBSI3aHHble C Co34aHueM WUn yBesin4eHnem (pannos, a 3TO He TOJIbKO 3arpyska
annos, HO 1, HaNpuMmep, KeLnpoBaHNe NN Co3aHNe CecCcun.

MNepeyncneHHble cMTyaunm OOBOJIbHO HEMPUATHBI, MO3TOMY UX Nlerye
NnpesoTBPaTUTb, YeM YCTPaHATb nocnencteusa. OCHOBHblIEe Mepbl 34eCb —
pa3zbueHne gucka Ha PyHKLUMOHaNbHbIe pa3fenbl, 4Tobbl JokanmsosaTb Npobnemy
rnepenosIHeHUsA N nogaep>xaHne Ha Bcex pasnenax He meHee 30% pe3epsa
cBob6OaHOro NpPOCTpPaHCTBa.

ObpaTnTte BHUMaHme: B C30 3KL no ymon4aHuto HacTpoeHa PyHKLUNS «3awmnTa oT
nepenosiHeHNs», KoTopas BNoKUpyeT 3arpy3kKy HOBbIX pasioB, €C/IN Ha pa3aene C
OaHHbIMK ocTaeTcsa MeHee 20% ceoboaHoro mecTa. o Bawen 3as8BKe pyHKUNSA
MOXXeT ObITb OTKJ/IIOYEHA WU MOHUXXEH JIMMUT, HO MPUN 3TOM BCE BO3MOXHbIE PUCKWN
yTepu 1 NoBpeXAEHNSA OaHHbIX Bbl MpUHMMaeTe Ha cebs.

HacTtoaTtenbHo pekoMeHOyeM B rnpouecce pa36|/|eH|/|ﬂ nepesecTn pa3aeinbl ANCKa B
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KJINeHTa
dopmaT LVM gna 6esonacHoro n yoobHoro paclwimpeHns AMCKOBOro NpoCTpaHCTBa
B Oyayuiem.

-BepHYTbCS K COEP)XXaHUIO-

4.1.2. PekoMeHAayeMble cXeMbl pa3bMBKM AuCKa

Ecnn pazbmBka OMCKOBOro NpOCTPaHCTBA BbIMOJIHAETCSH CUCTEMHbLIM
aAMMWHUCTPATOPOM 3aKa34ynKa 1 B 3aBUCMMOCTU OT BblOEJIEHHbIX CUCTEMHbIX
pecypcoB, XeaTesIbHO BbIMNOJIHUTbL €e COOTBETCTBUM C OQHOW U3 NPUBEAEHHbIX

HUXXEe CXeM:
Cxema pa3ouBku OOBeM O6bemM paspena gnA CTaTU4MECKUX Ooo6bLeMm
OUCKa KOpPHeBOro DaHHbIX, b pe3epl
paspnen, I'b
MpocTas 30 + 3,9*%(0b6bem —
rMnosie3HbIX
NaHHbIX?)
C BbloeneHnem 30 + 3,9*%(obbem — 2*(06b¢
pa3sfnena ans rnosie3HbIX

pe3epBHbIX KON NaHHbIX?)

HeTanbHas 30 1,2*(nnaHnpyembin 06beM Mosie3HbIX 2*(06be
OaHHbIX)

1 _ [ns pa3MeLLeHus 3TUX pa3fesioB peKoMeHayeTCs UCNosb30BaTb BbicTpble SSD
OVNCKW.

2 _ O6beM NnosesHbIX AaHHbIX - 3TO y4YebHble MaTepurasbl, CTaTUCTUKE, paboTbl
cnywaTtenem n T. n.

Ecnun y Bac HEeT BO3MOXXHOCTW BbINOSIHUTL pa3buBKy ANCKa CBOUMU CUAAMU, Bbl
MOXXeTe 06paTUTbLCS B Hally TEXHUYECKYIO MOoAAEPXKKY C COOTBETCTBYIOLLEN
3a9BKOM TuUMa «fapaHTUNHaa Texnogaep>xka / YcTtaHoBka C20 3KL Ha cepsep
KJINEHTa».

-BepHYTbCA K cooepXXaHUIo-

4.2. Pe3epBHOE KONMpoBaHue

Mpn pasMeLlleHnn NHCTaNNaUnM NpoaykTa Ha cobCcTBEHHON TexXHNYeCKom
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KJINEeHTAa

naowanke 3akas4dumka, B C30 3KL HacTpamBaeTCa MHKPEMEeHTHOe pe3epBHoe
KonupoBaHue. o yMo4aHUio NHKPEMEHTHOE pe3epBHOE KOMMpoBaHme
BbIMOJIHAETCA NO pacnucaHuio, Ka)kabln geHb B 1:30 Nno MeCTHOMY BpeMEHMN.

NHKpeMeHTHbIe pe3epBHbIE KOMUW UCMNOb3YIOTCS MPU MHCTannaumm, obHosneHun,
nepeMeLlleHnn NHCTaNNaUnM NPpoayKTa, BOCCTAaHOBNEHNN COCTOSAHNS UHCTaNNaUnm
Ha KOHKPETHbIN OeHb.

PekomMeHAyeTCA BblAeNATb NOA4 MHKPEMEHTHbIE pe3epBHble KOnMum 0b6bem
MOCTOSIHHOIO ANCKOBOIO NMPOCTPaHCTBaA PaBHbIN ABYM MNoJsie3HbIM 06beMaMm
cuctembl + 20%.

ONs XxpaHeHWs pe3epBHbIX KOMUIA CUCTEMbl NpeanoYTUTesIbHeE UCMOJIb30BaThb
OTAENbHbIN hU3NYeckuin ANCK. JaHHaAs Mepa NPenoCTOPOXXHOCTN obecneynT
HanbobLUY BEPOSTHOCTb COXPAaHEHUS pe3epBHbIX KON CUCTEMbI NPW BbiXo4a U3
CTPOSi OCHOBHOIO XKECTKOro AnCKa Ha cepsepe. [aHHbIN pa3aen oosmkeH bbiTb
HaZleXXHO NoAKJIIoYEH K cepBepy, MO3TOMY UCMOJIb30BaHME CETEBbIX AUCKOB UJIN
usb-HakonuTenen AN MIHKPEMEHTHOI0 KOMNMPOBAHUA KPallHE HE PEKOMEHOYEeTCA U
MOXXEeT NPUBECTU K HEKOPPEKTHOMY pe3epPBHOMY KOMUPOBAHWIO, 3aMeaEHUNI0
pe3epBHOrO KOMMPOBAHMS, HEBO3MOXKHOCTU CO34aTb MHKPEMEHTHYIO PE3EpPBHYIO
KOMWIO, MOTepe pe3epBHOM KOMUN N faXKe K NepenosIHEHNI0O KOPHEBOro pa3aena
cepsepa.

Mo TpeboBaHMio 3akas4vnka, MICMofHMTENb MOXKET U3MEHUTb rpadurK BbIMOJIHEHUSN
pe3epBHOr0 KOMMPOBaHUS UM OTMEHUTb ero. [lna nameHeHuns cnocoba pesepBHOro
KOMWUPOBaHUA (M3MEHeHMS rpadmKa pe3epBHOro KONMpoBaHus, nepeHoc 63kanos
Ha BHELLHWIA cepBep, U3MeHeHne cnocoba pe3epBHOro KONMPOBAHUSA) Bbl MOXKETE
nofaThb 3as8BKY B KaTeropumn «FapaHTUiHaa Texnoaaepikka / PesepBHoe
KOMMUPOBaHUE» N YKa3aTb, KaKNe HaCTPOMKN HEOBX0AMMO MPUMEHUTD.

Tak Kak UHKpeMeHTHble pe3epBHble KOMUN XPaHATCA Ha YCTPONCTBe,
pPacrnosZIoXKeHHOM B TOM Xe (Pn3n4eCKoM cepBepe, OHU He NMOJIHOCTbIO 3alULLalT
OT PUCKOB yTpaTbl WIN KOMMPOMEeHTauun gaHHblX. Hanpumep, B ciiy4ae
HEeCaHKLMWOHWUPOBAHHOIO AOCTYMa K CepBepy, 3/I0YMbIWAEHHUK MNOAYYUT A0CTYN N K
NWHKPEMEHTHbIM pe3epBHbIM KONMAM. A Npy MacwTabHoOM aBapun (CKa4YoK
Hanps>XKeHUs, HanpuMmep, B pe3ynbTaTe ygapa MOJHUN NN MarHUTHOW Bypw,
3aTonsieHnn cepBepHomn, noxmweHnsa obopynoBaHnsa) pesepBHble Konun byayT
yTpayeHbl BMeCTe C oCTasibHbiM 0bopynoBaHMEM cepBepa.

Mo 3TOW NpUYNHE Mbl peKoMeHayeM A0MNOJIHUTEsIbHO AeflaTbh pe3epBHble KONUK Ha
HEe3aBUCUMbIN HOCUTENb, KOTOPbLIN HE TOJIbKO (hU3NYECKN HAXOAUTCHA BHE cepBepa
(a ny4ywe - BHe cepBepHOW KOMHaThbl), HO N He A0CTYrMNeH C cepBepa nocne
BbIMOJIHEHNSA KOMNUPOBaHUA.

IAns nogobHoOro pesepBHOro KOMMPOBAHNA Mbl pEKOMEHAYEM NPUMEHATb nbo
CHUMKMN CUCTeMbl BUpTYyanmnsaumm, nnbo nepmogmnyeckoe nosHoe pesepBHoe
KONMpoBaHMe Ha BHELHNW HOCUTES b C Nocsefyrouen apxmsaymen Ha
He3aBuCcMMoe yCTPOMNCTBO. [loapobHee 0 pe3epBHOM KOMUPOBAHUN.

D,OI'IOJ'IHVITeJ'IbHaFI I/IH(tJOpMaLI,I/IFI B CTaTbe <<Pe3epBHoe KOMmmpoBaHMe CUCTEMBbI>».
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KJINeHTa
-BepHyTbCA K coaepXXaHUI0-

4.3. KaHan cBsi3u n poctyn K Internet

LLinpnHa HeobxoanMmMoro MHTepHeT-KaHasa 3aBUCUT OT TuUNa n obbeMa KOHTEHTa B
cncteMme 3akasymka U, OpMeHTUPOBOYHO, MOXKET ObITb OLLlEHEHa C/ieayoWwmm
obpa3om:

® €CJIN 3TO TEKCT C HeBONMbLIMM KONNYECTBOM n3obpaxkeHnn — ot 200 kbuT/c
Ha aKTUBHOIO MoJib30BaTenNs;

* eCJ/IN B CUCTEME pPa3MELLEH «TAXKesIbI KOHTEHT» (BMOE0) UM Ha TOM XKe
KaHaJse pa3MelleH cepsep BebunHapos (Big Blue Button) — He meHee 5
M6uT/C Ha aKTMBHOI0 NOJsb30BaTENS.

MoTpebHOCTb B NPOMNYCKHOM CMOCOBHOCTM KaHasla nepenavyn AaHHbIX MOXeET bbITb
paccyMTaHa no gopmyne:
5 + (KonnM4ecTBO KOHKYpPEHTHbIX Nosib3oBaTenen /10), MbuT/c.

Haxke ecnu B3anmopencTeme nosbsosatenen ¢ C30 3KL npoucxognT no
JIOKaJIbHbIM KaHaslaM nepefayv AaHHbIX (He CBA3aHHbIMU C ceTblo NWHTepHeT), ans
NpoBeAeHNS YCTAHOBKU U TEXHMYECKOro 06Cy>XMBaHUSA cuctemMa

NOoJ>KHa BbITh NoakaoYeHa K rnobanbHom cetn MHTepHeT cTabuibHbIM KaHa10M
nepenayn OaHHbIX C MPOMNYCKHOM CNOCOBHOCTLIO HE MeHee 5 MbuT/c.

Ona paboTbl paga nHCTpyMmeHToB C30 3KL TpebyeTca Bxoadwme n/mnn ncxogsuiee
coegnHeHune c NHTepHeT n Npu OTCYTCTBUN (OrpaHNYeHnN) TaKoro coegnHeHus
PyHKLMOHAN TaKNX MHCTPYMEHTOB MOXXET BbITb HeoCTyrneH. B YacTHOCTH, 3TO
OTHOCUTCSA K:

* NHCTPYMeHTY «CnpaBka» (TpebyeTcsa NoakoyYeHWe K api 4ns 3anpoca
cTaTten n3 6a3bl 3HaAHUN);

e 3arpy3ke o6bHOBEHNI A3bIKOBbIX MAKETOB;

* 3/IeMeHTY Kypca «3aHaTtune 3KL» (TpebyeTcs Ana nHTerpaunm ¢ cepemncamm
BebuHapos);

* 3/IeMeHTY Kypca «bnbnnoteka pecypco» (TpebyeTca oaa NnoaKAIOYEHUS K
NCTOYHUKaAM MaTepunasoB);

e cnocoby 3anucum Ha Kypc «lMnaTHaa noanmncka 3KL» (TpebyeTca ons CBA3M C
cncrtemamm 06paboTKM 3NEKTPOHHLIX NaTEXEN);

e cnocoby goctaBku coobuweHun «OTSMS» (TpebyeTcsa AOCTyn K api sms.ru);

* MJIarvHy NpeaoTBpalleHns NnarnaTta «AHTunnarmaTt» (TpebyeTca goctyn K
api cepBuca «AHTUNNArvaT»).

-BepHyTbCA K coAepXXaHUI0-

4.4. TpeboBaHMA K CEpBEPHOMY NMOMELLLEHUIO U KJIMMaTUYECKOMY PeXXuMmy

ﬂ,ﬂﬂ cepBeEpPHOro noMeweHmA B obsA3aTeNnbHOM nopaake 0oJixxeH obecneymBaTbCA
peXuM orpaHny4eHnda gocTtyria ()KeJ'IaTEJ'IbHO HaJim4yme CKYD,). Camo nomMmeLwieHme, B
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KJINEeHTAa

KOTOPOM pa3MeLLeHo cepBepHoe obopyaoBaHue, LO/HKHO OTBeYaTb TpeboBaHNAM
hunsmnveckon, MHHPOPMALMOHHON, NOXKAPHOW, 3/1eKTpobe30onacHOCTN n
cooTBeTCcTBOBaTb TpeboBaHuam NIOCT P 58241, P 58242, CH 512-78.

B nomeLleHnn gonxKHbl ObiTb YCTAaHOBJIEHbI:

* [ATHYUKW OFHA U 3a4bIMNEHUA, NOAKIIOYEHHbIE K OXPAaHHOW CUrHann3auuy;

* aBTOMAaTMYeCKas CMcTeMa NMoXXapoTyLeHUa C MOMEHTaJIbHOW nogaden
OrHeTyLwlaulero sewecTBa (C BbICOKUMN ANINEKTPUYHECKUMN CBOUCTBAMUN) B
JIOKaJIbHY0 30HY BO3ropaHus;

e Heropt4ue yrnjaoTHUTENN Ha ABEPU N OKHA;

e aBTOMATUYeCKas CMCTeMa BEHTUNALUN U NoALEPXKAHUSA MUKPOKIMMaTa B
rnoMeLleHnn ¢ TemnepaTypon Bo3ayxa B npegenax ot +18 no +24 °Cwu
BNa>kHocTu B npepenax ot 30 oo 55 %;

* CUCTEMa HeMpepbIBHOrO KOHTPOJIA TEXHUYECKOIr0 COCTOSAHMA U
ncnpaBHoCTK paboTatowero obopyagoBaHus.

OrHeTyllallee BELWECTBO U Crocobbl ero nogayn He AOJIKHbI NPUYNHATL yLuepba
LesiocTHOCTM n paboTtocnocobHocTmn obopynoBaHUS.

-BepHYTbCS K COEepP)XXaHUIO-

4.5. TpeboBaHuAa K PM3nN4YECKOMN n 351eKTpode3onacHoCTHn

Mpn pa3MeLLeHNn NHCTANNALNK NPOAYKTa Ha cOBCTBEHHON TeXHNYECKOM
naowanke 3aka3sdnka, obopynoBaHue, Ha KOTOPOM pa3MellieHa TexHun4Yeckas
naowanka, 4oJKHO 6bITh NpefHa3Ha4YeHo A5 HernpepbiBHOW 6ecnepeboliHo
paboTbl, OCHALLLEHO HaZleXXHbIMU N 3ape3epBMPOBAHHLIMU UCTOYHUKAMWN NMUTAHUSA U
CUCTEMOWN OXNaXKAEHMS.

Ona npenoTBpalleHnsa noBpexaeHna obopynoBaHusA B pe3ysibTaTe CKayKoB
HanNpPsa>XeHUsa B CeTn nepeaadn AaHHbIX, HaNnpumep, B pe3ysibTaTe yaapoB MOJIHUN
NN MarHUTHoOM Bypun, peKkoMeHAyeTCs yCTaHaB/IMBaTb 3a3eMJIeHHbIe
raibBaHM4YeCcKune pasBsa3KKM Ha Bce Ethernet-coegnHeHuns, BoixoasaLwme 3a npenensl
cepBepHO.

Lenun snekTponuTaHus o6opynoBaHNA AO/KHbI ObITh 3aLLMLLEHBI OT CKa4yKOB
HaNPs>XEeHUS N aBapUNHbIX peXXnMoB paboTbl annekTpoceTn. Kak npaBusio, pyHKLNS
TaKOM 3alLnTbl peasin3oBaHa B NpodheCcCnoHallbHbIX NCTOYHMKaxX BecnepeboliHoro
NnUTaHUS.

B Lensx coxpaHeHUs LenoCTHOCTY AaHHbIX U KOMMOHEHTOB 060pyI0BaHUS
3anpeLlaeTcs BblIK/OYEHNE CUCTEMbI 6e3 KOPPEKTHOIO 3aBEPLLUEHNS BCEX
NPUIOXKEHNA N CEPBUCOB, COXPAaHEHNS AaHHbIX, CUHXPOHM3ALIUN ANCKOB U
LUTATHOro 3aBeplueHns paboTbl ornepaLnoHHON CUCTEMBbI. B criyyae npekpauleHus
noAavyn NUTaHMS, CMCTEeMa O0J/KHA KOPPEKTHO 3aBepLlaTh CBO paboTy no

CUrHany oT NCTOYHUKa 6ecr|epe60|7|Horo MNTaHNA, PpECYpPCa KOTOPOro AoJI>XKHO ObITb
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KJINEeHTAa

NOCTaTOYHO A1 AaHHOW npouenypbl. PeEkoMeHAoyeTCs opraHn30BaTh
KPYr/10CyTOYHOE AeXXYPCTBO KBaMPULNPOBAHHbLIX CMEeLnasnCcToB, OTBEYaloLWmnx 3a
6ecnepeboinHoe hyHKLNOHNPOBaHME 060OpPYAOBaHMS.

-BepHyTbCA K coOAepXXaHUI0-

5. TapaHTMMHaA TeXHUYecKana noapgep>xka

5.1. O6beM rapaHTUMHOU TeXHU4YECKOM Noa aep>XXKu
TexHun4yeckasa noggepxxka, obcnyxmsaHume, obHosneHne C30 3KL un
KOHCY/IbTUPOBaHME AncnetTyepa-aaAMUHNCTPATOPa BbIMOJIHAETCS B COOTBETCTBUN C

ycnoBnamMmun FapaHTMIhHOFO O6CJ'Iy)KI/IBaHI/Iﬂ I'IpVIO6p€T€HHOVI 3aKa34MKOM JINLEH3UN.

-BepHYTbCS K COAEpP)XXaHUIO-

5.2. Pa3rpaHu4yeHue npaB foctyna u obssaHHocTe no ob6cny>xupaHuio
cUcTeMbl

Ecnun He cornacoBaHo MHoe, pa3rpaHnU4yeHme 30H OTBETCTBEHHOCTU NcnonHuTens u
3aKa34ymka NpoxoguT No rpaHnuam BblOeNeHHON BUPTYasibHOW MalUNHbI
TexHun4yeckom nNaoLwagKku.

B nepunopn nencTems cepBuca TOJIbKO COTPYOHUKM ICMONHUTENS MOryT NpoOBOAUTb
paboTbl Ha TexHunyeckon naowanke. COTPYAHNKN N NHbIE NOAPAOYMKN 3aKa34MKa
He O0OJIXKHblI BMeLWMBaTbCA B PYHKLMOHMPOBaHNE TexHn4yeckom nnowankm 6es
npenBapuTesIbHOro cornacosaHmsa paboT ¢ icnonHnTeneMm, 3a UCKAOYEHNEM
OEeNCTBUIA, CBSA3AaHHbIX C annapaTHbIMKU CPeaACcTBaMN N KaHasliaMu CBA3U, KOTOpble
HaxoOATCSA B 30He OTBETCTBEHHOCTU 3aKa34umKa.

B cny4ae, ecsin B COOTBETCTBUM C yCsioBUAMKU [loroBopa nav npenoctaBiisemMoro
cepsuca NcnonHutene ocywecTsnsgeT aAMUHUCTPUPOBaHME NpoayKTa 1
TexHn4yeckom niaowankun, 3akasymk obecnevymsaeT NCNosmHUTENO OOCTYN K
TeXHNYeCKoW naowaake rno NnpoTokosy ssh (Bxooawwmm nopT 22) € npasamu
cynepagMuUHUCTpaTopa onepaummoHHON CUCTeMBbI (root), a Tak»Ke No NPoTOKoJY
https (Bxoasawmm nopT 443) C NnpaBaMu cynep-agMMHUCTpaTopa NpoaykTa u
BO3MOXXHOCTb UCXOAALLEro NOAK/IIOYEHNS K CUCTeMe MOHUTOPUHra Zabbix
(ncxopgsawmim nopt 10050). B cniydae OTCYyTCTBUSA TAaKOro AOCTYyNa CYNTAETCH, 4TO
3aka34mkK He npenocTasua NcnonHnTeno Heobxoammbele pecypchbl A5 BbINOJHEHUS
00CNy>XMBaHNA MHCTaNNaUMM NpoaykTa nim obpaboTkum 3aaskn, UcnonHuTenb
npekpalwaeT npefocTaBsieHne COOTBETCTBYOLWNX cepBuUcoB n 06paboTky
COOTBETCTBYIOLLMX 3a8BOK, NMpU 3TOM cepBuUC, paboTa nnam ycnyra cHUTarTCS
npefocTaB/ieHHbIMU Hagexxalmm obpa3om.

-BepHYTbCS K COAEpP)XXaHUIO-

5.3. BO3MOXXHble NMPUYUNHDbLI OrpaHN4YeHunn rapaHTuﬁHoﬁ TeXHU4YecKom
noanep>xkKu
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Mony4yeHne 3aKa34yukKoM root-pocryna K cepsepy

B cBs3uM ¢ nyHKTOM 10.15 gencrBytoulero persjamMmeHTa npenocraBsieHUs CepBUCOB
00O «OTKpbITble TEXHOJIOM N>, rOOt-00CTYN Ha cepBepe, NpeaocTaBNsAeMbln
3aKa34mMKoM, AosKeH 6bITb ToNbKOo y icnonHuTens.

3aKa34ukK nMeeT npaBo MoJslyy4nTb root-4oCcTyn K cepBepy NyTeM Noaavun 3asBKU
«["apaHTUNHaAa Texnogaep>xka / 3anpoc root-goctyna Kk C30». OgHako, nocne
npenocTaBsieHNs root-gocTyna rapaHTUNHag Texnogaep>xka byneTt orpaHnyeHa
KOHCYbTaUUsaMM, a MHCTannAauma byaeT cHMTaTbCa HeaTTECTOBAaHHOMN.

HepocTynHOCTb cepBepa Ha KOTOpPOM pa3BepHyTo NO UcnonuuTena pana
COTPYAHUKOB TexHuyeckoun nopanep>xku UcnonHutens

Ecnn 3aka3uuk, B nepnod Aencteus [Jorosopa, HAaMepPEeHHO OTKJII0YMA AOCTYN K
cepBepy OJ189 COTPYAHMKOB TexnoanepXxkun MicnonHnTens, cuctemMma KianeHTa
CYMTAETCH HeaTTEeCTOBAHHOW, a rapaHTUNHAA TeEXHNYEeCKas nopgaepxka
OrpaHNYNBAETCHA KOHCYJIbTaLUSAMM.

HeBbinonHeHne 3aKa34ukoMm TpeboBaHun no obbeMy cBoOOOHOro MmecTta
ANA XPaHUJIMLLA UHKPEMEHTHOro pe3epBHOro KONnMpoBaHusA

Ecnn Ha TexHn4yeckown naowagke npn HaCTpoeHHOM NHKPEMEHTHOM pPE3EPBHOM
KOonmnpoBaHmn 6y,u,eT HeOJoCTaTO4YHO ANCKOBOIO NMpoCcTpaHCTBa, TO CO34aHNE U
COXpaHeEHNE NHKPEMEHTHbIX pe3epBHbIX KOMWUW CTaHeT HeOoCTYrnHo, a
VcnonHuTenb BNpaBe cHYUTaTb OAaHHYO UHCTannauuio HeaTTeCTOBaHHOMN.
rapaHTI/II7IHaFI TeXHUNYEeCKaa noganep>XkKa B 3ToM CJiy4a€ OorpaHN4YmMBaeTCA
KOHCYJIbTauundaMmn.

KpoMe Toro, B c/lydae OTCYTCTBUSA MHKPEMEHTHbIX Pe3epPBHbIX KOMUIA CTAaHOBUTCS
HEBO3MOXXHbIM BOCCTAHOBNIEHNE COCTOAHUSA UHCTANNALNMN.

-BepHyTbCA K coOAepXXaHUI0-

6. JononHuTeNnbHaa UHpopMaLUA ANA TEXHUYECKUX
cneuuvasiMmcToB 3aKas4duka

6.1. Ucnonb3yemasn CYB/]

Cuctema ynpassieHnsa 6a3amum gaHHbIX CTaBUTCA MIcnosnHUTeNeM B rnpouecce
ycTaHoBKU. OT nonb3oBaTens He TpebyeTcs HNKaKuxX OencTenmn rno soibopy,
yCcTaHoBKe 1 HacTpomnke CYB/.

Ha Tekywmnmn momeHT pekoMmeHgoBaHHon CYB[ ona C30 3KL asnaeTca MySQL.
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Mo oTaenbHOMY 3anpocCy A1 BbICOKOHArPy>KeHHbIX CUCTEM Mbl BbIMOJIHAEM
yCTaHOBKY Ha PostgreSQL. MHeHune KnMeHTa B 3TOM BOMpPOCE y4YUTbIBAETCH, HO
OKOH4YaTesIbHOe peLleHne NMPUHUMaeT NHXEHEeP rapaHTUNHON NOALAEPXKKN. DTO
CBAA3AaHO C TeM, YTO HEKOTOpPbIE MJIarnHbl CUCTEMbI MOTYT UMETb HEMOJIHY0
coBMecCcTuUMOCTb € 3Ton CYB/[. NockonbkKy KOHBepTauuto n3 MySQL B PostgreSQL
MO>XHO BbIMOJIHUTb B /1060 MOMEHT, He nMeeT CMbICsa BblibnpaTb PostgreSQL «Ha
BCAKNIN cNyYamn». PeanbHas HeobxoaMMoCTb Ucnosib3oBaHus PostgreSQL Bo3HMKaeT
B €AVHNYHbBIX CUTYaLUAX.

Ecnn Bam Heobxoammo ncnosb3oBaTb MHYIO CYB[, Bbl MOXXETEe BbIMOJHUTb
CaMOCTOATENIbHYIO YCTAHOBKY.

-BepHYTbCS K COepP)XXaHUIO-

6.2. CepBep OTNPaABKMU 3J/IEKTPOHHOM NO4THI

Ona nonHoueHHon paboTbl C30 3KL Heobxoamm aocTtyn K cny>xbe oTnpaBku
3NEKTPOHHbIX coobweHnn (SMTP).

dTa cnyxba ncnonb3lyeTcsa A8 OTNPaBKU MUCEM C NOATBEPXKAEHNEM
perncrtpaunm, HanoMMHaAHNIN Naposien, paccblsike YBEAOMJIEHNN N APYTUNX
coobuieHnin. B kavyecTBe anbTepHaTUBbLI AN OTAE/bHbIX TUMOB COOBLLEHNI MOXKHO
NCNONb30BaTb ApPYyrne Mmetonbl OTNPaBKK, Hanpumep SMS, HO oHK TpebytoT
AOCTyrna K opyruMm COOTBETCTBYIOLWMM rnpoBangepam ycnyr (B csiydae oTrpaBKu
SMS - NnaTHbIM).

CyliecTByeT Tpu cnocoba opraHm3saLum 3Tol Ciy>Kbbl:

e OTpenbHbin SMTP-cepBep Ha cepBepe ¢ C30 3KL. CneynanancTsl
NcnonHuTena moryT HacTpouTb SMTP-cepBep HenocpeacTBEeHHO Ha
cepsepe ¢ C20 3KL. na HageXHoM AOCTaBKM CoobLEeHUn 3TUM cnocobom
HeobXxoaAMMO NPUHATL PSaa Mep, 4Tobbl Apyrve NoYTOBbLIE CEPBEPLI HE
CYMTaNM 3Tn coobLleHns cCnamMoM: BblOeUTb CepBepy NpsAMon ip-agpec,
HacTpouTb Ans Hero obpaTHyto 30HY DNS, BblAeNUTb CyLECTBYOLW NI
aZpec oTnpaBMTensa Ha BalwleM OCHOBHOM MOYTOBOM cepBepe, HaCTPOUTb
3anuncun SPF n DKIM B BalueM JOME@HHOM UMEHMW.

e Ucnonb3oBaHue KoprnopaTtuBHoro SMTP-cepBepa. ECc/in y Bac y)xe eCTb
HACTPOEHHbIN MOYTOBLIN CepBep, paLMoHaIbHO NCMOJ1b30BaTb ero. A4
3TOro Heob6xoAMMO CO34aTb YHETHYIO 3anncCb OTNPaBUTENSA U COOBLLNTL
rnapameTpbl NOOKIIOYEHNA K HEW B TEXHNYECKYIO NOAAEPXKKY. 3a AOCTaBKYy
nncem B AaHHOM BapuaHTe bygeT oTBeyYaTb Baw SMTP-cepsep.

e Ucnonb3oBaTb BHeLWHUN SMTP-cepBep. DTOT BapMaHT XOpPOLU CBOEN
MPOCTOTON U HAAEXHOCTbIO AOCTaBKN. OAHAKO, TakMe CepBUChl UMeT
3HaYUTEeNIbHblIE OrpaHnyeHns. Hanpumep, novytoBasa cnyxba AHoekc

MO3BOJIAET OTIMPaB/IATb HE 6onee 500 nucem B OEeHb. CepBI/ICbI bes3 CTpormx
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orpaHuyeHunn obbl4HO NpeanonaratoT onaaTy 3a KaXk[oe OTrnpaBJ/ieHHoe
NMMCbMO.

I'Ionpo6Hee O HIOaHCaX HaCTpOI7IKI/I NOCTaBKW MoYThbl B CTaTbe «OTNpaBkKa
SNEKTPOHHbLIX MNCEM: BAPUNAHTbLI N BO3SMOXXHbIE I'I_DO6J'IeMbI>>.

-BepHYTbCS K COEPXXaHUIO-

6.3. Moodle n C30 3KL

Cpepna anekTpoHHoro obyyennsa 3KL 6a3snpyeTca Ha naaTdopme Moodle n
MOJIHOCTbIO C HEW COBMeCTUMa.

TexHun4veckn, C30 3KL asngeTca KOMMNJEKTOM MiaarnHoB, KOTOPble CTaBATCA NMOBepX
Moodle cooTBeTCcTBYIOWEN Bepcun. MNpm aTom, C30 3KL nocTtaBnseTCcs Kak roTOBbIN
AnCcTpunbyTums, BKAtOHaa aapo Moodle, 4TO COOTBETCTBYET JINLEH3NOHHbBIM
ycnosusamM obenx NnpoayKToB.

KOpungnydeckn, C30 3KL aBnseTcs Npon3Bo4HbIM NPOU3BELEHNEM, BKJIOYAKOLWNM
Npon3BedeHmns C OTKPbITbIM NCXOAHbIM KoAoM. MNpaBoobnagatenem C30 3KL
apnseTca OO0 «OTKpbITble TeXHONOrMK». CBUAETENbCTBO O roCyAapCTBEHHOW
pernctpaumm Ne 2019665610. [JaTa perncrtpaumm B Peectpe nporpamm anga 3BM 26
HoABpsa 2019 r. Cpefa a51eKTpOHHOro obyyvyeHusa 3KL 3apermctpupoBaHa B PeecTpe
POCCUMNCKOro nporpaMmmHoro obecnevyeHuns. PernctpaynoHHbIin Homep MO 7069,
nata pernctpaunm 07.10.2020 (Mpnka3 MnHkomcesasn Poccmm ot 06.10.2020
Noe515).

C30 3KL agpanTtupoBaHa nog Hy>Abl POCCUNCKNX 3aKa34YNKOB U YCMeLIHO
NPUMEHAETCA B KOPNopaTUBHOM CEeKTope, By3aXx, Kosilea)ax, cpepe
AONOJIHUTEeNIbHOro obpasoBaHUS.

B oTaun4me ot Moodle, C30 3KL nocTaBnseTcs ¢ TexnognepXKom n conepxuT
bonee 50-Tn AONONHUTENIbHBLIX NArMHOB, pa3paboTaHHbIX KoMNaHuen «OTKPbITble
TexHonormm» ¢ y4etom 18-Tm neTHero onbiTa BHEAPEHUSA U paclUNpeHns
PYHKLMOHaNBHOCTU Ccpelbl 3/IeKTPOHHOro oby4yeHunsa. NlocMmoTpeTb Tabauuy
CpaBHeHUs. TexHn4yeckaa nogaep>KKa BKAYaeT NepBUYHYO YCTAHOBKY,
perynsapHble o6HOBMIeHNA NPOoAYKTa N JOCTYyN K obwmpHon base 3HaHUNA,
copepxxawen 6onee 500 cTaTen.

MnarvHbl CTOPOHHUX pa3paboT4nkoB, coBMecTUMble ¢ Moodle cooTBeTCTBYOLLEN
BepCUn, Tak Xxe ckopee Bcero byayt coeMmecTumbl 1 ¢ CO0 3KL. NMpnmeHeHne Taknx
CTOPOHHUX nnarnHoB B C20 3KL BO3MOXXHO N aKTUBHO NpaKTUKyeTCH
nonb3oBaTtensamuy C30 3KL. OgHaKo, HUKaKMX rapaHTUM OTHOCUTESIbHO
paboTocnocobHOCTN N NOCNeACTBUA NPUMEHEHNS TaKNX NJArMHOB, €C/IN OHWU He
BXoAAT B cocTaB C20 3KL KoMnaHus-pa3paboTynk He gaeT. Hukakne
KOHCY/ibTauun nam noMollb no pabore ¢ AaHHbIMU NAarMHaMn UM yCTpaHeHNeM

nocsieacTenAa nx pa6OTbI He BXOOAT B FapaHTI/II7IHle TeXHUYECKYIO nognep>xKKy, 3a
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NCKJIIOYEHNEM ONUMN «YyCTAaHOBUTb» U ONUMN «yOasnTb», 63 HaCTPONKN n
conpoBoXneHus. NlapaHTUNHaaA TeXHNYeCcKasa Nnogaep)KKa pacrnpocTpaHaeTcs
TOJIbKO Ha MJiaruHbl, NocTasnsgemMble B COCTaBe opuumanbHbix pennsos CO0 3KL
(opneHTnpynTecb Ha opuLMaNbHYIO TEXHNYECKYIO LOKYMEHTaL o, aHOHChI
penn3oB 1 Nyban4Hble 4eMO-CTeHAbl, NpenocTaBseMble pa3paboTynkom).

-BepHyTbCA K coOAepXXaHUI0-

6.4. Bepcuu Moodle u C30 3KL

Bnarogaps COBMeCTUMOCTU, TEXHUYECKN BO3MOXXHO 06HOBUTL Moodle go C30 3KL
C COXpaHeHneM BCero KOHTeHTa 1 HacTpoek. [0na 3Toro HeobxoaAnmMo, 4TobbI
Bepcua Moodle 6binia meHblie, Nnbo paBHa Tekywen sepcumn C30 3KL. Hanpumep,
ecnn camas Hoeas Bepcusa C30 3KL nmeet Bepcuio 4.1.8a (MHpopMaums Ha MOMEHT
HanncaHusa CTaTbW, OPUEHTUPYNTECHL Ha aHOHChHI PESIN30B Ha HalleM canTe), To
COXpaHeHne MaTepunasioB BO3MOXXHO npu nepexone ¢ Moodle sBepcuun 3.9.x, 3.10.x,
4.0.x, 4.1.x n 6onee paHHMX, a BOT nepexon ¢ Moodle 4.2.x byneT BO3MOXXeH
ToNbKo nocne Bbixoga C30 3KL cooTBeTCTBYOWEN Nn bonee Nno3gHen Bepcuun.

TOYHO TaK Xe, TeEXHNYECKN BO3MOXHO BepHYTbCA ¢ C20 3KL Ha community-Bepcuto
Moodle, HO € 0OTKa3oM OT BCero AOMNOJIHUTENIbHOro PYHKLUNOHaNa, KOTOPbIN
OTCYTCTBYET B community-BepCcun 1 CBA3aHHbIX C HUM MaTepnasos.

-BepHYTbCS K COepP)XXaHUIO-

6.5. NMpoTokon https u SSL-cepTudunkarol

Mockonbky C20 3KL aBnseTca Beb-npunoxxeHnem, B3anmMoaencTeme mexny seb-
cepBepoM 1 Bpay3epoM KaMeHTa NponcxoanT No npoTokony http. NMpoTokon http
He nogfaep)XuBaeT WugpoBaHMe 1 BCe Y3Jibl, Yepes3 KOTOPbIN NMPOXoauT Tpaduk 4o
cepBepa MMelT O0CTYN He TOJIbKO K COAEepXXUMOMY BCeX OTKPbIBAaeMbIX CTPaHUL,
HO M K ero naposiaM Asas Bxoda B cuctemy (410 ocobeHHOo onacHo ans
npenogasaTesien N aAMUHUCTPATOPOB) M NJATEXHbIM AaHHbIM. [JOCTYN K 3TUM
AaHHbIM MOXKET MOoJIY4UTb He TOJIbKO NpoBangep uim cMcagmMmH, Ho v
NoNb30BaTeNN ToW e caMmon wifi nnnm nokanbHoOW ceTn N3 kotopon paboTaeT
nonb3oBaTesnb. Ona peweHnsa 3Ton npobnemsl B 1994 rony 6bin paspaboTaH
npoTokon https, KoTopbIn WNpyeT faHHble NpoToKoa http ¢ noMmouwbio
npoTokosia SSL.

YT06bI MOTMBMPOBATL aAAMUHUCTPATOPOB CanToB obecrnevynsaTb 6€30MacHOCTb UX
nonb3oBaTenen, ¢ 2017 roga MHorune 6pay3epbl U MOUCKOBbIE CUCTEMbI HavYaan
nomevyaTb CalTbl, He nogaepxmneatuwme https kak HebesonacHble, n TpeboBaTb Y
Nnosb30BaTesig OTAEJ/IbHOIr0O NMOATBEPXXAEHUS, NPU Ka)KA0oM BXOLe Ha AAaHHbIM CaunT.
HekoTopble MONCKOBbIE CUCTEMbI MOHMXKAKT UKW faXKe UCKJII0YalT N3 NONCKOBOM
BblAA4M CalTbl, He nogaepXxueatwowme https. Bcé sTto genaet ncnonb3sosaHume https
npakTu4eckn obasaTenbHbLIM 47151 BCeX CanTOB B Internet n kpanHe xxenatesibHbIM
AN BHYTPEHHUX KOPMNOpPaTUBHbIX CAaNTOB.
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OCHOBHas CNOXXHOCTb Ha NyTK BHeApeHMsa NpoTokona https — 310 HeobxoanMMoCTb
nony4vyeHuns SSL ceptudpukaTos. 1o 2015 roga cyw,ecTsoBasio TOJIbKO 2 OMNUUN:

e becnnaTtHasa reHepauusa camonognucaHHoro SSL-cepTtudukara. 310
MOXXHO cAenaTb CaMOCTOATESNIbHO C MoMoLblo becnnaTHoro n ceoboaHo-
pacnpocTpaHsaeMoro naketa OpenSSL. HegocTaTKoM AaHHOro BapuaHTa
ABNSAETCA TO, HTO KJINEHT HE MOXXET YCTaHOBUTb AOCTOBEPHOCTb AAaHHOIO
cepTugmrKaTa. 3TO CO34aET YA3BMMOCTb, KOTOPYIO Ha3blBalOT «aTaka
rnocepeaviHe»: agMMHUCTPATOP CETU MOXKET CO3AaTb COOCTBEHHbLIN CalT,
KOTOpPbIN paclINPOBbIBAET BCE AAaHHbIE OT KJIMEHTOB, COXPaHSAET UX KOMNMIo
M TOJIbKO MOCJie 3TOro OTNpPaB/IAET 3anpochbl K UCXOOHOMY canTy. IMeHHO
rnosToMy 60/IbLUMHCTBO Bpay3epoB BbIBOAAT npefynpexaeHue, korga
rnosib3oBaTesb NblITAaeTCA BOUTU Ha CaUT C caMonoanucaHHbiM SSL-
cepTumKaToM. NMpnHATME TaKoro cepTudurkaTa HaMepPeHHoO CaeNlaHo
CNOXKHbIM U HEMHTYUTUBHbLIM, 4TOObI MONb30BaTENN C HEYBEPEHHbLIMU
HaBblKaMM N NPUHMMatlOLWLKMe BCe npeaynpexaeHnsa 6esgymMmHo, 6biam He B
COCTOSAHUW MPOUrHOPMPOBaTbL AaHHOEe nNpefynpexneHuve.

* NMpunobpeteHue nnatHoro SSL-cepTtudumukaTta B yaocTOBEPSAIOLLEM
LeHTpe, KOTOpPbLIM CriepBa nposepseT JIMYHOCTb 1N NOJIHOMOYNS
rnosib30BaTens.

C 2015 ropa 3anyuleHa HeKoOMMep4eckada opraHusauna Let's Enrcypt,
hnHaHcupyemasa komnaHnamm Google, Amazon, Mozilla, Cisco, doHaom
3N1eKTPOHHbIX pybexxen, IBM n MHOrumMu apyrumm. OHa nogaep>xmpaeTt
HEKOMMepPYEeCKNN yO0CTOBEPAIOLWMNI LLEHTP, KOTOPbIA No3BoaseT becnnaTHo
BbliNyCKaTb SSL-cepTudmnkaTbl, NOATBEPANB CBOE BNafEHNE OMEHHbLIM UMEHEM C
nomMoubo npotokona ACME. MMmeHHO 3TOT cnocob nony4yeHns SSL-ceptudukaTa
AN aKTUBaUMKM NpoTokona https ncnonb3ytoT 60nbWMHCTBO BEG-CanTOB. Mbl
TakXXe npepgnaraemM HacTponky https atum cnocobom.

OcHoBHbIM HeynobcTBOM cepTuUdunkaTos Let's Encrypt sBnsieTcs 1o, 4TO NpoBepka
[OMEHHOIro MMeHU BbINOJIHAETCSA Mo NpoTokony http 4yepes Internet. To ecTs,
cepTudukat Let's Encrypt HEBO3MOXXHO MNOJIy4NTb /19 CanTa, KOTOPbIN He
[OCTyneH B ceTu Internet. Tak e, ecnn He cobntofaeTcsa Hawa pekoMeHpaumsa no
AenernpoBaHuio Ha BUpTYyasbHY MawnHy ¢ C30 3KL ctaTnydeckoro «b6enoro» ip-
ajpeca, 0oCTynHoro n3 cetu Internet 6e3 orpaHny4yeHnin, nony4yeHne ceptTugmrkaTa
Let's Encrypt 6yneT 3aTpyOHEHO UM BOBCE HEBO3MOXXHO. B 3TOM cntyauunm Bbl
MoXXeTe:

e OTKa3aTbCHA OT NPMMEHeHNs WngpoBaHHOro NpoTokona https, co Bcemun
BO3HMKAOLWMMN HEFATUBHBLIMW MOCNEACTBUSMU;

e nMpuobpecTn Ana Bawero AoOMeHa NnaTHbIN SSL-cepTudmKaT 1 nepeanaTb
ero cny>xbe TexHn4yeckom nogaep>xkm NcnonHntena ons ycTaHOBKU;

* CaMOCTOATE/IbHO HacTpouTb https, B TOM Yyucne ¢ ucnosib3oBaHmem Let's
Encrypt, Ha NMPOMEeXYTOYHOM Yy3Jie.
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B nocnenHem cnydae noMeH fo/mkeH bbiTb AenernpoBaH Ha NPOMEXXYTOYHbIN y3en,
KOTOpbIN 1 opraHn3syeT SSL-wndcpposaHue. Cepsep ¢ C30 3KL B 3TOM BapmaHTe
HaxoOuUTCA B AeMUINTAaPU30BaHHOW 30He, No3aan NpoMexXyTo4YHOoro y3sna. Bce
nocTynatoLime 3anpocbl MPOMEXXYTOYHbIN y3es OO0/KEeH paclndpoBbiBaTb U, 3aTEM
nepepnaBaTb Ha cepBep ¢ C30 3KL nmbo ¢ ncnonb3oBaHMeEM HeWN(POBAHHOIO
npoTokona http, nmbo ¢ ncnonb3oBaHmeM caMmonognmMcaHHOro cepTugmkaTa SSL
(KOHeYHble NosIb30BaTENN €ro «He BUAAT», MO3TOMY Heyno6CTB y HUX NpU O3TOM He
BO3HUKaeT). OCHOBHbIM HELOCTATKOM LAHHOI0 BapMaHTa MOXeT ABNATLCA TO, YTO
NPOMEXYTOYHbIN y3ea 3aKa3ynky npuaeTca HacTpamBaTb MOJIHOCThIO
camMocToATesIbHO. [MpOMe)XYTOYHbIN y3en Npu 3TOM He aMUHUCTPUpyeTCs
NcnonHuTenem n MoXeT BHOCUTb UCKaKeHnsa B paboTty C30 3KL. Mo aTon npnymnHe,
ecnun oT 3akKa34uMKa NocTynaeT 3asBKa, CBA3aHHaa ¢ oTobpakeHnem C230 3KL B
ceTu NHTepHeT, IcnonHUTeNb NoAgK04YaeTCa HenocpeaCcTBEHHO K UcxoasLemy
nopTy cepsepa ¢ C30 3KL, B 06x04 NpoMeXyTO4YHOro y3na, n ecam npobnema tam
He BOCMNPOU3BOAUNTCSA, 3a8BKa OTKJIOHAETCS, KaK HaXoAAaLasCs BHE 30HbI
OTBETCTBEHHOCTU NcnonHuTens.

Takum obpa3som, Npu NPUHATUN peLleHns o Bbibope cepTUdurKaToB U MPOTOKOIa
poctyna K C30 3KL 3aka34uK 0J1>KeH BblbpaTb O4UH U3 C/IeAYIOLLNX BAPNAHTOB
(HekoTOpble BapuaHTbl BO3MOXXHbI TOJIbKO NpU COBNI0AEHNN TEXHUYECKNX YCITIOBUI
OMMCAaHHBbIX BbILLE):

e OTCcyTCTBME WNPOBaHMA (MCNOSb30BaHME NpoTokona http).

PekoMmeHpayeTcs ToNbKO npu pasmeweHun C30 3KL B feMmnamtapn3oBaHHOW 30He,
no3aan NPoMeXXyTOYHOro y3sia, opraHusytoLero wngpoBaHme.

e https ¢ camonoanncaHHbIM CeEPTUPUKATOM.

PekoMeHAyeTCs TONIbKO A8 JIOKAJIbHOM0 MPUMEHeHUsa nnan ons wngpoBaHuUs CBA3N
Mexnay cepsepoM ¢ C30 3KL n NpoMeXxXyTOYHbIM Y3J10M. Y KOHEYHbIX
nosnb3oBaTesien byaeT BO3HUKaTb npeaynpexaeHne o HebesonacHOCTHM y3na, C
KOTOPbIM OHWN OOJ/KHbI ByAyT CcOrnacuTbCsa os BXoda B CUCTEMY.

e https c nnaTHbIM cepTUPUNKATOM.

CepTudukaTt 3aka3ymk npmobpeTaeT CaMOCTOATENbLHO N NPenoCcTaBaseT ero
NcnonHuTento Ha aTane yctaHoBkn C30 3KL.

e https c 6ecnnaTHbIM cepTudukaTom Let's Encrypt (pekomeHayeTcs).

Mo>keT 6bITb MPUMEHEH NMPU YCIOBUSAX AeNlerMpoBaHNs HENOCPEeACTBEHHO Ha
CeTeBOW NOPT BUPTYasIbHOW MalUMHbI CTaTUYeCcKoro «benoro» ip-agpeca u
LOCTYMHOCTU cUCcTeMbl 6e3 Kakux-nmbo orpaHnYeHnin n dunbTpaumn ns

ceTun Internet (Bknovasn 3apybexxHbin cermeHT Internet, T.K. BCce cepBepsl Let's
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Encrypt HaxoasTcsa 3a pybexxom).

-BepHYTbCS K COEP)XXaHUIO-

6.6. OOMeH pBaHHbIMM U BHYTPEHHME UHTerpauum

-BepHYTbCS K COEPXXaHUIO-

6.7. UHTerpauum c BHewHuM MO n cepBucamm

-BepHYTbCS K COepP)XXaHUIO-

6.8. HacTpouKka BHeLlHero suaa

-BepHYTbCS K COepP)XXaHUI0-

6.9. FapaHTUiHaA TeXxHU4YecKana nogaep>kka M npasa goctyna

-BepHYTbCS K COEepP)XXaHUIO-

MonpobHee 060 BCeX MepeyncneHHbIX HIDaHCax Bbl CMOXKeTe y3HaTb 13 6a3bl
3HaAHUIM 1 B cNy>Xbe rapaHTUNHON TEXNOAAEPXKKN. DTN NCTOYHUKN AOCTYMHbI
nonb3oBaTtensam C20 3KL B nepmod rapaHTUNHOW NOALEPIKKMN.
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