Bonpoc-orBeT (HaBo)

Y10 Takoe nokasnbHaa U nyonMyHasa (MHTepHeT)
uHcTannauua C30 3KL?

Mpwu npnobpeTteHun nuueH3nm gna yctaHoskm C30 3KL Ha cepBep KINEHTa,
yCTaHOBKa MOXXeT BbITb BbINOJSIHEHA B ABYX BapuaHTax:

e [y6IN4HAA MHCTANAAUNMN NN UHTEPHEeT-nHCcTannauus. Mpn nybnmyHom
yCTaHOBKe cucTtema byaeTt JoCcTynHa noab3oBaTensam c ntoboro
yCTPONCTBA, NOAKJ/IIOYEHHOr0 K ceTu NIHTepHeT.

o My6AnYHasa MHCTaNNAUNS MOXeT ObiTb 3aKpbiTa aBTOpM3aLmen no
NOTNHY N NApPOoJIt0 U AO0CTYMNHA TOJIbKO HECKOJIbKUM nnuam. Ho ecnu
OHa LOCTYMHa UM 4yepes IHTepHeT - TO Takas NHCTannauma Bce-
paBHO c4yuTaeTca nybanyHon.

e JlokanbHaa MHCTannaumsa. MNpu NOKanbHOM YCTaHOBKE BHYTPU IOKAJIbHOW
ceTu Bawen opraHusauymm, C30 byaeT AOCTYMHa TOJIbKO C YCTPOWNCTB,
NOAKJIIOYEHHbIX K flaHHOW ceTu Hanpsamyto nnu 4yepes VPN. Hukakune gpyrue
nosib3oBaTenn K Bawen C30 NogkIoyYaTbCA HE CMOryT, B TOM Yucse
cuctemMma He bygeT AOCTYMHA BallMM KJAMEeHTaM U COTPYAHUKaM C
AOMALLUHNX KOMMNbIOTEPOB N KOMMbIOTEPOB B APYrMX OpraHusaumsax.

o [pn NOKaNbHOM NHCTAaNNALNN HEBO3MOXKHO ByaeT BbINONHUTL
HUKakKune nHterpauunmn, Tpebytouwme obpawweHnin K C30 NpuUIoKeHUN
N3 BHewHen ceTn. NoMmmMo npoyero, 3To: Ucnosib3oBaHme Moodle B
KayecTBe cepBepa Oauth2 aBTopumsaunmn, npuem 31eKTPOHHON
onsaThbl, NOAKJOYEeHNe N3 MOBUIIBHOIr O NMPUIOXKEHUSA N Op.

o [la)ke ecnn AOCTYMN U3 BHEWHEN CeTU K JIOKaJIbHON NHCTannaumnm
OyneT oTKpbIT NyTeM npobpoca NopToB C MapLipyTu3aTopa, 414
Lenen rapaHTUNHOM NoOOEPXKN AaHHASA MHCTaNIAUMA BCe-paBHO
OyoeT cunTaTbCs NOKaNbHOW, T.K. paboTocnocobHocTb npobpoca
MOPTOB HAXOAUTCS B 30HE OTBETCTBEHHOCTU KJIMEHTA.

Ana nybnm4yHonm MHCTaNNAUMM HeobxoAMMO Ha3HAYNTb CEPBEPY BHELLUHUN
nyb6nnYHbIN ip-agpec. IMeHHO K HeMy ByaeT NpuBA3aHO AOMEHHOE MMS, KOTOpoe
MNO3BOJINT BHELLUHWUM MNOJIb30BaTeNAM 00paTnThCa K cucteme. OCHoOBHOE
B3auMoOencTBue c cuctemon naet vyepes nopThl 80 (MpoTokon HTTP,
ncnonb3lyeTcsa onsa noaTeepxaeHna 6ecnnatHoro ceptudurkaTa Let's Encrypt,
KOTOpPbIN HY>XeH ansa paboTbl https, a TakXe ang peampekTa nocetTuTenen Ha http)
n 443 (npotokon HTTPS - wndpoBaHbIn MPOTOKON ANns paboTsl ¢ Beb-
nHTepgencom). Ona nybanyHom nHCTannsaymum Ba>kKHo, 41obbl 06a 3Tnx nopTta 6bin
nmeHHo 80 n 443 n Bceraa 6biIn OTKPLITLI: cepBep caM nx obpaboTaeT un, ecnu
HY>XHO, NepebpoCcnT KIneHTa Ha WN(POBaAHHbLIA MPOTOKOJ. M3MeHeHne nnn
6J10KMPOBKa 3TUX MOPTOB CO34ACT OWYTUMbIe HeynobCTBa BalLMM MNoJib30BaTENSAM
(Homepa nopToB Heobxoammo byaeT HabmupaTb B aApPeCcHON CTPoKe Npu obpalleHnn
K C30), MOXeT yXyawnTb nHaekcuposaHme sawen C30 NoMcKoBbIMU CUCTEMAMU,
NPMBECTN K HEBO3MOXXHOCTU NOJIY4YUTb UK NepeBbinyCTUTbL becnnaTHbIM SSL-
cepTUdUKaT U K APYrMM HEeraTUBHbIM NMocsieacTenam. NoaTomMy, Ana HageXxHoun
paboTbl Bawen C30 1 coxpaHeHUsA rapaHTUNHON NoAaAEePKKMN B MOJIHOM 06bemMe Mbl
pekoMeHayem BblaennTb gna C30 oTaenbHbIN Ny6ANYHbIN ip-agpec N Ha3Ha4YnuTb
€ero HanpsIMyto Ha cepsep, rae yctaHossneHa C20, He B1OKMPYS HUKaKUX NOpToB. B
OCTaJIbHbIX CNy4Yaax, rapaHTUNHAA NogLaep)XKa CHUTAeT MHCTAJIALMIO JIOKAJIbHOWN,
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LlaXke eCcsin YaCTb NOPTOB OTKPbITA UK BbiBEAEHbI HAPYXXY Yepes3 C MOMOLLbI
npobpoca NopToB.

Ina noKasbHOWM MHCTaNNAUNM AOCTAaTOYHO MPOBPOCUTL Hapy>Xy 22 NOPT, KOTOPbIN
NO3BOJINT NOAKOYMTLCS HAWMM CcneumnanmcTam assi NpoBefeHnss TEXHUYECKNX

paboT. HoMep NopTa Ha Hapy>XHEM MapLUpyTMU3aTope Npu 3ToM 0coboro 3HavyeHUs
He nMeeT.

B obounx cnyyasx, cepsepy L0O/HKEH ObITb OTKPbIT UCXOOAWMA OOCTYN B UHTEPHET.
970 TpebyeTca Kak 418 CKayMBaHUA YCTAHOBOYHbIX MAaKeTOB 1 0OHOBNEHNS B
nepuoabl 06CNyXnUBaHMA cepBepa, Tak U ona paboTel HTErpaumm n
BCNOMOraTesibHbIX CNy>X6 (Hanpumep nHTterpauumn ¢ sebnHapamu, Cepsmucom
NpoBepPKWN Ha nnaarmaTt, cepsucom reCapcha, oTnpaBKK COOOLLEHNA SNTEKTPOHHON
noYThbl U Ap.)

B cnyyvae, ecnm cucteMa ycTaHOBJIEHA JIOKasibHO, 6e3 BbigeneHusa nybnn4Horo IP-
ajpeca, rapaHTUNHOM NOAAEPXKOW MOKPbLIBAETCHA TOSIbKO (PYHKLMOHMPOBaHME (B
TOM 4YUCJIE CKOPOCTb OTKJINKA) CUCTEMbI BHYTPU BalLeN JIOKAJIbHOW CETW.

MHOro nosie3HbiX OTBETOB Ha YacCTO 3aZlaBaeMble BOMNPOChl Bbl MOXXETe HaNTu B
ny6anYHbIX pa3genax «3HakoMcTBo ¢ CO0 3KL» n «Bonpockl No yctaHoBke C30
3KL Ha cepBep KAMeHTa» Hawewn ba3bl 3HaAHUN!
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