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KaKoB nopaaoK YCTAHOBKU U CUCTEMHbIe
TpeboBaHuA cpenbl 3/1IeKTPOHHOro ooby4vyeHumna 3KL
(Pycckun Moodle) Ha cepBep KnueHTa?

ba3oBas MHGpOpMaLMa NO OCHOBHbLIM HI0DAHCaM YCTaHOBKMN Cpeabl 3JIEKTPOHHOI0
obyyeHus.

MHOro none3HbIX OTBETOB Ha YacTO 3ajjaBaeMble BOMPOCHI Bbl MOXKETe HAaNTU B
Ny6anyHbIX pasgenax «3HakomcTBo ¢ C30 3KL» n «Bonpockl no yctaHoBke C30
3KL Ha cepBep KAneHTa» Hawen 6a3lbl 3HaHWN!
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3.2. PeKBU3UTbLI 1 NpaBa A0CTyna, HeobxoanMble ANa yCTaHOBKM
4. PexoMeHpauum no obecneyeHmio ctabunbHoro n 6esonacHoro
DYHKLLMOHUPOBaHUSA
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4.2. Pe3epBHOE KONMpPOBaHMe
4.3. KaHaJs CcBA3M 1 AocTyn K Internet

4.4. TpeboBaHUA K CEPBEPHOMY MOMELLEHNIO N KIIMMAaTUYECKOMY PEXNMY
4.5. TpeboBaHUA K pusnyeckom n anekTpobesonacHOCTH

5. FapaHTUMHaA TeXHUYecKasa nognepxka
5.1. O6beM rapaHTUNHON TEXHNYECKON NOAOEPXKKN

5.2. Pa3rpaHnyeHmne npaB 4octyna n oba3aHHoOCTEN Mo 06CAYy>XMBAHUIO CUCTEMBI
5.3. BO3MO>XHble NPUYNHbI OrPaHNYEHUSA FAPAHTUNHON TEXHNYECKOW MOAAEPXKKN

6. lononHUuTeNbHanA MHQ)OpMaLI,Mﬂ O TeEXHUYeCKUuX cneumasimctoB

3aKa34yuka
6.1. Ucnonb3yemasa CYB/]
6.2. CepBep 0TNPaBKWU 3JIEKTPOHHOW NOYThbI
6.3. Moodle n C30 3KL
6.4. Bepcmm Moodle n C30 3KL
6.5. [MpoTokos HTTPS n SSL-cepTndmkaThl

6.6. ObMeH fAaHHbLIMW N BHYTPEHHWE NHTEerpauumn

6.7. UHTerpauuu ¢ BHewHuM 1O n cepsmncamu
6.8. HacTponka BHelWHero snaa
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1. CucreMHblie TpeboBaHus

MoapobHble cMCTEMHbIE TpeboBaHNSA U3N0XKeEHbI B pa3aenax «TpeboBaHus K
TexHn4Yeckon nnowanke» n «TpeboBaHMs K paboyeMy MecTy noJsib3oBaTens»
aKTyaJibHOW Bepcun PernameHTa npenocTaBieHnNst CEPBUCOB, KOTOPbLINM AOCTYNeH

Ha canTe OO0 «OTKPbLITbIE TEXHOJOrUU>.

Ins pa3Hbix Bepcuin C30 3KJ1 TpeboBaHnsa K BepcmaM bpay3sepa Nosib3oBaTens u
CUCTEMHOr0 OKpY>XXeHus (aKTyasIbHO TOJIbKO NPU CaMOCTOATEIbHON YCTaHOBKE)
MOryT OT/IN4aTbCA. O3HAKOMUTbLCA C HUMW MOXXHO B aHOHCE COOTBETCTBYIOLLEro

pesin3a.

Mpn MHCTaNNAUMM B paMKaX rapaHTUMNHOW TEXHNYECKOW NoAOEPKKN, BCE
BcnoMoraTtesibHoe MO ycTaHaBAMBaeTCsd aBTOMaTUYECKN cnnamm NcnonHutens
(PaspaboTymka). OT 3aka3uyumka TpebyeTcs TONbKO NPefoCTaBUTb BUPTYasibHYIO
MawnHy ¢ Ubuntu 20.04, pocTynHyto no ssh n oTeeyvatoLyto npneeaeHHbIM B
HacTosLWeM OOKYMeHTe peKkoMeHJauunam. B cBsa3m € 3TuM, faHHaa CTaTbd He
BKJ/IlOYaeT AeTasibHbIX TPeboBaHNN K CEPBEPHOMY OKPYXXEHUIO U Pa3BEPHYTON
MHAOPMaLMKM N0 CaMOCTOATENIbHOW YCTaHOBKe.

Cpena 31eKTpoHHoro oby4deHuns 3KL perynsipHo o6HoBASIeTCS, MO3TOMY,
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nybankKyemble B faHHOM MaTepuasie aHHble O AENCTBYOLLEN BEPCUN, MOTYT
ycTapeTb. MMHpopMaumio 0 camblix nocnegHuUx gopaboTkax NpoayKTa N akTyaslbHON,
Ha TEKYLNN MOMEHT, BEPCUN YNTanUTe B pasgene «<HOBOCTU» Ha CalTe KOMMaHUMN,
a Tak>XXe B aHoHcax K penansam C30 3KL Hawen 6a3bl 3HaHWUA.

Cpepna anekTpoHHoro obyyeHuns 3KL (nanee — C30 3KL, cucrtema)asnsaetcs seb-
NpunoXXeHneM — cama cucTemMa yCTaHaB/IMBaeTCH Ha cepBepe (nanee —
Mnowapnka, TexHn4yeckasa naowanka), a nosb3oBaTes I B3aUMOLENCTBYIOT C HEN
nocpenctsoM Beb-bpaysepa. [nsa 3Toro MNMnowanka AosmkHa b6bITb 4OCTYNHa
nosnb3oBaTensam no npotokosnam http (nopt 80) u https (nopt 443).

INa KOPPeKTHOro PyHKLUMOHNPOBAHWUSA, B TOM Yncae paboTbl MHTErpayun,
OTMNPaBKM NOYTLI U T. M., cCUCTeMe TpebyeTCcsa HeOrpaHN4YeHHbIN UCXOAALLLUNA
Aoctyn B ceTb MHTepHeT. Takxe, 4ocTyn B HTepHeT HeobxoanM Ha aTanax
YCTaHOBKU U 06CNTy>KNBAaHUA CUCTEMbI OJ19 CKa4YMBaHUA NakKeToB
BcnoMoraTtenbHoro MO 1 nx obHoBneHus.

ObpaTuTe BHMMaHue: paboTa psga HTerpaymm (NonyyvyeHmne 3n1eKTPOHHbIX
nnaTe)xen, nCrnonb3oBaHue becnnaTHbiX SSL-cepTudmkaTos Let's Encrypt u 1. n.)
noTpebyeT opraHusauum Joctyna K cucteme no npotokonam http (nopt 80) n https
(mopT 443) Ha cTaTu4HOM "OenoMm" ip-appece (IPv4).

B cnyyae, ecnn C30 3KL agMuHuncTpupyetca icnosiHnTeneMm B paMKax
FAapaHTUNHOW TeXHUYeCKon nogaepxku, gobasnsaerca pag TpebosaHun, 6e3
KOTOPbIX yAaJleHHOe agMNUHUCTPUPOBaHME HEBO3MOXHO. Hanbonee cylecTBeHHbIe
N3 HUX:

1) Cuctema gosixkHa 6bITb YCTaHOB/IEHA Ha oTAesbHOM Mnowanke (pekomeHayeTc
MCMONb30BaTb BUPTYasIbHYIO MaLLNHY, Y4TOObI MHXXEHEpPbl 3aKa34ynka CoOXpaHunm
BO3MOXXHOCTb TEXHNYECKOro obcny>xmnBaHmsa cepsepHoro obopynoBaHus).

2) B nepnog rapaHTUNHON TEXHUYECKON NMoaaepXKU Ha gaHHoW Mnowagke He
OOJ/HKHO BbITb YCTAaHOBJIEHO HUKAKOro cTopoHHero MO (canToB) He Haxo4ALWMXCA
Ha obcny>xmnsaHum y NcnonHmntena. HUKakme nHble cneunanncTbl, KpomMe
NH>XXeHepoB VicnoiHUTena He OO0JKHbl MMeTb A0CTYnN K MNowanke. HapylweHune
3Tux TpeboBaHUN NpuBedET K CHATUIO CUCTEMbI C aTTecTaunmn, NpeKkpaLLeHnio
AAMUHNCTPUPOBAHNS CO CTOPOHbI ICMoNHUTEeNs u NnepeBo B PpeXum
OrpaHWYeHHOW rapaHTUNHON Texnogaep XKW, aHaI0rMYHO «CPbIBY 3aBOLCKON
nnomMbbl» Ha YCTPONCTBE.

3) Cnctema gosxkHa 6biTb AocTynHa icnonHmnTento no npoTokoay SSH (22 nopT) ¢
nosiHoMo4mamu root. Mo 3anpocy, MoXeT ObITb NpeaocTaBsIeEH CNNCOK ip-aApecoB
Ana orpaHuydeHna goctyna. Joctyn no npoTtokosy VPN BO3MOXXEH TOJIbKO B paMKax
NINLEeH3Nn Bepcnm «Kpocce».

HeTanbHble TpeboBaHUA N310)KeHbI B pa3aenax «[Mopafgok yCTaHOBKM 1 Nepedaydn
CUCTEeMbl Ha NoaaepXKy» N «FapaHTUNHaa TEXHNYECKasa Nogaep)XKa» akTyasibHOM
Bepcun PernameHTa npenocTtaB/ieHNs CepBUCOB.

-BepHyTbCA K COAEpPXKaHUIO-
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1.1. MMHMManbHbIEe CUCTEMHbIEe TpeboBaHusA

MnHMManbHble CUCTEMHbIE TpeboBaHUA K TEXHUYECKON nowanke obecneymsatoT
BO3MOXXHOCTb KOPPEKTHOW YCTAaHOBKW, HAaCTPOMKK 1 3anycka C30 3KL, Ho He
rapaHTUpyoT cTabunbHoM paboTbl cpedbl 3NEKTPOHHOIO 0by4YeHNs Noa Harpys3KOon.

Pecypc MuHuManbHoOe pe
3HauE
LleHTpanbHbIN NpoLeccop cepeepa He HuXe Intel Core i3, 4
Ob6bem onepaTUBHOW NaMATK cepBepa 8Tb
Obbem HakonuTensa (MoCTOAHHOW ANCKOBOW NnamaTn) ansa C30 50Tb
3KL
KaHan cBa3un anga nogkntodeHus K Internet C MPONYCKHOM CNOCOBHO
10M6uT/c

-BepHyTbCA K COAepPXaHUIO-
1.2. PeKkoMeHAOau UM NO BblAEJIEHUIO CUCTEMHbIX peCcypcoB

OueHnTb NpUMepHbIN 06bEM CUCTEMHBIX PECYPCOB, HEOBXOONMBIX AN KOPPEKTHOMN
paboTbl cpebl 3/IEKTPOHHOI0 00y4YeHNs, MOXKHO MO cefyuwmMm sMNupu4ecknm

dhopmynam:

Pecypc dopmMy
OnepaTmBHasa namMaTb cepsepa, I'b 2 + (KONIN4eCTBO KOHKYPEHTH]
KonnyecTBo Anep LUeHTpasibHOro npoueccopa cepsepa, 2 + (KOIM4eCTBO KOHKYPEHTHI
.
Obbem HakonnTensa (MOCTOAHHON anckosor namaTn) gna 30 + 3,9*%(ob6bem y4ebHbIX Ma
C30 3KL, I'b

-BepHYTbCS K COAEpP)XXaHUI0-

1.3. PasMmewweHue TexHuyeckom naowaankm C30 3KL

MO>XHO BblAeNnnTb cnefylowme BapuaHTbl pa3MeLlleHnsa cepeepa 415 YCTAaHOBKN
C20 3KL:

COBCTBEHHbIN DN3NYECKNIN CEPBEP Ha TEPPUTOPUN OpPraHn3aLmMm 3aKaldynka
COBCTBEHHbIN DU3NYECKNIA CEPBEP B AaTa-LEHTPE NpoBanaepa;

* apeHAOoBaHHbIN PU3NYECKUN CEPBEP B AaTa-LLeHTpe NpoBangepa;
apeH0BaHHbLIV BUPTYaJibHbIM CEPBEP B AaTa-LLeHTpe npoBangepa.

-BepHyTbCA K CcOAepXaHUI0-
1.3.1. Cob6cTBeHHbI# (PU3N4YECKUMN cepBep Ha TeppUTOpPMM opraHusauum 3aKasuumka

IOnsa Hero TpebyeTca oTaeNbHOE noMelleHne (cepsepHas), eGUHOBPEMEHHbIE
KannTasioBNOXXeHMA (40CTaToO4YHO 6osblUMEe) B 3aKYMKY U MOHTa>X obopyaoBaHus,

TEeK ne pacxonbl Ha obcny)XmMBaHme N 3aMeHy KOMMJIeKTYIO nXx, HacCT ONKY 1"
yH P A yCTpaHl/lu,a4/32 y ytot P y
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nogaep>xaHme paboTbl CeTU, @ TaKXXe NOCMEHHOE AEXYPCTBO CUCTEMHbIX
aaAMUHNCTpPaATOpPOB. B 4ackl paboTbl nosib3zoBaTenenm ¢ C30 3KL cucteMHbIn
AOMNHUCTPATOP OO0/HKEH HAaXO0AUTbCA Ha paboyem MecTe 1 B Cslyvae
BO3HUKHOBEHUSA TEXHMNYECKUX NpobsieM n HeEUCNPaBHOCTEN - yMeTb onepaTMBHO
BOCCTaHOBUTb paboTocnocobHOCTb cncTeMbl. ECnm npeanonaraetcsa paboTta ¢
CUCTEMOW B BbIXOAHbIE AHUN N Hepaboyme Yacbl, @ CUCTEMHbIE aOMUHUCTPATOPI
BbIMOJIHAOT CBOW AOJIXKHOCTHbIE 0653aHHOCTU UCKNOYMUTENbHO B paboyee BpeMms,
TO OaHHbIV BapnaHT pa3MeLleHnsa cepBepa He nogonaer.

B cnyydae pasmeweHnsa C30 3KL Ha cobcTBEHHOM (hU3NYECKOM cepBepe
HeobxoaAMMO pyKOBOACTBOBaTbCA TpeboBaHusaMM N. 6.6 PernameHTa
npepoctassieHns cepencoB OO0 «OTKPbITbIE TEXHONIOrUN»:

«...060pynoBaHMe, Ha KOTOPOM pa3MelleHa TexHn4yeckasa niaowanka, O/ KHO ObiTb
npenHa3Ha4YeHo Ans HenpepbiBHOW BbecnepeboinHon paboTbl, OCHALLEHO
Ha4eXHbIMN N 3ape3epBUPOBAHHLIMN NCTOYHUKAMN MNTAHUA N CUCTEMOW
oxJlaxxAeHus. 3anpeLlaeTcs BblIKJKOYeHe CUCTEeMbl MYyTEM OTKJIIOYEHUS NMNTaHNA,
6e3 KOpPEKTHOIro 3aBepLUEeHNs BCeX NMPUSIOXKEHUN N CEPBMNCOB, COXPaHEHNS
AAaHHbIX, CUHXPOHU3aLNN OUCKOB U KOPPEKTHOro 3aBepLueHus paboTsbl
onepaunoHHOW CUCTeMbl. B cniyyae npekpalleHns nogaym nntTaHuga, cnctema
AOJIXKHa KOPPEKTHO 3aBepLuaTb CBOK paboTy Mo CUrHany oT NCTOYHUKA
becnepebonHOro NUTaHUs, pecypca KoToporo A0JIXKHO 6bITb 4OCTAaTOYHO ANA
[aHHOM npouenypbl. PekoMeHOyeTCss OpraHn3oBaTb KPYr/10CYyTOYHOE OeXYPCTBO
KBaJIMPUNLMPOBAHHbIX CNeLmManncToB, oTBevaLwmx 3a 6ecnepebonHoe
dyHKUMOHUpPOBaHNe obopynoBaHus. NMomMelleHne, B KOTOPOM pa3MeLleHo
obopynoBaHMe, OOJXKHO MOAAEPXNBATb CrieunasnbHbl KIIMMATUYECKNI PEXNM,
oTBeYaTb TpeboBaHNAM pusnyeckom, MHGOPMaLNOHHOW, NOXKAPHOW U
anekTpobesonacHoOCTU».

-BepHyTbCA K COAepXaHUIO-

1.3.2. CobcTBeHHbIN (hu3M4YeCcKu cepeep B pgaTa-ueHTpe npoBanaepa (Colocation)

ApeH[ia MeCTa B faTa-LeHTpe XOCTUHI-NpoBanaepa s pa3MeLleHns cepsepa
MOXeT cTaTb 6on1ee paunoHaIbHbIM peleHneM, YeM cogep XaHmne cobCTBEHHON
CepBepHON KOMHaTbl C obecnevyeHneM BCeX HEODXOAMMbBIX TEXHNYECKUX YCIOBUIA.
Hanpumep, ecnm cepsepHoro obopynosaHusa o4eHb Maso (ogHa-aBe pusnyeckme
MalUMHbI), LesnecoobpasHo BOCNOb30BaTbCA A1 €ro pa3MeLLeHNs rOTOBOM
MHPACTPYKTYPOM faTa-LeHTpa. ApeHda no Tapudam npoBangepa Kak npasusio
obxoanTca pewesne, 4emM cogepkaHme cobCTBEHHON CepBEPHOW, NPU 3TOM
OTCYTCTBYET HeobXxoaMMoCTb caMoCToATesNIbHO obecrneymnBaTb becnepebonHoe
NMMNTaHWE N HEeCTUN KPYr/1oCyTo4YHoe AexypcTeo. C Apyron CTOPOHbLI, apeHaaTopy
BCEe PaBHO NPeACTOAT KannTasioBJIOXKEHNS B 3aKYMNKY U TPAHCMOPTUPOBKY
060pyAOBaHNA N TEKYLLME PAaCXOAbl HA PEMOHT N 3aMEHY KOMIMJIEKTYOLWKNX. Takxe
Ba>XHO Y4YMTbIBATb, YTO HE BCE AaTa-LEeHTpPbl NMPeaoCcTaBAAaoT 4OCTYN K
obopynoBaHuio B pexume 24/7.

-BepHyTbCA K COAepXKaHUI0-
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1.3.3. ApeHpoBaHHbIN (PpM3NYECKUNA CepBep B aaTa-ueHTpe npoBanpgepa (Dedicated)

Mpwu onpeneneHHbIX 06CTOATENILCTBAX apeHja rotosoro paboTratoLero cepBepHoro
obopyoBaHuA C yaasieHHbIM JOCTYNOM CTaHOBUTCA BbIrOAHEE, YeM apeHa MecTa
Ons pa3MeweHns cobcTBeHHOro cepsepa. Hanpumep, ecnu cepsep TpebyeTca Ha
OrPaHNYEHHbIN CPOK, UK eCcv Mo MHAUBUAYaNIbHOW cxeMe (PUHAHCUPOBaHUSA
OTHOCUTesIbHO HebonbLne nepmnogmnyeckne pacxoabl Ha apeHay bonee
npennoYvYTUTENIbHbI, YHeM eAVHOBPEMEHHbIe KPYMHble KarnuTasioBJIOXKEHNSA B
MaLwWmnHbl 1 obopynosaHne. CoO6CTBEHHbIV CUCTEMHbLIA aAMUHUCTPATOP
ocBoboxpaeTcsa oT 06A3aHHOCTEN MO PEMOHTY, 3aKyrnKe N 3aMeHe
KOMMAEeKTYoWmx, 1mMbo ero MoXeT He ObITb coBceM — obcnyxunBaHue
obopynoBaHMA ocyLLlecTBASET NpoBanaep-cobCTBEHHUK.

-BepHyTbCA K COAepXKaHUIO-

1.3.4. ApeHpOBaHHbIA BUPTYaJZibHbIW CepBep B paTa-ueHTpe nposangepa (VDS/VPS)

OTO cepBep, CO3ZaHHbIN C MOMOLLBLIO TEXHOJIOMMA BUPTYanam3aunum n cpencTs
onepaumoHHON CUCTEMbI, KOTOPblE pa3aensaoT pecypchbl pPrUsn4eckoro cepesepa Ha
N30/IMPOBaHHbIE BUPTYasibHble MalUWHbI, NPY 3TOM Ka)KAasa CTaHOBUTCS
NOJIHOL,EHHOW OnepaLnoHHON CUCTEMOW C COBCTBEHHOM NaMATbLIO, MpoLeccamu,
nosib3oBaTtenamun. BuptyanbHble cepsepbl VDS/VPS faloT Takme e BO3MOXXHOCTH,
KakK n pusnydeckni cepsep, obecnevymsas rmbKoCTb B HACTpPOMKe ornepaLMuoHHON
cuctembl. B nogasnswowem 60NbLLINHCTBE C/lyHaeB BUPTYyasibHbIN cepBep -
onTUMasibHbIN BapmnaHT ana yctaHoBkm CO0 3KL. MNMpenocTtasBnaeTcsa rotosas
NHPACTPYKTypa, OTCYTCTBYET (PU3NYECKNN U3HOC N HEOBXOANMOCTb CegnTb 3a
annapaTHbIMU pecypcaMn n 06HOBNEHNAMN CEPBEPHOIr0 OKPYXKEHUSA. MOXXHO
MEeHSATb HAaCTponKK, paboTaTb C hansiamMm CUCTEMbI, YyCTaHaBAMBaTbL U HacTpamBaTb
noboe nporpammHoe obecnedeHune (Bepcuto PHP, cepsep 6a3 gaHHbIX U T. 4.).
MpoBangep obecnevymBaeT BbINMOJIHEHWE BCEX paboT, Tpebyowmx pusnyeckoro
MPUCYTCTBUA PAAOM C CEPBEPOM, @ apeHAaTopy OCTaeTCH TOJIbKO yAasleHHoe
CUCTEMHOE aAAMUHUCTPUPOBaHME onepaumoHHon cuctemsl n C30 3KL.

Ona ynobcTBa fanbHenwWwero NCrnosib3oBaHUA U NepeHacTPoOVKM ceTu BUPTYasibHON
MallMHbI, peKoMeHAyeM nepen nepefavyen CUCTEMbl MPON3BECTU YCTAaHOBKY
yTnnntbl Cloud-init, KoTopasa NO3BONNT BaM BHOCUTb U3MEHEHUSA B CeTEBbIE
HacTponkmM 6e3 HeobxoaANMMOCTK NPSAMOro AOCTYyNa K CepBepy.

B pamkax BasoBon I'apaHTI/IIZHOIZ TEXHNYECKoNn noanep>xXkKn ydactme COBCTBEHHbIX
CNCTEMHbLIX aAMUHUNCTPaTOPOB OJ1d apeHA0BaHHOIoO BUPTYaJZIbHOIo cepBepa He
n0Tpe6yeTc9| BOBCe: cneumanmncTbl KoMNnaHMm «OTKPbITbIE TEXHOJIOTNX» B MOJIHOM
obbeme nponmssenyT Heobxoanmoe cncTteMHoe adMNHNCTPpUpoOBaHMe.

Ecnnm oueHuBaTb CTOMMOCTb TEKYLLUUX PAacXoOoB Ha apeHay, BUPTyasibHbIN cepBep
— HauMeHee 3aTpaTHbIN BapuaHT.

-BepHyTbCA K CcoaepXaHUI0-
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1.4. TpeboBaHua no noarotoBke TexHM4YECKOW NJoWanKm K yctaHoBke C30
3KL

B pa3nene nepeyncneHbl oCHOBHble TpeboBaHus K MNnowanke, cobnogeHne
KOTOpbIX Heobxoanmo ang yctaHoBkn C30 3KL cmnamm rapaHTUNHON TEXHNYECKON
MnoOLaepXXKW:

e BupTyanbHada MmawmnHa Ha 6a3e onepaunoHHom cnctemol Ubuntu Server
20.04.

e CTaTuU4HbIN «benbin» ip-agpec AOCTYMNHbIN U3 ceTn NHTepHeT 6e3
OrpaHNYEHNI N BMeLWlaTeNbCTBa B Tpaduk BHewHero MO gna obpaboTkum
noJib3oBaTeNbCkMx 3anpocos (80 n 443 nopThl).

Mpu HecobnoaeHUN AaHHOro TpeboBaHUA YCTAHOBKA CYMTAETCS JIOKaJIbHOW U
nobble NpeTeH3un K paboTe Beb-uHTepderca NPUHNMAOTCSA TOJIbKO eCJIN OHU
BOCMPON3BOASATCSH HEMNOCPEACTBEHHO Ha SIOKAJIbLHOM MOPTY.

e HeorpaHMYeHHbIN NCXOAALWMA A0CTYN K ceTU VIHTepHeT AaNs ckavynBaHus
0O6HOBNIEHUI, OTNPABKM NOYThI U PaboTbl MHTErpaLun.

e BO3MOXHOCTb A0OCTYNa K BUPTYasibHON MaLLMHe No NpoToKosy ssh (22
rnopT) C MOJIHOMOYUSAMN afAMUHUCTPaTopa (root) aons cnyxbbl TEXHNYECKOMN
noanep>XKu.

e loMmeHHOoe nM4 (onuMoHaIbHO).

e [locTyn K smtp-cepsepy ana 6onee HageXHON OTNPaBKW yBeOOMIEHUN U
onoseLwleHUn onsa caywaTtenen n npenogasatenen 8 C30 3KL
(onuvoHanbHO).

B cny4yae, ecnm Bbl pa3MmellaeTe cuCcTeMy y nposangepa, ocobeHHo rnpu apeHge
VPS/VDS, Bce nepe4yncsieHHoe BXoANT B 60IbLLUNHCTBO TUMOBbLIX MAaKeTOB U
npefocTaBnseTcs nposangepom. ECnm y Bawmx TeXHNYECKNX CNYy>XO BO3HUKHYT
CJIOXKHOCTW C NpeaocTaB/ieHNeM AaHHbIX pecypcoB, peKoOMeHAYyeM pacCMOTPEeTb
BO3MOXXHOCTb pa3MeLlleHNs CUCTEMbI Yy BHELLHEro rnposavaepa.

MakeT «Kpocc» gonyckaeT HEKOTOPbIE OTCTYMNJIEHNS OT MEePEeYNCAEHHbIX
TpeboBaHWW, NO3TOMY, ec/in BaM TpebyeTcsa pa3sMeCcTUTb CUCTEMY Ha BalUewn
BHYTPEHHEN njaoLwagke, Npy 3TOM Bbl XOTUTE OTCTYMUTb OT HEKOTOPbIX MYHKTOB
OaHHbIX TpeboBaHMIN, CBAXKNTECH C HALWWNM KJINEHTCKUM OTAEJIOM, YTOObI
npmnobpectn obHOBMEHME 00 NakeTa «Kpocc».

-BepHyTbCA K CcOAepXaHUI0-

2. O0OWwMM anropmTM pasBepTbiBAaHUA U XXU3HEHHbIA uukn C30
3KL Ha cepBepe 3aka3uyuka
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2.1. AKTUBaUMA KJ1l04a U NoJiy4YeHue A0oCcTyna K JIMMHOMY KabuHeTty

1) Mocne npunobpeTeHnsa cMcTeMbl, Ha agpec 3/IEKTPOHHOW MOYThl, YKa3aHHbIN B
cneundunKkauum K gorosopy, dbyaeT BbiC/laH KOA akTUBaLUMU. aHHbIA KO
aKTMBauum HeobxoammMo nepenaTb NpeacTaBUTENIO Ballen opraHm3aumm
(amcneTtyepy-agMUHNCTPATOPY).

2) AncneTyep-aAMMHUCTPATOP BbIMOJIHAET aKTUBALIMIO KJTlOYa MO MHCTPYKLUN B
COMNPOBOANTENBHOM MUCbME C KJTKOHOM.

3) B c/iyyae ycnewHom akTUBaLnmM, Ha Bally 3/IEKTPOHHYO NOYTY NpUAET NUCbMO C
NHCTPYKLUMSMU MO BXOAY B JINYHbIA KabMHET, a Ha HoMep MobusbHOro TenegoHa —
napoJib.

CoxpaHsanTe NorvH 1 NapoJsib OT JINYHOro KabnHeTa B HageXxHOM 1 6e3onacHoMm
MecTe. H1 B KoeM cyyae He coobLianTe 3TU AaHHble TPETbMM NnLaM.
Pacrnopsi>xeHus, nepefaHHble C UCMONIb30BaHMEM 3TUX PEKBU3NTOB ICMONHUTENb
BbIMOJIHAET KaK MpsiMble PacropsiXKeHUs YnosIHOMOYEHHOr 0 NMpeacTaBUTeNs
opraHu3sauun. B cnyvyae cMeHbl AncneTyepa-agMUHUCTPATOpPa, NodanTe 3asBsieHne
0 CMEeHe KOHTaKTHOro JInla, a He NPoCTOo NnepegaBanTe Naposib. B NpoTUBHOM
CJlyyae BCS lopuanveckas oTBETCTBEHHOCTb (Mepef Ballen opraHusaunen) byner
OCTaBaTbCs Ha NepCcoHe NpeabiayLlero NnpeacTaBuTens.

4) MeHepxkep no paboTte ¢ knneHTamm OO0 «OTKpPbITble TEXHOJIOMNU» CBAXKETCS C
BaMW 1 NpoBeneT TenedOoHHbIA MHCTPYKTaXxK No paboTe C IMYHbIM KabnHeToM.

-BepHyTbCA K COAepXaHUIO-

2.2. NoarotoBKa K yctaHoBke C90 3KL

1) BHUMaTeNbHO U3y4nTe MaTepuasbl, U3JI0OXKEHHbIE B pa3gesax «PadmeuleHne
TexHuyveckon naowankm C30 3KL», «PeuwieHns, KoTopble 3aka3ynky Heobxoammo
NPUHATL Nepen YCTaHOBKOW» N «PEeKBU3UTLI XU NMpaBa A0CTyna, Heobxoanmble ans
YCTaHOBKWU», onpefenntTecb ¢ HeobxoanMbIMK A1 BaC NapamMmeTpamMum n
HaCTpOWKaMu.

2) Npoun3sennTe NepsoHavasibHYO YCTAaHOBKY OMNepauMoHHON CUCTEMbl Ha
TexHn4yecKyto niaowanky c y4yetom TpeboBaHuin pasgena «PasMeuleHuve
TexHunyeckon naowanky C30 3KL» n cnenyolnx peKoMeHgauuni:

e [1na nyywero pasrpaHnyeHns 30H OTBETCTBEHHOCTU PEKOMEHOYeTCS
BblOENATb ANa TeXHNYECKON NJIoWaAK/ BUPTYasibHbIA BblAeJsIeHHbIN
cepBep. B 3ToM cny4vae pa3rpaHuyeHne 30H OTBETCTBEHHOCTH
NcnonHuTensa n 3akas4vynka bygeT NpoxoanTh MO rpaHuL,am 3Toro
BUPTYaJIbHOIr0O BblI€/IEHHOI0 CepBepa.

e Ha MmomMeHT nepepayun lNnowaanku MicnonHnTento, onepauoHHaa cuctema
OOJ1>KHa ObITb yCTaHOBJ1IEHa B MUHNMaJIbHOM BapUaHTE, 6e3 nwboro
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OOMNONIHUTENIbHOIrO NMPOrpaMMHOro obecnevyeHns, KOHTEHTA N Y4ETHbIX
3anucen, KpoMe MUHNUMasIbHOro Habopa aBTOMaTU4YECKN YCTAHOBJIEHHbIX
caMou onepaLmMoOHHON CUCTEMOM NaKeToB NporpamMMHoro obecnevyeHuns,
HeobXxoAMMbIX N OOCTAaTOYHbIX A5 YA3JIEHHOr0 NOAKJ/II0YEHNS MO
npoTokoy ssh.

e KOHCYNbTaUMMN CO CTOPOHbI iIcmonHUTENS Mo NopaaKy npeaBapuTenbHON
YCTAHOBKM OCYLLECTB/IAOTCA MO 3anpocy npeactaBuTens 3akasymka.

e Ecnm Nnowapgka npenoctaBnseTcs 6e3 npenyCcTaHOB/IEHHOW oNepaLoHHON
cunctembl Ubuntu Server 20.04 TLS 64 bit, UcnonHnTenb caM BbIMOJIHAET
YCTaHOBKY OMNEepPaLNOHHON CUCTEeMbI, AN Yero TpebyeTcsa conencreme
3aka3y4unka, B Buae npenocrtaB/JeHNa BpEMEHHOIro yaasieHHOro gocTtyna K
rpagpuyveckomy TepmmHany (KVM-IP no npotokony VNC nnu RDP) nnu
3arpy3kmn ¢ aew-HakonuTena ¢ NogkKaAYeHnemM gocTtyna no ssh
cneunanncty NcnonHmnrens.

3) Y6epouTtechb, 4To TexHu4eckasa naowagka 4oCTynHa U3 ceTu Internet no
npoToKoJy ssh.

Ecnu npegnonaraeTcs, 4To cpefa 3N1eKTPOHHOro obyyeHnsa AoskKHa 6bITb
[OCTynHa n3 cetn MHTepHeT, ybeaontech, 4To MNnowanke Ha3Ha4YeH CTaTUYeCKuin
«benbin» ip-agpec, KOTOpbIA AenernpoBaH HENOCPeACTBEHHO Ha CETEBOW NopT
Mnowankn 6€3 NCrnosib30BaHUS TaKNX TEXHONIOMNIN, KaK «0BpaTHbIN MPOKCU>»,
«DMZ» n «npobpoc nopTta».

4) YcTaHoBUTE Ha rsiowanky ssh-kaw4d, Kak yka3aHo B pasfene «PeKBU3NTbI U
npaBa AoCTyna, HeobxoanMmble AN YCTaHOBKU».

5) MoaroTtoBbTe K Nepepave NcnonHnTento Bce HeobxoanMbie faHHbIe,

rnepevyncrsieHHble B pa3aenax «PelleHna, KOTopble Heobxoanmo NPNHATHL Mepen
yCTaHOBKOI‘/'I» N «PekKBM3NTbI U NpaBa A0CTyNa, Heobxoaumble ans YCTaHOBKIWN>».

-BepHYTbCS K COAEpP)XXaHUI0-

2.3. YcTaHoBKa C90 3KL

1) Bongute B NM4HbIN KabuHeT Ha cante cnoaHuTensa € UCNoJib30BaHMEM JIOMMHa
N Maposs, NoJy4eHHbIX NMpu akTuBauum knto4da. Co3gante HOBYIO 3a5BKY B
KaTeroputo «lFapaHTUnHasa Texnogaep>xka / YctaHoBka C20 3KL Ha cepBep».
3anosiHNTE Mo 3a8BKN, KOTOPbIE OTKPLIIMCE Mocae Bbibopa Tuna 3asaBku. B
conpoBoanNTENIbHOM coobLLeHUN coobLmMTe BCO HEOBXOAMMYIO MH(OPMaLUIO.

Ecnn BMmecTO nepBOHaqaanoM YCTaHOBKW BaM HGO6XO,EI,VIMO BbIMOJIHNTb NepeHoC
nnn obHoOBNEeHNe cylecTByOWen cncteMsl Ha 6ase Moodle nnan C30 3KL, cpa3sy
COO6IJ.I,I/ITe o6 3TOM B 3asBKe, MPUI0XKNB I/IHCbOpMaLI,VHO, roe Haxoauntca SQL-gamn un
apxuB nankum moodledata cyuwiecTBylouen CUCTeMbl UM PEKBU3NTBI CepBepa Co
CTapoun NHCTannsaunen.
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9T0 HeobXxoaNMMO caenaTb UMEHHO Ha 3TOM 3Tane, MHayYe CUCTeEMY nNpuaeTcs
MOBTOPHO NepeycTaHaB/IMBaTb C YHUYTOXKEHNEM BCEX AaHHbIX. B pamMkax
FrapaHTUNHOW TEXMOAAEPXKKWN NMpeayCcMOTpeHO He Bonee 04HOro NepeHoca uan
MNOBTOPHOW UHCTanNauum B rog. [LobaBnTb AaHHbIE N3 CTAPOW CUCTEMBI
aBTOMATU4YE€CKN BO3MOXKHO TOJIbKO Ha 3TOM 3Tane, BCe OCTaJlbHble cnocobbl
npeanosiaratloT py4YHOM NepeHoC BaWMMM CU1AMN UKW 3@ OTOEJIbHYIO NnaTy.

2) NH>xeHep UcnonHUTeNs NpoBEPUT KOPPEKTHOCTb 3aMNoJIHEHUS 3a8BKUN, MOJIHOTY
OaHHbIX, AOCTYMN K CEpBEPY M 3anyCcTUT npoueanypy ycTaHoBKU. 10 OKOHYaHUK
YCTaAHOBKM (B C/ly4ae ycnexa) nHxeHep NcnonHntens coobwmT B 3as89BKe
TexHu4yeckunm agpec sawen nHctannayum C30 3KL.

CaMa yCTaHOBKa NPONCXOANT aBTOMATUYECKUN, C MOMOLLbIO MporpaMMHoro poboTa,
KOTOPbI HAaNpPsIMyto MNOAKI0YAETCA K NaoWanke no npoTokosay ssh.

B cny4yae, ecnim onepaunoHHan CUCTEMA Ha Naowanke nan gocTyn K cepBepy Mo
NPOTOKOJy SSh HEBO3MOXKHbI, aBTOMATUYECKas yCTaHOBKa He AOCTYyMHa. B 3Tom
CJly4ae OCTalTCa BapMaHTbl CAMOCTOSTE/IbHOW YCTAaHOBKWN CUlaMin 3akKas4vynka nan
PYYHOW YCTAHOBKW cunaMn MICMONHUTENS B paMKax JINLEH3UN «Kpocc». Ons
nprnobpeTeHns nuueHsnm «Kpocc» obpaTuTechb B KINEHTCKUI oTaen NcnonHnTens.

-BepHYTbCS K COAEpP)XXaHUI0-

2.4. O3HaKOMJIeHMe C MapLUpPYyTOM BHeAPEeHUA U nepBuYHasa HacTpouka C30
3KL

1) C rnaBHOM CTpaHULbl KJIMEHTCKOr0 NnopTaja nepengnte K MapLipyTy BHeApEHUS
. Ons BXxo4da Ha KypC UCMOb3ynTe NOrMH N Naposb OT JIMYHOro KabuHeTa.

2) N3y4nTe npepnaraemole matepuasnsl no sBHegpeHunto C30 3KL. PekomeHayeMm
Ha4YMHaTb C HACTPOWMKWN BHELUHEro BUAa U BUTPUHbI KYPCOB, 3aTEM nepexoanTte K
BbIbopy cnocoba BBOAA B CUCTEMY CNMNCKaA NOMb3oBaTenen. BoibepuTte akTyalbHble
ONa Ballen opraHusauum u ciengymnte npenocTaBieHHbIM peEKOMEHJaLNsM.

Iona TnnosbIx onepau,|/||7| npenycMoTpeHbl cneunalJibHble TUrbl 3a4BOK B JINHHOM
KabuHeTe. Mpwn Bbl60pe cneunanbHbIX TUMNOB 3aABOK, OTKPbIBAETCA aHKETA,
cogepXalaa CCbJIKU Ha MHCTPYKUUN N peKOMeHdal W, noMoravowme npuHATb
peweHnda n 3afoJIHNTb 3aABKY.

-BepHyTbCA K CcOAepXaHUI0-

2.5. NMNony4yeHne BBOOHOIO MHCTPYKTaXa

BBOOHbLIN MHCTPYKTaX B paMKax rapaHTUNHON TeXHUYeCKOoN nognep xKu
npeanocCtTaBideTcd o AHOKPaATHO, NPpoaoJIXXKNTEJIbHOCTbIO A0 1 vyaca. I'Iepeu ero
noJsiydeHmem pekomMmeHayem sapaHee noarotToBnTb CrMCOK BOMPOCOB, KOTOPbIE BacC
MHTEPECYIOT N OTBETHLI Ha KOTOPbIE HE YAaJIOCb NMOJIYHYHNTb CaMOCTOATEJIbHO.
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BBOAHLIA NHCTPYKTaX NPOXoaAnT B popmaTe BebuHapa, No3TOMY Ha HEM UMeeTCs
BO3MOXXHOCTb NPOAEMOHCTPUPOBATL PeLleHUs HeNnoCcpeaCcTBEHHO Ha Ballen
CUCTEeME UM Ha AEMOHCTPALMOHHOM CTEHAE.

BBOOHLIN MHCTPYKTaX NPOBOAUT METOAUCT KOMMNAHUM — 3KCMNepT MNo CueHapuam
ncrnonb3zoBaHusa C30 3KL ona peleHnsa pasinyHbiX 3aad KJMEHTOB (B oTan4Yue oT
00bIYHOM KOHCY/IbTaLMM B paMKaX rapaHTUNHON TEXHUYECKON NoAOEP)KKN, Ha
KOTOPYIO OTBeYalT crneymanncTbl TEXNOALEPXKKN).

Ina nonyyYyeHns BBOAHOMO MHCTPYKTa)ka Heob6xoaAMMO co34aTh 3a8BKY B KaTeropuu
«["apaHTUNHaa Texnognep>xka / BBooHbIN MHCTPYKTax (1 4yac)» un yka3aTb B popmMme
3a8BKN NMpennoyYTuTesibHble grana3oHbl U NepeyYyeHb TeM M BOMPOCOB, KOTOPbLIX Bbl
xoTenn 6bl KOCHYTbCS B XO4€ KOHCYJ/ibTauun. PekomeHayem oThaBaTb
npennoYTeHns BbICOKOYPOBHEBLIM BM3HEC-3a4auyaM, CLUeHapusam n CTpyKType
opraHu3saunm CUCTeMbl, HeXXesim NPOCTbIM BOMNPOCaM, OTBETbl Ha KOTOPble MOXKHO
NOJIY4YUTb B TEXNOOLAEPXKKE NN CaMOCTOATENIbHO HAaUTK B CripaBKe.

-BepHYTbCS K COAEpP)XXaHUI0-

2.6. Nony4yeHue KOHcynbTauum n obcny>xusaume C30 3KL

TexHn4Yeckas nogaep>kka ocyliecTsnsieTcs B gopme 06paboTkm 3asiBOK B JINHHOM
KabnHeTe kKNneHTa. loCTyn B NNYHbIN KabUHET npeaycMaTpuUBaeTCs TOJIbKO A1
ancneTyepa-agMMUHMUCTpaTopa 3akKa3ymka.

Ins TMNoBbIX onepaunin (HanpuMmep, HaCTPOKa OTNPaBKW 3IEKTPOHHON MOYTHI,
CMeHa OOMEHHOIro MMeHU, HaCTPOMKa pe3epBHOro KonmposaHus, coobueHue ob
owmnbke 1 T. N.) NpeAyCMOTpPEHbI cneumnasnbHble WabnoHbl 3a8BOK: BbibOpe Takux
TUMOB 3asIBOK OTKPOETCA cneynaibHasa popmMa 1 NoaCcKasKM Co CCbiJIKamMum Ha 6asy
3HAHWN, Pa3bACHSAOLWMNE HIOAHCLI NPeasioXKeHHbIX BapnaHToB. [Mo3aTomy, npu
CO34aHUN 3a51BKW Ba)XHO NPaBU/IbHO BbIOpaTb KaTeropuio 3asBKM, B paMKax
KOTOpPOW BaM HeobxoamMa KOHCyNbTauums.

Onsa HekoTopblX BUAOB nmnueH3nn C30 3KL gocTtynHa TenedoHHas Texnoanep xka.
MNepen obpalleHNEM Ha ropsaYvyro JIMHUIO, NOXKanyncTa, ybeamTech, 4TO Balla
JIMUEH3MA NpoayKTa npeaycMmaTpmBaeT TennedOHHOE KOHCY/IbTUPOBaHME, UHaYe
orepaTop He CMOXXeT BacC NPONHMOPMMPOBATL HM MO KaKMM BOMpPOCaM.

Ecnun Bbl MOHANN, 4TO HY>)XAaeTecCb B TeN1le(pOHHOM KOHCYJ/IbTUPOBAHNN, @ OHO B
BalLEN BEPCUN He NpenyCcMOTpPeHO, obpaTUTeCh B KJIMEHTCKUIN OTAEN —
MeHeO)Xepbl KOMNAaHUK NOMOryT COpPMUPOBaTL CHET Ha anrpens 4o ANUEH3NN C
TeneOHHOWN Texnoaaep XKon.

Tak)xe MOXXHO paclMpUTb KOJIMYECTBO NpeacTaBuTenien KaneHTa, UMeLwmnx
BO3MOXXHOCTb 06pallaTbCsA B FrapaHTUNHYO TEXHUYECKYIO MOAOEPKKY.

B C20 3KL BCTpoeHa KOHTEeKCTHas CnpaBKa: B 3aBUCUMOCTM OT CTPaHULbl CUCTEMBI,
Ha KOTOPOW B AaHHbLIN MOMEHT HaXOAUTCSA NOJSIb30BaTEsb, B CripaBKe
oTobparkatoTCAa CCbIIKM Ha CTaTbW 13 Ba3bl 3HaHWUN MO Teme nHTepdenca. Habop
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PEKOMEHO0BAHHbIX CTaTEN MEHSAETCSA B 3aBUCMMOCTW OT POJIM MoJsib30BaTenNs.
Bocnonb3yntecb cCripaBkonW MMeHHO B TOM nHTepgence C30 3KL, B KOTOPOM
CTOJIKHYJINCb C 3aTpyAHeHueM ans nonyyeHms Hanbonee peneBaHTHbIX
MaTepunanos.

-BepHyTbCA K COAepPXaHUI0-

2.7. ObHoBneHue C30 3KL

000 «OTKpbITbie TEXHOMOrMX» NPOBOAUNT NOCTOAHHYIO paboTy no ynydweHunto C30
3KL n exxemMmecsa4HO BblyCKaeT HOBYHO Bepcutio npoaykTta. C nepevyHeM AopaboTok u
ncnpaBieHHbIX OWNOOK, BbIMOJIHEHHbIX B 04epenHOM penn3e NpoayKTa, MOXXHO
03HAaKOMUTbCA B pacLLIMPEHHOM aHOHCe penu3a. [nsa obecnedyeHns 6e3onacHoOn u
cTabunbHoOM paboTbl CUCTEMBbI HACTOATENILHO PEKOMEHAYEM PErySApPHO
yCTaHaBAMBaTb 0OHOBNEHUS.

ObHoBNeHNA BbINOAHATCA cunammn NcnonHutensa, aona 4yero TpebyeTcs nogaTb
3a8BKYy B KaTeropumn «apaHTunHasa Texnonaep>xka / ObHosneHmne sepcum C30
3KL».

-BepHYTbCS K COAEpP)XXaHUI0-

2.8. NepeHoc C30 3KL Ha apyrou cepBep

B paMKax rapaHTUNHON TEXHUYECKON NoAAeP XKW NpeaycMoTpeHo He 6onee
04HOro nepeHoca cuctemsbl B rogd. MNpm nepeHoce cMCTEMbl Ha HOBbLIN CepBep,
CTapasa cucteMma ypanseTcsd. B cnydae, ecnn TexHn4eckas naowaagka
CKOMMNpoOMeTMpoOBaHa AOCTYNOM K HEW NMOCTOPOHHUX UL, (B TOM 4ucne
COTPYOAHNKOB 3aKa34MKa), BOCCTaHOBJIEHNE CTaTyCca aTTECTOBAHHOW MHCTaNAAUMN
N MONHON FapPaHTUNHON TEXNOAOEPXKKN BbINOJIHAETCSA TakXXe NnyTeM rnepeHoca
CUCTEeMbl Ha YCTAHOBJIEHHYIO C HYNA TEXHUYECKYIo naowanky, 4Tobbl UCKNOYNTb
nocneacTBns 4eNCTBUN N HAaCTPOEK, BbIMOJIHEHHbLIX MOCTOPOHHUMN JINLAMMU.

Ina nepeHoca cMCcTeMbl Ha HOBYIO l10WaaKy NOAroTOBbTE CepBep aHa/lorM4yHo
NOArOTOBKE CcepBepa A4 NepBOHavyaJibHOW YCTAaHOBKWU U NofanTe 3asaBKY B
KaTeroputo «apaHTUHag Texnognep>xka / NepeHocC Ha Apyrom cepeep».

CMeHa OOMEeHHOro nMeHun 6e3 nepeHoca CMCTEMbI Ha APYrol cepBep He cYMTaeTCs
NepeHOCOM W BbIMOJIHAETCSA B PpaMKaX 3asiBKW Ha HAaCTPONKY LOMEHHOIro UMEHMN.

-BepHyTbCA K CcOAepXaHUI0-

2.9. CMeHa npeacTaBuTeNa KJIMeHTa (auMcneTyepa-agMUMHUCTpaTopa)
Insa cMeHbl NpeacTaBnTeNns HeobxoaAMMo BbINONHUTL Clieayloume aencTeus:

1) 3anauTe B 3aaBKYy «[1pofa>kmn / CMeHa npeacTtaBuTens KJAMeHTa» U cKkadyanTe
lwabnoH nucbma.
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2) 3anonHUTE K pacrnevyaTanTe wabsoH. MoanuwnTe ero y pykoBoaAnTENs Ballen
opraHusauum (B cnyyae, eCnm pyKkoBoAUTEsNb AENCTBYET Ha OCHOBAHMN
NOBEPEHHOCTU, NOJTYyYNUTE CKaH NOBEPEHHOCTM).

3) 3arpy3unTe B NINYHbIN KabHET CKaH NnCbMa (M LOBEPEHHOCTH).

4) OTnpaBbTe OpUrnMHasbl LOKYMEHTOB NOYTON Ha agpec: r. Mockea, 117303, a/a
33 000 «OTKpbITble TeEXHONIOrMK». B KayecTBe aJibTEpPHaTUBHOIO BapMaHTa,
NMCcbMO MoXXeT 6bITb nognuncaHo UM v HanpaBieHO Yepes CUCTEMY /IEKTPOHHOI 0

nNoKyMmeHToobopoTa «Ananok».

-BepHyTbCA K COAepPXaHUI0-

2.10. NpekpaweHme rapaHTUMHOro oocny>xusanua C30 3KL

MNocne OKOHYaHUS CPOKa AeNCTBUA NLLEH3UN, ecnin He Bbis1o NpnobpeTeHo
npoajieHne, rapaHTuUnHoe obcnyxmBaHue npekpauwlaetcs. Cama cuctema
NpPoAo/KAET (PYHKLUMOHNPOBATL, 3a UCKJOYEHNEM (DYHKLUIA, 3aBUCUMbIX OT
«O6nayYHbIX CepBUCOB» (HanpuMep, KOHTEKCTHas cripaBka). Takxxe, NPy OKOHYaHMN
rapaHTUNHOro 06CNY)XMBaAHMSA NMpeKpaLlaeTcs A4OCTYM K JINYHOMY KabuHeTy
TeXHUYEeCKON Nnoanep>xkKn 1 npeaocTaBsieHne oucTpnbyTMBoB C 06HOBIEHUSIMM.

MNepen OKOHYaHUEM CPOKa FrapaHTUNHOIO 06CNy>KMBaHUA PEKOMEHAYEM 3anpoCcuTb
root-0CTYN K Ballel cucTeMe: Nnocsie NnpekpaleHnsa rapaHTUNHOro o6cnyXxnBaHus
HUKaKMe 3a89BKUN TeXHNYEeCKon noaaepxkon obpabaTbiBaThCcs He ByayT, MO3TOMY

BaM MpuUaeTCcs rnojly4yaTb root-g4OCTyn CaMOCTOATENIbHO, KaK YKA3aHO B MHCTPYKLIUMU.

-BepHYTbCS K COAEpP)XXaHUI0-

2.11. BeiBoa C20 3KL M3 skcnnyaTauum

Mepen BbIBOAOM CUCTEMbI U3 IKCMJIyaTalUM PEKOMEHAYEM CAeNaTb MNONHYHO
pe3epBHYIO KOMUIO U COXPAaHUTb €e Ha HaZleXXHOM HocuTene.

-BepHyTbCA K CcOAepXaHUIO-
3. nopﬂp,OK YCTAQHOBKM M nNepepaydim cucremMmbl Ha noanepxky

YcTtaHoBkKa C20 3KL MoxeT 6bITb BbiMOJIHEHA 3aKa34YMKOM CaMOCTOATE/IbHO Un
coTpyoHnkKamum NcnonHuTens.

Heobxoaonmble cBegeHUsa A9 CaMOCTOSATEIbHON YCTaHOBKE U3JI0XKEeHbI B
OTOeJIbHOW CTaTbe.

Ecnun yctaHoBka C20 3KL Ha cobCTBEHHbLIN CepBEpP BalLUeN OpraHmM3aunmn Bbi3blBaeT
3aTpyOoHEHUS (He MOHATHbI NOJIOXKEHNSA AaHHOW MHCTPYKLMK, HEAOCTaTO4YHO
KBaM(PULMPOBAHHbIX COTPYAHUKOB, HE XBaTaeT HEOOX0ONUMbIX TEXHUYECKUX

pecypcoB u T. n.), obpaTnTecb B HaW KJINEHTCKNIA oTaen no tenecgoHy +7 499
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213-30-72, Mbl C YAOBOJIbCTBMEM MOMOXKEM BaM BblpaboTaTb asibTEPHATUBHOE
peweHne. 3To MoXXeT BblITb YCTaHOBKa Ha apeHA0BaHHYO BUPTYasibHYO MalUMHY B
haTa-ueHTpe npoeangepa (VPS/VDS) nnm nepexon Ha Hawmn obnavyHble Tapudbl.

KpaTkas nHdopmMaumsa rno npoueccy yCTaHOBKU U HACTPOMNKUN CUCTEMBbI CUS1aMK
NHXXEHEPOB rapaHTUNHON TEXHNYECKOW noanepxku icnonHuTens paccCMoTpeHa B
pasnene «YcrtaHoBka C30 3KL». Hu>XXe npuBedeHbl aHHble, KOTopble 0bA3aTeNbHO
AOJDKHbI 6bITb NpefocTassieHbl ICNONHUTENIO nepes YCTaHOBKOM CUCTEMbI Ha
NoAroToBJsIeHHYIO MowaaKy.

Ecnn B npouecce NpUHATUA 3TUX PELLEHNI Y BaC BO3SHUKHYT BOMPOCHI, Bbl MOXKETE
06paTUTLCS B HUMN B TEXHUYECKYIO MOOLEPKKY.

Moaopa3symMmeBaeTcCs, 4TO K 3TOMY MOMEHTY BCe pelleHuns, CBsA3aHHble C BbI60pOM
TexHnyeckon naoulaakm n ee XapPaKTepPUCTUKaMm BaMn NMPUHATBLI N peain30BaHbl.

-BepHYTbCS K COAEpP)XXaHUI0-

3.1. PewieHusn, KoTopbie 3aKa34MKy HeobxoaMMo NPUHATL Nepen,
YCTaHOBKOM

MNepen yCTaHOBKOW CUCTEMbl HEODXOAMMO NPUHATE PAL peleHnin. Mbl nocTapaanch
MaKCMMalbHO OCBETUTb 3TN BONPOCHI B LMKE cTaTen «<Bonpockl Mo ycTaHOBKe
C30 3KL Ha cepBep kaneHTa» Hawen 6a3bl 3HaHMI. Ho ecnin Bam noTpebyeTcs
AOMNOJIHUTEsIbHAas KOHCYJIbTauus, Bbl MOXXeTe 00paTuTbCs B CY>XOy rapaHTUHON
TEeXHNYECKOW NMoaaep>XKU U HaLM NHXXEeHepbl MocTapaloTCcs BaM NOMOYb.

-BepHyTbCA K COAepXaHUIO-

3.1.1. Boibop npepncraButenna 3akasuuka (oMcnerTyepa-agMUHUCTpaTopa)

AncneTyep-agMMHUCTPATOpP 3TO, B NEpPBYIO o4epelb, METOOUCT U MeHeLXep
npoekTa (He NnyTanTe C CUCTEMHbLIM aAMUHUCTPATOPOM).

OCHOBHble TpeboBaHMSA K AMcneTyepy-aaAMUHUCTPATOPY:

e yBepeHHoe BnageHue lK;

e MOHWMaHMeE Lesnien U 3aa4 BHeAPEeHUSA 3NeKTPOHHOro oby4yeHns B
opraHumsauun;

* Hasinyme NOJIHOMOYUI ANS MPUHATUSA BONBLUMHCTBA PELEHNIA MO NPOEKTY
BHEOPEHUSA N NOAAEPXKKN INIEKTPOHHOI0 00y4YeHNs nam BO3MOXXHOCTb
onepaTUBHOIO COrJlaCcoBaHUsA TakKUX peLueHnn.

Bcé BBEWIMO,D,EVICTBI/IG Nno yCtaHOBKe, HaCTpOI7IKe n nognep>xke CNCTeMmbl
NcnonHunTenb BeneT C ancnetT4yepomM-aaMMHNCTPATOPOM. C ocTasibHbIMM
COTPpyOHUKaMn CBOEN opraHmMsaunn gncneTyep-agMMHNUCTPAaTOP KOHTaKTUpPyeT
cam. o 3anpocy auncrietyepa-agMMHNCTPATOpPAa, KJINEHTCKUI otanen NcnonHutend
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Mo>eT 006aBUTb JOMNONHUTENLHOE KOHTAKTHOE JINLL0 B KOHKPETHYIO 3a8BKY
(TpebyeTcs ®NO v a1eKTpOHHAA NoYTa), Nocse Yyero oHo byaeT BUOETb Nepenunucky
B 3asBKE N JaXke CMOXeT f06aBisiTb KOMMEHTapUK, 0fHAaKO TEXHNYECKas
nonfnep>xka He ob6a3aHa pearMpoBaTb Ha TakMe KOMMEHTapUW.

Mbl He peKOMeHAyeM Ha3Ha4aTb AMCNeTY4epoOM-aAMNUHUCTPATOPOM TEXHUYECKOr O
cneunannucTa, Tak Kak OH HeJOCTaTO4YHO BOBJIEYEH B LLe/IM U 3a4a4un opraHmsaumnm
3N1eKTPOHHOro oby4eHus.

MogpobHas nHpopMaLms 0 Ha3HaYeHUN ancneTyepa-aAMUHUCTPATOpPa U3JI0XKEHa B
n. 2 «[MpencTaBUTENN U KOHTAKTHbIE NNLa» OeNCTBYIOULEN BepCUn PernamMeHTa.

-BepHyTbCA K COAepPXaHUI0-

3.1.2. Bup yCTaHOBKM

HeobxoOommMo MakCMMasibHO NMPO3pPayvyHO OOHECTU A0 NHXXEHEPOB TEXHNYECKON
nogaep>xkn MicnoNHNTeNs Kakas yCTaHOBKa BaM noTpebyeTcs:

* 4UCTas CUCTEMA «C HYNa»;

* BOCCTaHoOBJEHMUE U3 pe3epBHON kKonum Moodle nam C30 3KL;

e MEepeHOoC AaHHbIX U3 cyulecTByouwen NHcTannaumm Moodle nam C30 3KL;
e obHoBAEHME cyulecTBYOULEN NHCTannaumm Moodle nnm C30 3KL.

ObpaTuTe BHMMaHMe: 3TO peweHne o0bAa3aTeNbHO HY)KHO NPUHATL A0 HaYana
yCTaHOBKM. [10Csie YyCTaHOBKN NOMEHATb AaHHOE peLleHne y>Ke He MoJIy4nTCs. 3To
CBSA3aHO C Te€M, 4YTO CAUTb Ba3bl AaHHbIX OT ABYX pPa3HbIX UHCTannaunm Moodle nnm
C30 3KL TexHn4eCckn HeBO3MOXKHO. Ecnin Bbina BbIMOJIHEHA YCTAHOBKY «C HYN1A», TO
BOCCTAHOBUTb AaHHbIe U3 CTapOn MHCTaIALNN MOXKHO ByaeT TONbKO nyTem
NOJIHON NepeyCTaHOBKW CUCTEMbI C MOTepPeN yxe HaKOMJIeHHbIX HOBbIX AaHHbIX.
EOVHCTBEHHbIN BapuaHT CJIMAHUA B TaKOM CJlydae — 3TO pPy4YHOW nepeHocC BallnMmn
CuNaMun Uian rnepeHocC oTAesibHbIX KYPCOB NMyTeM UX 3KCnopTa/MMnopTa.

-BepHyTbCA K COAepXKaHUIO-

3.1.3. Tun yCTaHOBKM

Ana pa3ssepTtbiBaHUA C30 3KL Ha lNnowanke opraHusaunm nnm B gaTta-ueHTpe Mbl
peKkoMeHayeM BblAeNINTb OTAESIbHYI0 BUPTYalbHYO0 MaluHYy. 1o eé rpaHnuam
pas3fenanTcsa 30Hbl OTBETCTBEHHOCTU MeXAY Hallen rapaHTUNHOn
TeXnonep>XXKom N TexHn4eckumm cny>xkbamm 3akasvyunka. BuptyanbHasa MallimHa
[oJKHa BbITh YncTtasa nnm ¢ npegycrtaHosneHHonm OC Ubuntu Server 20.04 LTS
64bit (He fOMKHO BbITb YCTAHOBIEHO TakKMX NporpamMmm Kak ISPmanager, Webmin n
T.0.).

Bo3MO)XHbI criegyowme Tunsl yctaHoBkM C20 3KL:
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e Nyban4Hana - 6ygeT 4OCTYMNHA Nosb3oBaTenam ¢ tloboro ycTponcTea,
NOAOKJ/TIOYEHHOI 0 K ceTu IHTepHeT.

Ecnn Bbl apeHayeTe BUPTYaJibHYIO MaLLUMHY WM CePBEP B AaTa-LEeHTpe
npoBangepa — 3To Bcerga nybamyHas nHctannsaums. B aTom cnyyae BCio
NHPOPMALIMIO MO PEKBM3NTAM [OCTYyMNa K CEPBEPY MOXKHO MOJIy4YUTb B
Texnoanep>XKe 3TOro nposangepa.

e JlokasibHasa - A4OCTYMHa A9 NoJib3oBaTesien BO BHYTPEHHEWN (JlIoKasIbHON)
ceTun opraHmsauunn.

Ecnn Bawa nnowanka He nMeeT cTaTu4deckoro «b6enoro» ip-agpeca, yctaHoBKa
BCerga cYMTaeTCa JIoOKasSIbHON, AaXke eCsin Bbl BbiIBEOEeTe ee B UHTEPHET C MOMOLL b
npobpoca nopta, DMZ nnan obpaTHOro NpPoKcu.

-BepHyTbCA K COAepXaHUI0-

3.1.4. OnpepeneHve BHELUHErO ip-appeca cepBepa

Ecnn poctyn n3 cetn NMHTepHeT K C20 3KL He TpebyeTcs, 3TO pelieHune
NPUHNMaTb He oba3aTesbHO.

B cnyyae nybnmnyHoOM nHCTannaumm, BHeEWHUN ip-agpec cepBepa Bcerga cosnagaeT
C BHYTPEHHUM (B NMPOTUBHOM CJlydae YCTaHOBKa CYMTAETCs JIoKasibHoW). Ecnu Bbl
apeHAayeTe BUPTYyasibHYIO MallNHY WIN CepBep B AaTa-LeHTpe npoBangepa, 3T0T
afpec MOXHO y3HaTb Yy Hero.

Mpn HeobXoaNMMOCTU CyLEeCTBYET BO3MOXHOCTb 0TO6pa3nTb NOKasbHYO
MHCTannsauuo B MHTepHeT. 19 3Toro 3aka34ynky HeobxoanmMo CaMmoCToATEesIbHO
oTobpa3nTb 80 1 443 NOpTbI C JIOKAJIbHOrO CepBepa Ha CTaTUYeCKUin «benbin» ip-
agpec n coobLnTb 3TOT ip-afApec B 3a8BKe Ha YCTaHOBKY. O4HaKoO, Mpn 3TOM
BapuMaHTe TexHn4yeckas nogaep>xka He rapaHTUpyeT A0CTYNnHOCTb Bawen C30 3KL
B IHTepHeT 1 He obpabaTbiBaeT CBA3aHHbLIX C 3TUM 3a59BOK.

-BepHyTbCA K COAepXKaHUIO-

3.1.5. Cxema pa3buBKM XXeCTKOro gucka cepBepa

MoaopobHas nHopMaLmMa 0 BO3MOXXHbIX BapuaHTax pacrnpeneneHns gUCKoBOro
NpoCTpaHCTBa NpeAcTaBieHa B pa3aesie «Pa3zbueka gncka». KocBeHHbIM 06pa3om
Balle pewleHne no pasbumeke ancka dbyageTt cBsA3aHO C BbIOpaHHbIM MeCToM
pasMeLlleHnsa N BblaesieHbIMU CUCTEMHbLIMU pecypcaMmm TeXHNYeCcKomn niaowanKku.

-BepHyTbCA K coaepXaHuto-

3.1.6. Bbibop/npuobpereHne f,OMEHHOro MMeHu (oNuMOHaNILHO)
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Mo pe3synbTaTaM UHCTaNNALUN Mbl NPefoCTaB/IAeEM TEXHNYECKUN OOMEH, BUAA
cNNNN.c.3072.ru, noatomy C30 3KL byneT OOCTynHa, fa)Ke eC/n Bbl HE
npenocTtaBuTe MHgopMaunto 0 BalleM JOMEHHOM MMeHU. A Npn HeoBXoAMMOCTH,
AOOMEH MO>XHO CMEHUTb M No3)Ke, CO3[1aB COOTBETCTBYIOLLYIO 3a8BKY B JINYHOM
KabunHeTe.

-BepHYTbCS K COAEpP)XXaHUI0-

3.1.7. Bbibop cepTudmkaToB M NPOTOKOJIa AocTyna K Bawen C30 3KL
BO3MO>XHble BapuaHThbI:

e http — 6e3 wndgposaHns.

e https — ¢ wngposaHnem

Bce nybanyHble canTbl f0/IXKHbI ObITh AOCTYMHbLI MO MPOTOKOY https. 9To Ba)XHO
ans 6esonacHOCTU BawWmMX Nosib3oBaTeNen.

Ina NoKasbHbIX MHCTaNNAUUN https He oba3aTeneH. Mpu He0bXo0ANMOCTU Bbl
MOXKEeTe ero HaCTPoOUTb CaMOCTOATE/IbHO, Ha 0O6PaTHOM NPOKCU, 1 0653aTeNbHO
coobWnTL 06 3TOM B rapaHTUNHYIO TEXHUYECKYIO NOOOEPXKKY.

Mbl pekoOMeHOyeM UCNOoNb30BaTb cepTugukaTol Let's Encrypt ana nybnmyHon
MHCTaNNAUMM U camonognucaHHble — A5 NoKasibHOM MHCTannaumn. Oba BapmaHTa
becnnaTHbI.

Tak>xe Bbl MOXXeTe camMoCcToATeNIbHO Npuobpectu SSL-cepTudukaT gns Bawero
[OMeHa 1 nepefaTb ero rapaHTUNHON TEXHNYECKON NofOep KKK B 3asBKe Ha
YCTAHOBKY WJIN B 3aiBKe Ha HacTpounKy SSL (https).

Bonee nogpobHasa nHpopmaumnsa nsnoxxeHa B NnyHkTe «lMpoTtokon HTTPS n SSL-
cepTndnKaTbl».

-BepHyTbCA K CcOAepXaHUIO-

3.1.8. Cnocob pocTtaBku yBegomsneHun ansa C30 3KL no 3/1eKTPOHHOM noyTe

Ecnn cuctema paboTaeT Ha npsiMoM «beniom» ip-agpece, No yMosa4aHuio JOCTyMNHa
oTrnpaBKa NMUCeM C TeXHNU4YeCcKoro goMeHa. 114 rnosbilLUeHUA BEPOATHOCTUN LOCTAaBKN
yBeLOMJIeHUN ONs nosyvyatenen, pekoMeHayeTcs noaKIo4YUTb MOJIHOLEHHbIN
NOYTOBLIN CepBep.

MNonpobHee o HacTpomke noyThbl B C30 3KL «OTnpaBKa 3/1€KTPOHHbIX MUCEM:
BapuaHTbl M BO3MOXXHble NpobaeMbl».
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-BepHYTbCS K COAepP)XXaHUI0-

3.1.9. Bbibop cnoco60B n pe>xuMoB pe3epBHOro konuposauma C30 3KL

MoapobHas nHpopMaL M 0 BO3MOXXHbIX BapUaHTax CO3AaHUSA U XPaHEHUS
pe3epBHbIX KONU NpeacTaBfieHa B pa3aene «Pe3epBHOE KONMPOBaHUE.

-BepHyTbCA K COAepXKaHUIO-

3.2. PekBU3uUTbI U NpaBa AocTtyna, HeobOxoaumblie ans YCTAHOBKM

B cnyyae ycTtaHoBKM cunamm NicnonHnTtens, 3akasduk nepepaet NcnonHmnTento
AOCTyn K cucteme, Ha 6ase onepaumnoHHon cucteme Ubuntu Server 20.04
yCTaHOBMIEHHON [0 3Tana, no3sossowero NCnonHNTeNto CaMoCToATEsNIbHO
NOAKIOYNTBLCA K MJiowanake rno npotokosy ssh nocpeacrtsom cetn MIHTEpHET, €
npaBaMu cynepagMuHucTpaTtopa (root). [lanbHenwyo yCTaHOBKY U HAaCTPONKY
BbIMOJIHAET ICMOSIHNTEND.

YT106bI HALLWN NHXXEHEPbl MO NOAKYNTLCSA K CEPBEPY N NPOOOJIKUTL
HaCTPOWNKY, HeobXoANMO YCTaHOBUTb Ssh Server n NnpenoCcTaBUTb HaM AOCTYN K
YYeTHOW 3anncu rnosib3oBaTens root.

Ilns 3TOro Hy>XHO BbINOJIHUTb Ha cepBepe ABe KoMaHAbl (06paTuTe BHUMaHUE:
TPeTbs KOMaHAa A0BOJIbHO AJINHHASA, Ba>XHO CKOMUPOBATb €e LieJINKOM)

sudo apt install ssh
sudo mkdir /root/.ssh

sudo echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAEAQDQaaMoSQGBODkyBoA
A/XxXWpJNQI9dy685vpKTqgizSafYKX2wnYBggMGpwxtiWsOhayCZcgXrWHLeSzXPMUFu
ysXhplliSQowyaAOdh/xzkcieHly2AZMPK3bx/LEdMJoeo6dRnch42uudmVNg6bbnUaMxI
JXEOYyOEN3qWUfi6lGFgHLFVBURINZXV8MybqrllLz+a93LJFANrwBn3i9nelPy39k6VrqZ
S00ed/GzUtZqCFibFPKQTxen5KitlvYROg20z2g4LObiZffANTABNnQ1lp9TapywLXXX5Uot
v+r495T5HrgsIS)KicBgqTzHFbCL)69xTaYCd9oP7Dt3YrKRN5xyggatmMf8oUmKOkgMVn
dQrO3ngqE5UYeZtYFOgKSbdTq2A2hi522tKtITI6zKCS4erFzLjilCIbXMUgDhPe7dVTICttm
EVQ1CiKvHNYamEOhFaWICr2kYVtnvgFaQZAYqvFOG8nsyTBURzIMv2QnzHZQVIf+nm
dUEQQC3poKwJ0jGY6YIIN1IOMjT592mjpfe/h8gQj0/Ryd71qBJDaHTVuDr+RD/HbGrLsAE
e7ZofKIN2F94B1GIHp42ypWsw2wy4yhKvBrjl9bt7SsaUjOWj1E9p1jole6XOWx+rcl17bR
85izZQnN74GNtsXKfBr8iCLyAxQaoKgmJ4FP4B6tIUGSUGG1nXGZfuOURVtrqeKuWa+
NRCPftreixp+30DgVvj9NxwvS/VRu6FbQBTL/DO6rKeSdmLHy27hxcuHzN6I7Rvhi+EWm
fofy/tokrJN59dZo0jokyfX+0TOdIrmbwOUdxeKcFzILJIJBROUpZbIDYrVBVESPFKom741Z
3WiVpyTBBC2NWFfoq)Tybr8DCldtHaYuuSc95/9S70Ls5yD2nhtOUwhn9x1us+vLts91Y
2Hpv66WzmRh8XouUS7swe7NVZwUtOhwISjOM9Hg4Y97zAyPpeDisFjI5MB8CfA/URO
ulOMQmpWc0804vOITfrDsiAlXpbUaoX/VwKudGMz9cowxSUJe3XIOnMwBDfk2/n+J1sA
nrgrTSUSf4r5GV+Em4XyjZ3+4dyS7Ezv22veSnMfFfdbXwX]PvIF59afB40Ai+R+004p
SXtLgnyG6eWyPxDWZMdSFmAcblsrOneBrcLESFuUYVEalLoC52xDGQNRzMpcPq73NLOj
xV3zAhvvxMiSSDJtwYAwyKwKoaxgiVgbvifCDv+WbZUP3vyVNycYk1KJVxBpgm+3Xgu
V+b2+25SYc9iT57e00QaGEXBKGUYtAJZdYReXclCs6Bj93vVilpwyO8waltbzmMd+uV
Mgd7Yc)velYRwHtkSpkcO+czFBalTm90Eit7ZzELpnLxF] ansible_global@ot" >
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/root/.ssh/authorized_keys

Ha MoMeHT nepepayun icnonHuTento, cuctema AoJ>KHa bbiTb yCTaHOB/IEHA B
MUHUMaNbHOM BapuaHTe, 6e3 nboro 4ONONHUTENBHOIO NPOrPaMMHOIro
obecrneyeHmns, KOHTEHTa U YY4E€THbIX 3anncen, KpoMme MMHNUMasibHOro Habopa
aBTOMaTU4YECKM YCTAHOBJIEHHbIX ONMepaunoHHOW CUCTEMON NaKeToB NPOrpaMMHOro
obecnevyeHuns, HeObXO0ANMbIX U OOCTATOYHbIX AN YAAJNEHHOro NOAKJYEHNS MO
NpoTOKoJy ssh.

B 3asBKe Ha yCTaHOBKY HEOOX0AMMO yKa3aTb PEKBU3UTHI 4S9 NOOKAYEHMA NO ssh
(ny6nunyHbIN ip-agpec 1 NOpT) 1 crnocob aBTopU3aUNM TEXHNYECKOW NMOOOEPKKN
NcnonHnTens Ha TexHn4Yeckon niaowanke. Bo3aMo)XHbie BapuMaHThI:

e RSA-knwu. lNMpocto gobaBbTe RSA-KIOY Halero agMuUHMCTpaTopa B hann
/root/.ssh/authorized key, Kak yka3aHoO BbiLLe.

Ecnn Bbl apeHayeTe obnadHbI cepBep, Kak NpaBusio, ycTaHOBUTb RSA-koY ons
[OCTYyna rno ssh MOXXHO Yepes JINYHbIN KabuHeT.

e OTKpPbITbBIX NApPOsb (JIOrUH N NapoJib OT NoJib30BaTeNsd, C NpasoM sudo).
MNocne yCTaHOBKM Mbl CMEHMM NapoJib, TakK Kak OH nepefaBasics
Hebe3onacHbIM COCOBOM 1 COXpPaHUCA B IMYHOM KabunHeTe u
3JIEKTPOHHON MoYTe.

Ecnu Bbl apeHayeTe 06/1a4HbIN cepBep, U NpoBalaep He NO3BONAET YCTAaHOBUTL
RSA-KJ1104 Yepe3 INYHbIN KabuHeT, cKkopee BCEero oH NpeaocTaBusl BaM JIOrNH 1
NapoJib B OTKPbLITOM BUAE.

* PIN-koan napons. Bbl MO)XeTe co34aTb Maposib C MOMOLLbIO Hallero
reHepaTopa napons: BMecTe ¢ naposem byaeTt creHepupoBaH PIN-kog.
Maponb Bbl yCTaHaBAMBaeTe Ha cepBep, a PIN-kog coobuiaeTe
WcnonHuTento.

e KVM-IP. Ecnn y Bac He NMoJsly4nnocCb YCTAaHOBUTb Ha CepBep onepaLmoHHYo
cuctemy Ubuntu Server 20.04, Mbl MOXXeM caesiaTb 3TO CaMOCTOATESNLHO.
N8 3Toro Ham NoHagobuTCa A4OCTYN K TepMUHaNy cepeepa no npoToKosy
VNC wvnn RDP.

NmenTte BBMAy, 410 Yepe3s KVM-IP BbINONHAETCA TO/IbKO NepBOHa4YasibHas

yCTaHOBKa OMNepaLnoHHON cucTeMbl. MpsAMoi foCcTyn K cucteMe vyepes MIHTepHeT
byneT Heobxoaum B ntobom cnyyae.

-BepHYTbCS K COAEpP)XXaHUI0-

4. PekoMeHpauum no obecneyeHuio ctabunbHOro u besonacHoro
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(PYHKLMOHUPOBAHMUA

Ecnn Bbl NnaHnpoBanm ncnonb3oBaTb A5 pa3MeweHns C30 3KL cobCcTBEHHbIN
cepBep, 04HaKO cobnogeHne HxenpruBeaeHHbIX YCI0BUA 414 Bac
3aTPYAHUTENbHO (HEAOCTAaTOYHO KBA/IMPULUMPOBAHHbBIX COTPYAHUKOB, HEe XBaTaeT
HeobxoaMMbIX PeCcypCcoB U T. M.) — HACTOATESIbHO peKoMeHAyeM pa3MecTUTb
cucTeMy Ha BUPTYyas/ibHOM BblAE€/IEHHOM CepBepe B AaTa-LeHTpe XOCTUHT-
npoBangepa, MO0 BOCMONb30BaTLCA HaWMMM 061a4HbIMU Tapuamn.

4.1. Pa3buBka gucka

4.1.1. O6wasa mHcpopMmaumua o6 opraHuszaumm M pacnpenesieHU AUCKOBOro NPOCTPaHCTBaA
C30 3KL

Mpwn pa3MeLleHnn NHCTaNAALMN NPOAYKTa Ha COBCTBEHHON TeXHNYEeCKOomn
naowangke 3aka3d4ynka Heobxognmo npeaBapuTeNbHO BbIMOJIHUTb KOPPEKTHYIO
pa3bnBKy AMCKOBOro NMPOCTPaHCTBA Ha pa3aesibl, XpaHawme cTaTu4Hbie pannbl,
6a3y gaHHbIX N 63Kanbl CNCTEMBI.

Mpwn onpepeneHnn Heobxoammoro ana C30 3KL obbemMa AUCKOBOro NPOCTPaHCTBA
cnenyeT NCXOAUTb U3 N3JI0XKEHHbIX B CTaTbe PEKOMEHAALNN N YYNTbIBATb, YTO B
cny4dae ncyeprnaHusa cBoboAHOro MecTa Ha XXEeCTKOM ONCKEe MOXKEeT NMPOon30onTu
cbon, B pesynbTaTe KoTOoporo 6yayT 6e3B03BpaTHO yTpayeHbl AaHHble (0COBEHHO
npun ncHyepnaHum mecta Ha gucke ¢ CYBJL), nnn «3aBUCHET» CepBep N K HEMY
HEBO3MOXXHO ByaeT NMoAKAKYNTLCA MO CeTU ANa UCNpaBseHns cuTyauun. B
Hanbonee 6naronpmMATHOM Crsly4ae, NPOCTO CTaHYT HEOOCTYMHbI (PyHKUWUN,
CBSI3aHHble C CO34aHMEM Un yBennyeHnem ¢annos, a 3TO He TOJIbKO 3arpysKa
hannos, HO 1, HaNpuMep, KeLNpoBaHNE UM CO34aHME CeCCUN.

MNepe4yncneHHble CMTyaunm OOBOJIbHO HEMPUSATHLI, MO3TOMY UX Nerye
NpefoTBpPaTUTb, YeM YCTPaHATb nocneacTensa. OCHOBHbIE Mepbl 34eCb —
pa3zbueHne gnucka Ha PyHKUMOHaNbHble pa3fenbl, 4Tobbl 1okannsosaTb Npobnemy
nepenosiHeHMA N NoAAePXKaHMe Ha BCex pasaenax He meHee 30% pe3epBa
cBob6OOHOr0 NPOCTPaHCTBA.

ObpaTtuTe BHMMaHue: B C30 3KL no yMOsI4aHMIO HacTpoeHa PYHKLUNA «3allimTa OT
nepenosiHeHnsA», KoTopasa BoKMpyeT 3arpy3kKy HOBbIX (DaI0B, €C/IN Ha pa3fene C
OaHHbIMK ocTaeTcsa MeHee 20% csoboagHoro mecTta. o Bawen 3asaBke PyHKLMNA
MOXeT OblTb OTKJ/IOYEHA UJIN NMOHWXXEH JIMMAUT, HO NMPU 3TOM BCE BO3MOXXHbIE PUCKU
yTepu 1 NOBpeXXAeHMSA OaHHbIX Bbl NPUHUMaeTe Ha cebs.

HacToAaTenbHoO pekoMeHayeMm B rnpouecce pazbueHns nepesecTun pasfesbl JUCKa B
dopmaT LVM gna 6esonacHoro n yoobHoro pacwimpeHns AMCKOBOro NMPoCTpaHCTBa
B Oyayuiem.

-BepHyTbCA K coaepXaHUIo-

4.1.2. PekoMeHAayeMble cCXeMbl pa3bMBKM AuCKa
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Ecnn pa36|/|BKa ONCKOBOIO NMPOCTPaHCTBa BbIMOJIHAETCA CUCTEMHbLIM
aMNHNCTPATOPOM 3aKa34mka U B 3aBUCUMOCTU OT BblAEeNEHHbIX CUCTEMHbIX
pecypcoB, XKeJlaTeJIbHO BbIMNOJIHNTbL €€ COOTBETCTBUN C o4HOW M3 npmnBeageHHbLIX

HMXKE CXEM:
Cxema pa3dusku OOBeM O6beM paspena AnA CTaTUYECKUX Ob6bem
AUNCKa KOpPHEeBOro AaHHbIX, B pesepl
pasapen, I'b
MpocTas 30 + 3,9*%(06bem —
NoNEe3HbIX
NaHHbIX?)
C BblaeneHnem 30 + 3,9*%(obbem — 2*(06Bb
pasgena ansd NoNe3HbIX

pe3epBHbIX KOMWUIA  AaHHbIX?)

JeTanbHas 30 1,2*(nnaHnpyembin 06 beM NonesHbIxX 2*¥(06b
JaHHbIX)

1 — s pa3sMeLleHuns 3Tux pasfesioB peKoMeHayeTcs UCMo/b30BaTh BbicTpble SSD
LINCKW.

2 _— O6beM Nnose3HbIX AaHHbIX - 3TO y4ebHble MaTepurasbl, CTaTUCTUKa, paboTbl
caywaTtenem u T. n.

Ecnn y BaCc HET BO3MOXXHOCTU BbINOJIHUTL pa3buBky AMCKa CBOUMU CU1aMK, Bbl
MoXKeTe 06paTUTbCH B Hally TEXHUYECKYIO MOAAEP)KKY C COOTBETCTBYHOLLEN
3aaBKoN Tuna «FapaHTUnHaa Texnoaaep>xka / YctaHoBka C20 3KL Ha cepBep
KJINEHTa».

-BepHyTbCA K coaepXaHUIo-
4.2. Pe3epBHOe KONMpoBaHue

Mpwn pa3sMeLleHnn MHCTaNAALMN NPOoAYKTa Ha COBCTBEHHON TexXHNYeCcKomn
naowanke 3aka3sdumka, B C30 3KL HacTpamBaeTCa MHKPEMEeHTHOe pe3epBHoe
KonupoBaHue. o yMo4aHUio NHKPEMEHTHOE pe3epBHOE KOMMpPoBaHme
BbIMOJIHAETCSA NO pacnucaHuio, Ka)kablin geHb B 1:30 Nno MeCcTHOMY BpeMEHMN.

NHKpeMeHTHbIe pe3epBHbIE KOMUX UCNOJb3YIOTCS MPU MHCTannaumm, obHosneHun,
nepeMeLleHnn NHCTaNNaUnM NPpoayKTa, BOCCTAaHOBNEHNN COCTOSAHNS UHCTanNaunm
Ha KOHKPEeTHbIN OeHb.
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PekoMmeHayeTCs BblAeNATb N04 MHKPEMEHTHbIE pe3epBHble KON 0b6beM
MOCTOSIHHOIO OUCKOBOIO NMPOCTPaHCTBaA paBHbIN ABYM MNoJsie3HbIM 06beMaMm
cuctembl + 20%.

Ansa XxpaHeHUs pe3epBHbIX KOMUA CUCTEMbI NpeanoYTUTEIbHEee UCMNoJIb30BaTh
oTOesIbHbIN Prn3nyveckuin guck. laHHas Mmepa NpefoCTOPOXXHOCTM obecneynT
HanboNbLLIYIO BEPOATHOCTb COXPAHEHUS Pe3ePBHbIX KOMUA CUCTEMBbI MPU BbIXO4a U3
CTPOSA OCHOBHOIO XKECTKOro Aucka Ha cepsepe. [laHHbIN pa3gen AoJKeH bbITb
HaOeXXHO MOAKJIIYEH K cepBepy, MO3TOMY UCMOJIb30BaHUE CEeTEBbIX AUCKOB UK
usb-HakonuTenen N UHKPEMEHTHOr0 KOMNMPOBAHUA KpaHe He peKoMeHayeTcCs U
MOXXeT MPUBECTN K HEKOPPEKTHOMY pe3epBHOMY KOMUPOBAHUIO, 3aMeJIeHUNo
pe3epBHOro KOMMPOBaHNSA, HEBO3MOXXHOCTU CO34aTb UHKPEMEHTHYIO pe3epBHYIO0
KOMWIo, NoTepe pe3epBHOW KOMUN N Ja)Ke K NeperosiIHeHNI0 KOPHEBOro pa3saena
cepsepa.

Mo TpeboBaHMIO 3aka34uka, NICNONHUTENb MOXXET N3MEHUTbL FPadINK BbINOJIHEHUSA
pe3epBHOr0 KOMMPOBAHNA NN OTMEHUTL ero. [Ansa nameHeHmns cnocoba pesepBHOro
KONMpoBaHUA (M3MeHeHNs rpaduka pe3epBHOro KonmposaHus, nepeHoc 6akanos
Ha BHELLUHWNI cepBep, N3MeHeHne crnocoba pe3epBHOro KONMPOBAHUSA) Bbl MOXeETe
noaaTb 3asBKY B KaTeropumn «fapaHTuUnHaa Texnognep>xka / PesepBHoe
KonupoBaHMe» N ykasaTb, KaKMe HaCTPONKN HeobX0aAMMO NPUMEHUTD.

Tak Kak UHKPEMEHTHbIE pe3epBHbIE KOMUUN XPAaHSATCS Ha YCTPONCTBE,
PacrnosoXKeHHOM B TOM e (hM3NYEeCKOM CepBEpPE, OHM HE MOSIHOCTbIO 3alULLA0T
OT PUCKOB yTpaTbl MIN KOMMPOMEHTALUN AaHHbIX. Hanpumep, B ciyyae
HEeCaHKLMOHNPOBAHHOIO A0CTYMNa K CepBepy, 3/I0YMbILUIEHHMK NOJYYUT OOCTYM U K
NHKPEMEHTHbIM pe3epBHbLIM KOMUAM. A Npu MacliTabHoON aBapum (CKavyok
HaNPSXXEeHUs, HaNpuMep, B pe3ysbTaTe yaapa MOJHUM U MarHUTHoOW Bypwu,
3aTOMJIEHMN CEPBEPHON, MoxXuLLLEeHNS 0bopyioBaHNS) pe3epBHble konun byayT
yTpayeHbl BMECTe C 0CTaJlbHbIM 060pyaoBaHNEM cepBepa.

Mo 3Tol NPpUYNHE Mbl PEKOMEHAYEM OOMONHUTENIbHO AeslaTb Pe3epBHbIe KOMUKN Ha
HEe3aBMUCUMbIA HOCUTEJb, KOTOPLIA HE TONIbKO (PU3MYECKN HAaXOQUTCS BHE cepBepa
(a nyylue - BHe CepBEPHOI KOMHAThLI), HO U He JOCTYNEeH C cepBepa nocse
BbIMNOJIHEHUSA KOMMPOBaHUS.

Ons nogo6bHoro pe3epBHOro KONMPOBAHUA Mbl PEKOMEHAYEM MPUMEHSATb N60
CHUMKW CUCTEMbI BUpTyanunsauum, nmbo nepnoamnyeckoe nosiHoe pesepBHoe
KOMWPOBAHME Ha BHELLHWIA HOCUTENb C Noc/eayoLLen apxmsaumen Ha

He3aBMCUMOe YCTPONCTBO. [oapobHee 0 pe3epBHOM KOMMPOBAHWUN.

HononHuntenbHaa MHopMaumnsa B CTaTbe «Pe3epBHOE KONMpPOBaHNE CUCTEMbI».

-BepHYTbCA K coaepXaHuIo-
4.3. KaHan cBa3M n poctyn K Internet

LU|/|p|/|Ha HeO6XO,£I,VIMOFO NMHTEPHET-KaHaJ1a 3aBNCUT OT TUMa U obbemMa KOHTEeHTa B
cnctemMe 3akKasydumka u, OpPNEeHTNPOBOYHO, MOXET ObITb oueHeHa dnegyrLlnm
obpa3om:
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® €CJZIN 3TO TEKCT C HEBObLUMM KONNYECTBOM n30bpakeHnn — ot 200 kbuT/c
Ha aKTMBHOIO MOJIb30BaTeNs;

* €CJZIN B CUCTEME Pa3MELLEH «TSXKEeNbIN KOHTEHT» (BUAE0) UK Ha TOM Xe
KaHane pa3MelleH cepsep sebuHapos (Big Blue Button) — He meHee 5
MOWT/C Ha aKTUBHOIO MoJib30BaTeNS.

MoTpebHOCTb B NPOMNYCKHOM CMOCOBHOCTM KaHana nepefavyn AaHHbIX MOXeET bbITb
paccyMTaHa no opmyne:
5 + (KOnM4ecTBO KOHKYPEHTHbIX Nosib3oBaTenen /10), MbuT/c.

Haxxe ecnu B3anMmogencTeue nosibsosatenen ¢ C30 3KL nponcxogut no
JIOKaJIbHbIM KaHaslaM nepefayun AaHHbIX (He CBA3aHHbLIMU C ceTblo WHTepHeT), ans
npoBeneHns yCTaHOBKU N TEXHUYECKOro 0b6CnyXnBaHuUsa cnctemMa

NO0JKHa BbITb MoakAYeHa K rnobanbHom cetn MHTepHeT cTabunbHbIM KaHa1I0M
nepenaydn gaHHbIX C MPOMYCKHON CNOCOOHOCTLIO HE MeHee 5 MbuT/c.

ona pabotel psga nHctpymenToB C30 3KL TpebyeTcsa Bxogswme n/mam ncxoasiiee
coeanHeHne ¢ IHTepHeT 1 Npun oTCYTCTBUN (OrpaHUYeHNN) TaKoro coeanHeHns
PYHKUMOHAN TaKUX MHCTPYMEHTOB MOXeT bbITb HeLOCTYMNeH. B YacTHOCTK, 3TO
OTHOCUTCH K:

* MHCTPYMeHTY «CnpaBka» (TpebyeTcsa nogka4eHme K api 4asa 3anpoca
cTaTen n3 6asbl 3HaHWN);

e 3arpy3ke o6HOBNEHUNIN A3bIKOBbIX MAaKETOB;

* 3/1eMeHTY Kypca «3aHaTune 3KL» (TpebyeTca ons nHTerpaunm c cepemcamm
BebnHapoB);

e 3/IeMeHTY Kypca «bnbnnoteka pecypcos» (TpebyeTca oaa NoAKAIOHEHUS K
NCTOYHMKaM MaTepuanos);

e cnocoby 3anucum Ha Kypc «lMnaTtHaa nognncka 3KL» (TpebyeTcsa ons CBA3N C
cucteMamm ob6paboTKM /IEKTPOHHBIX NAaTEXen);

e cnocoby goctaBku coobweHnin «OTSMS» (TpebyeTcsa AOCTYN K api sms.ru);

e MJaarvHy npenoTBpalleHns nnarmaTa «AHTUNAarnaT» (Tpebyercs 4ocTyn K
api cepsuca «AHTUNNarnaT»).

-BepHYTbCS K COAEpP)XXaHUI0-
4.4. Tpe6oBaHUA K CEPBEPHOMY MOMELLEHUIO U KJIMMAaTUYECKOMY peXxxumy

Insa cepBepHOro noMelleHnsa B obs3aTesibHOM NMopsake AoJIXKeH obecneynBaTbCs
PEeXNM OrpaHmnyeHnsa noctyna (xxenatenbHo Hannyme CKY[L). Camo nomeuieHue, B
KOTOPOM pa3MeLleHo cepBepHoe obopyaoBaHMe, OO0JXKHO oTBe4YaTb TpeboBaHNAM
unsmyeckon, MHPOPMALMOHHON, NOXKAPHOW, 3/1eKTpobe30nacHOCTUN n
cooTBeTCcTBOBaTb TpebosaHmam NOCT P 58241, P 58242, CH 512-78.

B nomeweHnn oonxHbl 6biTb YCTaHOBJ1EHDbI:

* NAaTHYNKWN OrHA N 3aablMJIeHUA, MOAKKOYEHHbIE K OXpaHHOIZ CUrHananmsauumu,
® aBTOMaTMn4eCKad CUCTEMa MoXapoTyLeHNnA C MOMEHTa/IbHOW I'IO,D,a‘-IeVI
orHeTyuwawiero sewecTtBa (C BbICOKUMWN ONSNEKTPUHECKUNMN CBOMCTBaMI/I) B
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JIOKaJIbHY10 30HY BO3ropaHus;

* Heroptw4uve yrnJioTHUTENN Ha ABEPU N OKHA;

e aBTOMAaTUYeCKasd CUCTEMA BEHTUNAUUN U NogAep)XXaHUA MUKPOKMMaTa B
rnoMeLLeHnn ¢ TemnepaTypon Bo3ayxa B npegenax ot +18 no +24 °Cwu
BJN1IaX>XHOCTK B npefnenax ot 30 oo 55 %;

* CUCTeMa HenpepbiBHONO KOHTPOJIA TEXHUYECKOr0 COCTOSAHUA 1
ncnpasHocTu paboTatowero obopynosaHus.

OrHeTyllallee BeLWECTBO U Crocobbl ero nogayn He AOJIKHbI NPUYNHATL yllepba
LLesiocTHOCTM n paboTtocnocobHocTmn obopynoBaHUS.

-BepHYTbCS K COAEpP)XXaHUI0-

4.5. TpeboBaHusa K pM3n4yeckomn u 3neKTpodesonacHoCTHn

Mpyn pa3MeLLeHNn NHCTANNALUNK NPOAYKTa Ha COBCTBEHHON TeXHNYECKOM
naowangke 3aka3sdnka, obopynoBaHue, Ha KOTOPOM pa3MellieHa TexHnYeckas
naowanka, 4oJKHO 6bITh NpeaHa3Ha4YeHo As HenpepbiBHOW 6ecnepeboliHo
paboTbl, OCHALLLEHO HAaZleXXHbIMU N 3ape3epBMPOBAHHLIMU UCTOYHUKAMWU NMUTAHNSA U
CUCTEMOIN OXNaXKAEHMS.

Ansa npenoTBpalleHnsa noBpexaeHna obopynoBaHusA B pe3ysibTaTe CKayKoB
HanNpPs>XeHUA B CeTU nepeaaYvun AaHHbIX, HaNnpuMmep, B pe3ysibTaTe yaapoB MOJIHUN
NN MarHNTHOM Bypun, peKkoMeHAayeTCs yCTaHaB/IMBaTb 3a3eMJIEHHbIe
rajibBaHM4Yeckune pa3Bsa3KM Ha Bce Ethernet-coegnHeHuns, BbixoasLwme 3a npenensl
cepBepHO.

Llenn snekTponuTaHus o6opynoBaHUA 4O/KHbI OblTb 3aLlMLLEHBI OT CKa4yKOB
HaNPS>XEHUS N aBapUNHbIX PeXnMoB paboTbl a1iekTpoceTn. Kak npaBusio, pyHKLNS
TaKoOW 3alLnTbl peasin3oBaHa B NpodhecCnoHabHbIX UCTOYHMKaxX BecnepeboiHoro
NUTaHUS.

B uensix coxpaHeHus LesnoCTHOCTU AaHHbIX N KOMMNOHEHTOB 060pynoBaHuUs
3anpeLlaeTcs BbIKJIOYEHME CUCTEMbI €3 KOPPEKTHOr0 3aBepLUEeHNsa BCex
NPUIOXKEHNI N CEPBUCOB, COXPaHEHWUSI AaHHbIX, CAHXPOHM3aLUMN ONCKOB 1
LUTAaTHOro 3aBepLueHns paboTbl onepaunoHHON cucTeMbl. B cnyyvyae npekpalleHus
nogavyn NUTaHUs, CUCTeMa A0JIXKHA KOPPEKTHO 3aBepLlaTb CBOK paboTy no
CUrHany oT UCTOYHUKa becnepebolMHOro NUTaHMs, pecypca KOTOPOro A0JIXKHO ObITb
NOCTAaTOYHO A1 AaHHOW npouenypbl. PeEKOMeHaoyeTCcs opraHnu30BaTh
KPYr/10CyTOYHOE AeXXYPCTBO KBaMMPULNPOBAHHbLIX CMeLnasncToB, OTBeYaloLWwmnx 3a
6ecnepeboinHoe hyHKLUNOHNPOBaHME 0OOpPYAOBaHMS.

-BepHyTbCA K CcOAepXaHUI0-
5. rapaHTMﬁHaﬂ TeXHNn4YecCKada noaangepxka

5.1. O6beM rapaHTUMHOW TeXHU4YECKOM Noa aep>XKu
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TexHun4yeckasa noggepxxka, obcnyxmsaHme, obHosneHne C30 3KL un
KOHCYJIbTUPOBaHME AucrneT4yepa-agMUHUCTPATOpPA BbIMOJIHAETCH B COOTBETCTBUN C
YCJIOBUSAMU rapaHTUNHOIro obcny>xmnsaHusa npnobpeTeHHON 3aKa34ynkoMm JINLEH3NN.

-BepHYTbCS K COAepP)XXaHUI0-

5.2. PasrpaHuyeHue npaB noctyna m o6sasaHHocTen no ob6cny>xmeaHumio
cCucTembl

Ecnun He cornacoBaHo MHoe, pasrpaHU4yeHme 30H OTBETCTBEHHOCTU cnonHuTens u
3aKa34yuMKa NpoxXoauT No rpaHnuaM BblAeNEHHOW BUPTYaslbHOWM MalUMUHBbI
TexHn4yeckon naoLwanKku.

B nepuopn oencteusa cepBmuca ToNIbKO COTPYAHUKM NcnonHUTena MoryT NpoBOAUTb
paboTbl Ha TexHn4yeckon niowanke. COTpyOHUKM N MHbIE NOAPAAYNKM 3aKa3yMKa
He [O0J/KHbl BMELNBaTbLCA B PYHKLMOHMUPOBaHNE TexHNYeCcKkon niowaakm 6es
npenBapuTeNbHOro cornacoBaHus paboT ¢ cnonHuTeneMm, 3a NCKIOYEHMNEM
LEeNCTBUIN, CBSA3AHHbIX C annapaTHbIMK CPeACTBAMUN U KaHaslaMU CBSI3N, KOTOPbIE
Haxo4STCSA B 30HE OTBETCTBEHHOCTU 3aKa3yumka.

B cnyyae, ecnim B COOTBETCTBUM C yC0BMAMKM [loroBopa nav npenoctaBisemMoro
cepsunca NcnonHntenb ocywecTBaseT agMUHNCTPUPOBAHME NMPOAYKTa U
TexHn4yeckon nnowanku, 3akasymk obecnevynsaeT NcnonHMTENO AOCTyN K
TEeXHUYeCKon njaoLwanke no npoTokosy ssh (Bxogawmm nopT 22) C NpaBaMum
cynepagMuUHUCTpaTopa onepaummoHHON cMcTeMsbl (root), a Tak>Xe No NPoTOKOY
https (Bxoasawmm nopT 443) C NnpaBaMu cynep-agMMHUCTpaTopa NpoaykTa u
BO3MOXXHOCTb MCXOAALLEro NOAKIIOYEHNS K CUCTEME MOHUTOPUHIa Zabbix
(ncxopgawmim nopt 10050). B cniydae OTCYyTCTBUSA TAaKOro AOCTyNa CYNTAETCH, 4TO
3aKa34yuK He npegocTasua UcnonHuTento Heobxoanmblie pecypchbl A5 BbINOJHEHUS
06CNyXXMBaHNA MHCTANNAUMM NpoayKTa uian obpaboTkm 3aaBkun, IcnosHUTeNb
npekpallaeT npenocTaBieHmne COOTBETCTBYIOLWLMX CEPBUCOB U 06paboTKy
COOTBETCTBYIOLLMX 3asiBOK, MPU 3TOM cepBuUC, paboTa nam ycnyra cHMTarTCS
npenocTaB/ieHHbIMN Hagnexalwmm obpasom.

-BepHYTbCS K COAEpP)XXaHUI0-

5.3. BO3MO>XXHble NPU4YUHbI OrPaHU4EHUA FAPAaHTUMHON TeXHUYECKOM
noanep>XxKu

MonydyeHne 3aKa34uuMkKoM root-pocryna K cepsepy

B cBs3uM c nyHkTOM 10.15 gencTBytoulero perjamMmeHTa npenocrtaBsieHns CepBUCOB
00O «OTKpbITble TEXHOJIOMNN>», rOOt-A4O0CTYN Ha cepBepe, NpenocTaBaeMbln
3aKa34mMKoM, AoJKeH bbITb ToNbKO y icnonHuTens.

3aKa34yuk nmeet MnpaBoO MOJYy4UTb rOOt-,EI,OCTyI'I K cepBepy nyTem nogaydyn 3adaBkKuU
<<|_apaHTI/II7IHaﬂ Texnoagaep>xxka / 3ar|poc I’OOt-,EI.OCTyI'Ia K C30». O,D,HaKO, nocre
npenoctaBneHns rOOt-,EI,OCTyI'Ia FapaHTI/IIZHaFI TexnoaneprxkKa 6y)1eT orpaHm4yeHa
KOHCYJIbTauUAMWN, a UHCTanaun4d 6y,u,eT CYNTATbCHA HEATTECTOBAHHOMN.
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HepocTynHOCTb cepBepa Ha KOTOpPOM pa3BepHyTo NO UcnonuuTena ana
COTPYAHUKOB TexHU4YecKon nogaep>xkum Ucnonuurens

Ecnun 3aka3uuk, B nepmnon oencrteus JloroBopa, HAMEPEHHO OTKKYUA AOCTYN K
cepBepy OJ18 COTPYAHMKOB Texnoanep>kXkun NicnonHnTens, cuctemMa KianeHTa
CYNTAETCA HeaTTeCTOBAaHHOM, a rapaHTUNHAA TeXHUYECKas noaaepxka
OrpaHNYNBAETCS KOHCY/IbTaLUSMMN.

HeBbinonHeHue 3aka34yuMkKoMm TpeboBaHui No o6beMy cBoGoaHOro Mecra
ANA XPaHUJINLLLA MHKPEMEHTHOIo pe3epBHOro KonMpoBaHus

Ecnn Ha TexHn4eckon naolwaake npu HaCTPOEHHOM NMHKPEMEHTHOM PEe3epPBHOM
KONMMpoBaHUn byaeT HeAoCTaTOYHO ANCKOBOIro NPOCTPAHCTBA, TO CO3AaHMe U
COXPaHEHMNE MHKPEMEHTHbIX PE3epPBHbIX KOMUIA CTaHET HeAOoCTYMNHO, a
NcnonHuTenb Brnpase CYNTaTb AaHHYIO UHCTaNASALUNIO HEATTECTOBAHHON.
FapaHTUNHAA TeEXHNYECKas noaaep)xka B 3TOM C/lyyYae orpaHuU4mBaeTCs
KOHCYbTaUnaMu.

KpomMe Toro, B c/iy4ae OTCYTCTBUA MHKPEMEHTHbIX pe3epBHbIX KOMWUW CTaHOBUTCA
HEBO3MOXXHbIM BOCCTaHOBJIEHNE COCTOAHUA MHCTanaaunn.

-BepHYTbCS K COAEpP)XXaHUI0-

6. JonosnHuTenbHas uHopMaumusa oNa TeXHUYECKUX
cneuuanmcToB 3aKa34uuka

6.1. Ucnonb3yemasn CYB]4

CucTtemMa ynpasseHusa 6a3zaMun faHHbIX CTaBUTCA MIcmonHUTeNneM B npouecce
ycTaHoBkU. OT nosib3oBaTena He TpebyeTcs HUKAKNX OencTBUin no Bbibopy,
yCTaHoBKe n HacTpounke CYB[.

Ha Tekywmnin momeHT pekomeHgoBaHHon CYB[ ansa C30 3KL asnsetca MySQL.

Mo oToenbHOMY 3anpocy OJ19 BbICOKOHArpPy>XeHHbIX CUCTEM Mbl BbIMOJIHAEM
yCTaHOBKY Ha PostgreSQL. MHeHMe KiMeHTa B 3TOM BOMpPOCe y4UTbIBae€TCH, HO
OKOHYaTeNIbHOEe pelleHne NPUHNMAET UHXKEHEP rapaHTUNHOW NOAAEPKKN. DTO
CBA3aHO C TeM, YTO HeKOTOpble NaarnmHbl CUCTEMbI MOTYT UMETb HEMNOJIHY
coBMeCTUMOCTb € 3Ton CYB/[. NMockonbkKy KOHBepTauuto n3 MySQL B PostgreSQL
MO>XHO BbIMOJIHUTb B /11060 MOMEHT, HE MMeeT CMbIc/a BblbupaTb PostgreSQL «Ha
BCAKUI cnyYan». PeasnibHas HeobXoAMMOCTb ncnosb3oBaHusA PostgreSQL Bo3HUKaeT
B €ANHNYHbIX CUTYyaUUnsX.

Ecnn Bam Heobxoammo ncnonb3oBaTb MHYO CYB[, Bbl MOXXeTe BbIMOJHUTb
CaMOCTOATE/bHYIO YCTAaHOBKY.

-BepHyTbCA K COAepXKaHUIO-
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6.2. CepBep OTNPaABKMU 3J/IEKTPOHHOM NO4ThI

Ana nonHoueHHon paboTbl C30 3KL Heobxoamm gocTyn K cny>xbe oTnpaBku
3NEeKTPOHHbIX coobweHnn (SMTP).

dTa cny>xba ncnosb3lyeTca A58 OTNPaBKN NMUCEM C NOATBEPKAEHNEM
perncTpaumm, HanoOMMHaAHWUN Naponen, pacChliyiIke YBEeAOMIEHNN N OPYTnNx
cooblieHnin. B kayecTBe aNbTepHaTUBLI A8 OTAE/IbHbIX TUNOB COOOLWEHNA MOXKHO
MCMNONb30BaTb ApYyrne MeToAbl OTNPaBKKU, HanpuMmep SMS, HO OoHK TpebytoT
AOCTyrna K ApyruMm COOTBETCTBYIOLWMM rnpoBangepam ycnyr (B csyd4ae oTrpaBKu
SMS - nnaTHbIM).

CyuiecTByeT Tpu cnocoba opraHn3saLum 3Tol Ciy>Kbbl:

e OTpenbHbin SMTP-cepBep Ha cepBepe ¢ C30 3KL. CneynanncTsl
NcnonHuTena moryt HacTpouTb SMTP-cepBep HenocpeacTBEeHHO Ha
cepsepe ¢ C20 3KL. 1ns HageXHOM AOCTaBKK coobLeHnn 3Tum cnocobom
HeobXxoaMMO NPUHATL PSAa Mep, 4Tobbl Apyrve NoYTOBbIE CEPBEPLI HE
CYMTaNM 3Tn coobLleHns cCnamMoM: BblOenTb CepBepy NpsAMoOn ip-agpec,
HaCTPOUTb AN Hero obpaTHyto 30HY DNS, BblAENNTb CyLEeCcTBYOLWNN
agpec oTnpaBuTesia Ha BalleM OCHOBHOM MOYTOBOM cepBepe, HaCTpPOUTb
3anuncn SPF n DKIM B BalwueM JOME@HHOM UMEHMW.

e Ucnonb3oBaHue KoprnopaTtuBHoro SMTP-cepBepa. ECc/in y Bac yxe eCTb
HACTPOEHHbIN MOYTOBLIN CepBep, paLnoHaIbHO NCMOJ1b30BaTb ero. A4
3TOro Heo6xoAMMO CO34aTb YHETHYIO 3anncCb OTNPaBUTENSA U COOBLLNTL
rnapameTpbl NOOKIIOYEHNA K HEW B TEXHNYECKYIO NOAAEPXKKY. 3a AOCTaBKy
nncem B aHHOM BapuaHTe byneT oTBedaTb Baw SMTP-cepsep.

e Ucnonb3oBaTb BHeLWHUN SMTP-cepBep. DTOT BapMaHT XOpPOLU CBOEN
MPOCTOTON N HAAEXHOCTbIO AOCTaBKN. OQHAKO, Takme CepBUChl UMEKT
3HaYUTENbHbIE OrpaHnyYeHns. Hanpumep, novytoBasa cnyxba AHaoekc
rno3eosiieT oTnpaBnaTb He 6bosiee 500 nucem B geHb. CepBUChl 6€3 CTPOrmx
orpaHu4eHmninn obbl4HO NpeanosiaratoT onsaTy 3a Ka)K4oe oTrnpaBsieHHoe
MNCbMO.

I'Ioupo6Hee O HIOaHCaxX HaCTpOI7IKI/I DOCTaBKW MO4YTbl B CTaTbe <<OTI'IpaBKa
2J1IEKTPOHHbIX MNCEM: BAPUaHTbl U BO3SMOXHbIE I'Ip06ﬂeMbI>>.

-BepHYTbCS K COAepP)XXaHUI0-

6.3. Moodle u C30 3KL

Cpena anekTpoHHoro obyyenuns 3KL 6a3snpyeTca Ha naaTdopme Moodle n
MOJIHOCTbIO C HEW COBMEeCTUMA.

TexHun4veckun, C30 3KL asngeTca KOMMNAEKTOM MiaarnHoB, KOTOPble CTaBATCHA NOBepX
Moodle cooTBeTCcTBYIOWEN Bepcun. MNpm 3Tom, C30 3KL nocTaBnseTCcs Kak roTOBbIN
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ANCTPNBYTMB, BKItOYaa aapo Moodle, 4TO COOTBETCTBYET JINLLEH3NOHHbLIM
ycnoBusim obenx NnpoayKToB.

FOpuounyveckn, C30 3KL aBnseTcs nponu3Bo4HbIM NMpov3BeAeHNEM, BKJIIOYAOLWMNM
NPON3BEAEHNS C OTKPbITbIM UCXOAHbLIM KogoM. lNMpaBoobnagatenem C30 3KL
apnsgeTca OO0 «OTKpbITble TeEXHONOMMN». CBUAETENbCTBO O FOCYAapPCTBEHHOWN
pernctpaunm Ne 2019665610. [laTa pernctpaunmn B PeecTtpe nporpamMmm and 3BM 26
HOsA6psa 2019 r. Cpena anekTpoHHOro obyvyeHunsa 3KL 3apernctpupoBaHa B PeecTpe
POCCMINCKOro nporpamMmmHoro obecnevyeHunsa. PernctpaynoHHbin Homep MO 7069,
nata perunctpauymm 07.10.2020 (Mpukas MnHkomceasm Poccum ot 06.10.2020
Noe515).

C20 3KL apanTupoBaHa noa Hy>XAbl POCCUNCKMX 3aKa34MKOB U yCMNeLHOo
MPUMeHseTCs B KOPropaTUBHOM CEKTOpe, By3ax, KoJsulemxax, cepe
A0NONHUTEeNbHOro obpasoBaHus.

B oTanydme ot Moodle, C20 3KL nocTasnaeTcsa ¢ TeEXNOAAEPXKKON U COAEPXKUT
6onee 50-Tn QOMONIHNTENBLHbBIX NAArMHOB, pa3paboTaHHbIX KOMNaHuen «OTKpPbITbIE
TexHonornum» c y4etomMm 18-Tm fieTHero onbiTa BHEAPEHNA N paCLUNPEHNS
PYHKLMOHANBLHOCTN Cpenbl 3N1IEKTPOHHOro oby4eHuns. NlocmoTpeTb TabauLy
CpaBHeHuMs. TexHn4Yeckasa nogaep)xkKa BKJAYaeT NepBUYHYO YCTAHOBKY,
perynspHble 0bHOB/IEHUSA NpoAYyKTa N JOCTYynN K obwnpHon Ba3ze 3HaHUHN,
conepxxalen bonee 500 cTtaTen.

MnarnHbl CTOPOHHMX pa3paboTynkos, coBMmecTuMble ¢ Moodle cooTBeTCTBYOLLEN
BEpCUN, Tak XKe ckopee Bcero byayt coeMmecTuMbl U ¢ C30 3KL. NMpnMmeHeHne Taknx
CTOPOHHUX NnarnHoB B C30 3KL BO3MOXXHO M aKTUBHO NPaKTUKYyeTCH
nosnb3oBaTenamm C20 3KL. OgHaKo, HUKaKMUX FrapaHTUN OTHOCUTESIbHO
paboTocnocobHOCTN N NOCNenCTBMA NPUMEHEHNS TaKNX NJArnHOB, €C/IN OHWU He
BXoaAaT B cocTaB C20 3KL kKoMnaHusa-paspaboTynk He gaeT. Hnkakne
KOHCY/IbTauunm nam noMollb no pabote ¢ AaHHbIMU NAarMHaMn NN ycTpaHeHnem
nocnencTema nx paboTbl He BXOAAT B raPaHTUNHYIO TEXHUYECKYIO NoOOEPXKKY, 3a
NCKJIIOYEHNEM ONUMN «YyCTAaHOBUTb» U ONUMN «y[asnTb», 6€3 HaCTPONKN n
conpoBoXXaeHus. NapaHTUNHaA TeXHNYECKasa Nogaep)XKa pacrnpocTpaHaeTCcs
TOJZIbKO Ha MJlarmHbl, NocTaBsisieMble B COCTaBe ohuumanbHbix penn3os CO0 3KL
(opneHTnpynTecb Ha opuLMaANIbHYIO TEXHNYECKYIO OOKYMEHTaL N, aHOHChI
penn3oB 1 Nyban4yHble oeMo-CTeHAbl, NpefocTaBsseMble pa3paboTymMkom).

-BepHYTbCS K COAepP)XXaHUI0-

6.4. Bepcun Moodle n C30 3KL

Bnarogaps COBMeCTUMOCTU, TEXHNYECKU BO3MOXXHO 06HOBUTL Moodle no C30 3KL
C COXpaHeHMeM BCero KoOHTeHTa 1 HacTpoek. s 3Toro Heobxoammo, 4TobbI
Bepcusa Moodle 6bina MeHbLle, nMbo paBHa Tekyuwien sepcum C30 3KL. Hanpumep,
ecnun camas HoBada Bepcms C30 3KL nmeeT Bepcuto 4.1.8a (MHpopMaunsg Ha MOMEHT
HanncaHusa CTaTbW, OPUEHTUPYNTECH Ha aHOHCHI PEeSIN30B Ha HalleM canTe), To
COXpaHeHne MaTepmnanoB BO3MOXKHO npu nepexoae ¢ Moodle Bepcun 3.9.x, 3.10.x,
4.0.x, 4.1.x n 6onee paHHUX, a BOT nepexon ¢ Moodle 4.2.x 6yaeT BO3MOXXeH
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ToNbKo nocne Bbixoga C30 3KL cooTBeTCcTBYOWEN Nnn bonee Nno3gHen Bepcuun.
TOYHO TaK Xe, TEXHUYECKN BO3MOXXHO BepHYTbCa ¢ C20 3KL Ha community-Bepcuto
Moodle, HO C OTKa3oM OT BCero AOMNOJIHUTENIbHOro PYHKLUNOHaNa, KOTOPbIN
OTCYTCTBYET B cOmmunity-BepCcuun n CBsA3aHHbIX C HAM MaTepunasioB.

-BepHYTbCS K COAEpP)XXaHUI0-

6.5. NMpoTokon https u SSL-cepTudukarol

Mockonbky C20 3KL aBnseTca Beb-npnno>xxeHnem, B3anmMoaencTesmne mexny seb-
cepBepoM 1 BpaysepoM KaneHTa NponcxoanT nNo npoTokony http. NMpoTokon http
He nogaep)XuBaeT WugpoBaHMe 1 BCe Y3Jibl, Yepes3 KOTOPbIN NPOXoauT Tpaduk 4o
cepBepa MMeKT AOCTYN He TOJIbKO K COAEePXMMOMY BCeX OTKPbIBAaeMbIX CTPaHUL,
HO M K ero naposiaM Ass Bxoda B cuctemy (41o ocobeHHo onacHo aas
npenofasatenen n aoMUHNCTPATOPOB) N NAATEXHLIM AaHHbLIM. [JOCTYN K 3TUM
AaHHbIM MOXKET MoJIY4UTb He TOJIbKO NpoBangep uiam cMcagmMmH, Ho v
NONb30BaTeNN TOW e caMon wifi nnm nokanbHOW ceTn n3 Kotopon paboTaeT
nosnb3oBaTesnb. [Ansa peweHns aton npobnemsl B 1994 roay 6bin paspaboTaH
npoTokon https, KoTopbIn WNpyeT faHHble NpoToKoa http ¢ noMouwbio
npoTokoJsia SSL.

YT06bI MOTMBMPOBATL aAAMUHUCTPATOPOB canToB obecrne4ynsaTb 6€30MacHOCTb UX
nonb3oBaTesnien, ¢ 2017 roga MHorve bpaysepbl 1 NOUCKOBbIE CUCTEMbI HaYasun
nomMevyaTb CaThl, He nogaepxmneatuwme https kak HebesonacHble, n TpeboBaTb Y
Nosb30BaTesiIA OTAEJ/IbHOIrO NMOATBEPXXAEHUS, NPU Ka)KAO0OM BXOLe Ha AAaHHbIM CaunT.
HekoTopble MONCKOBbIE CUCTEMbI MOHMXKAKT UKW faXKe UCKJI0YaloT N3 NONCKOBOM
BblAA4n CalTbl, He nogaepxxueawowme https. Bcé 3Tto genaet ncnonb3sosaHue https
npakTu4eckn obasaTenbHbIM 4151 BCeX CanTOoB B Internet n kpanHe xenatesibHbIM
AN BHYTPEHHUX KOPMNOpPaTUBHbIX CAaNTOB.

OCHOBHas CNOXKHOCTb Ha NYTW BHeApPeHUsA NpoToKosa https — 3To HeobxoaNMMOCTb
rnonydeHunsa SSL ceptugukaTos. [1o 2015 roga cywectsoBasio TOJbKO 2 onuuu:

e becnnaTtHasa reHepauusa caMmonognucaHHoro SSL-cepTtudukara. 310
MOXXHO cAaenaTb CaMOCTOATENIbHO C MomoLblo becnnaTHoro n ceoboaHo-
pacnpocTpaHsaemMoro nakeTta OpenSSL. HegocTtaTkoM LaHHOMO BapuvaHTa
ABJIAETCA TO, YTO KJINEHT HE MOXXeT YCTaHOBUTb AOCTOBEPHOCTb LAHHOIO
cepTudukKaTa. OTO Co34aeT YA3BMMOCTb, KOTOPYIO Ha3blBalOT «aTaka
rnocepeauHe»: agMUHUCTPATOP CETU MOXXET co3aaTb CODCTBEHHbLIN CalT,
KOTOpPbIN paclungpoBbIBaeT BCe AaHHbIe OT KJINEHTOB, COXPaHAET UX KOMUio
N TOJQIbKO MOCJ/ie 3TOro OTNPaB/IAET 3anpochl K UCXOOHOMY canTy. IMeHHOo
rnosToMy B60/IbLUMHCTBO Bpay3epoB BbIBOAAT npefynpexaeHue, korga
rnosb3oBaTesb NblITAaeTCA BOUTU Ha CaUT C caMonoAnucaHHbiM SSL-
cepTudukaToM. MNpnHATNE TaKoro cepTuurkaTa HaMepeHHo caesnlaHo
CNOXKHbIM U HEMHTYUTUBHbLIM, 4TOObI MONb30BaTENN C HEYBEPEHHbLIMU
HaBblKaMn N NPUHMMatlOLWLKME BCe NpefynpexaeHnsa 6esgymMmHo, bbiam He B
COCTOSHUWN MPOUTHOPMPOBATb OAaHHOe npefynpexaeHuve.
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 NMpuobpeteHune nnatHoro SSL-cepTudmukarTa B ya0CTOBEPSIOLLEM
LLeHTpe, KOTOPbIA CrepBa NpoBepseT JIMYHOCTb U NOJIHOMOYUS
nosib3oBaTens.

C 2015 ropa 3anyuweHa HekoMMepyeckada opraHmsauyumsa Let's Enrcypt,
duHaHcmpyemaa koMmnaHuamMmm Google, Amazon, Mozilla, Cisco, ®DoHOoM
3/IEKTPOHHbIX pybexxen, IBM n mHornumm gpyrumun. OHa nogaep>xmBaeT
HEKOMMEpPYEeCKUN yOOCTOBEPSAIOWNN LLEHTP, KOTOPbLIM No3BosgeT becnnaTHO
BblNyCKaTb SSL-cepTudmnkaTbl, NOATBEPLANB CBOE BNafeHNe JOMEHHbLIM UMEHEM C
nomoLbio NpoTtokona ACME. IMeHHO 3ToT crnocob nony4vyeHmnsa SSL-cepTugmkaTa
AN akTuBauum npoTokona https ncnonb3yoT 601bWMHCTBO BEG-CanTOB. Mbl
Takxe npepgnaraemMm HacTporky https aTum cnocobom.

OcHoBHbIM HeynobcTBOM cepTuunkaTos Let's Encrypt sBnsieTcs 10, 4TO npoBepka
AOMEHHOro MMeHU BbINOJIHAETCSA Mo NpoToKony http 4yepes Internet. To ecTs,
cepTudukaT Let's Encrypt HEBO3MOXXHO NONYYUTb A1 CanTa, KOTOPbIN He
NOCTyneH B ceTn Internet. Tak e, ecnin He cobnofaeTcsa Hawa pekoMeHaaumsa no
AenernpoBaHno Ha BUPTYasibHYO MalwunHy ¢ C30 3KL cTaTmnyeckoro «benoro» ip-
ajpeca, 0OCTyrnHoro n3 cetu Internet 6e3 orpaHnyvyeHnin, nonyvyeHne ceptTudmrkaTa
Let's Encrypt 6yaoeT 3aTpyOHEHO UM BOBCE HEBO3MOXXHO. B 3TOM cnTyaumnmn Bbl
MoXXeTe:

e 0TKa3aTbCs OT NPUMEHEHMS WNgPOBaHHOro NpoTokosa https, co Bcemu
BO3HMKAOLWMMN HEFATUBHBLIMU MOCNEACTBUAMU;

e NpunobpecTn ona Ballero AoMeHa NnaaTHbIN SSL-cepTudukaT 1 nepenaTb
ero cny»xbe TexHn4yeckom nogaep>xkn cnonHntens gns yCTaHOBKW;

* CaMOCTOAATEsIbHO HAacTpouTb https, B TOM 4ncie ¢ ncnosb3osaHmem Let's
Encrypt, Ha NnpoMeXXyTo4YHOM y3ne.

B nocnenHem cniyvyae oOMeH OOJ/KeH ObiTb AenermpoBaH Ha MPOMEXYTOYHbIN y3en,
KOTOpbIN 1 opraHn3lyeT SSL-wndcpposaHue. Cepsep ¢ C30 3KL B 3TOM BapmaHTe
HaxoOuUTCA B AeMUINTAPU30BaHHOW 30He, No3ajn NpoMexXyTo4YHOro y3sna. Bce
nocTynatoLime 3anpocbl MPOMEXXYTOYHbIN y3en O0/IKEH pacllngpoBbiBaTb U, 3aTeEM
nepepnaBaTb Ha cepBep ¢ C30 3KL nmbo ¢ ncnonb3oBaHMEM HeELLNDPOBAHHOIO
npoTokona http, nmbo ¢ ncnonb3oBaHMeM caMmonognmMCcaHHOro cepTugmkaTa SSL
(KOHEeYHbIe NoIb30BaTENN €ro «He BUOASAT», MO3TOMY Heyaob6CTB y HUX NPU 3TOM He
BO3HUKaeT). OCHOBHbIM HELOCTATKOM LAHHOIO BapMaHTa MOXeT ABNATLCA TO, 4YTO
MPOMEXXYTOYHbIN y3ea 3aKa34uKy npuaeTca HacTpanBaTb NOJIHOCTbIO
camMocToATesIbHO. [MpOMe)XYTOYHbIN y3en Npu 3TOM He agMUHUCTPUpyeTCS
NcnonHuTenem n MoXeT BHOCUTb UCKaeHnsa B paboty C30 3KL. Mo aTon npunymnHe,
ecnun oT 3aKa34uMKa NocTynaeT 3asBKa, CBA3aHHasa ¢ oTobpakeHnem C20 3KL B
cetn NHTepHeT, IcnosiHNTE b NOAK/IIOYAEeTCA HEeNMoCcpeaCTBEHHO K ncxogsuemy
nopTy cepBepa ¢ C30 3KL, B 06xo0 npoMe)XyTO4YHOro y3na, u ecnm npobniema tam
He BOCMPOW3BOAMNTCS, 3a8BKa OTK/IOHAETCS, KaK Haxo4AawWwancs BHe 30Hbl
OTBETCTBEHHOCTU NcnonHuTens.

Takum o6pa30M, npuv NpMHATUN peieHnd o Bbl60pe Ce_DTI/ICDVIKaTOB M MPOTOKOJIa
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noctyna k CO0 3KL 3akKa34uK OoJiKeH BbibpaTb OAWH U3 CNeayoWmnx BapnaHToB
(HekoTOpble BapuaHTbl BO3MOXXHbI TOJIbKO Npu cobNtofeHNN TEXHUYECKNX YCITOBUI
OMMCaHHBbIX BbILLE):

e OTCyTCTBME WNPOBaHNA (MCNOSIb30BaHMeE NpoTokKoa http).
PekomMmeHpayeTcsa ToNbKO Npu pasmeweHnn C30 3KL B geMuintapmn3soBaHHOM 30HE,
no3agn NPoOMeXXyTO4YHOro y3Jsia, opraHusytoLero wmngpoBaHme.

e https c camonognncaHHbIM cepTUUKaTOM.

PekoMmeHOyeTCs TONbKO A1 JIOKAJIbHOM0 MPUMEeHeHUsa nan gns wndgpoBaHuUs CBA3N
Mexnay cepsepoM ¢ CO0 3KL 1 npoMe)XyTO4YHbIM Y3J10M. Y KOHEYHbIX
nonb3oBaTenen byaeT BO3HMKATL npepynpexaeHme o Hebe3onacHOCTU y3na, C
KOTOPbIM OHW OO0J/DKHbI ByAyT COrnacnTbCa Aa BXo4a B CUCTEMY.

e https c nnaTHbIM cepTUdUKaTOM.

CepTudukaTt 3akasymk npmobpeTaeT CaMOCTOATENILHO N NpenoCcTaBaseT ero
NcnonHuTento Ha aTane yctaHoBkm C30 3KL.

e https c 6ecnnaTHbIM cepTudmnkaTom Let's Encrypt (pekomeHayeTtcs).
Mo>eT BbITb MPMMEHEH NpPU YCNOBUAX AeflerMpoBaHNs HEMOCpPeACTBEHHO Ha
ceTeBOW MOpT BUPTYasibHON MalUMHbI CTaTU4Yeckoro «benoro» ip-agpeca u
AOCTYMNHOCTU CUCTEMbI 6€3 KaKuX-NMbo orpaHnyYeHnin n punbTpaynnm 3

ceTu Internet (Bknto4Yasa 3apybexHbin cermeHT Internet, T.K. BCe cepBepbl Let's
Encrypt HaxopaTca 3a pybexxom).

-BepHyTbCA K COAepXaHUIO-

6.6. ObMeH faHHbIMM U BHYTPEHHUE UHTEerpauum

-BepHyTbCA K CcOAepXaHUI0-

6.7. MHTerpauum c BHewHuMm MO u cepBucamm

-BepHyTbCA K CcOAepXaHUI0-

6.8. HacTpouka BHelLlHero suaa
-BepHyTbCA K coAepXXaHuto-
6.9. NapaHTMHaA TexHU4YecKas nogaep>xKka v npasa pgocryna
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-BepHYTbCS K COAepP)XXaHUI0-

MoapobHee 060 BCeX MepeyncneHHbIX HIDaHCax Bbl CMOXKeTe y3HaTb 13 6a3bl
3HaHUW 1 B cny)xbe rapaHTUNHON TeXNOAAEPXKKN. DTN NCTOYHUKN OOCTYMHbI
nonb3oBaTtensam C20 3KL B nepmoa rapaHTUNHOW NOAOEPIKKMN.
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