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KaKoB nopaaoK YCTAHOBKU U CUCTEMHbIe
TpeboBaHuA cpenbl 3/1IeKTPOHHOro ooby4vyeHumna 3KL
(Pycckun Moodle) Ha cepBep KnueHTa?

ba3oBas MHGpOpMaLMa NO OCHOBHbLIM HI0DAHCaM YCTaHOBKMN Cpeabl 3JIEKTPOHHOI0
obyyeHus.

MHOro none3HbIX OTBETOB Ha YacTO 3ajjaBaeMble BOMPOCHI Bbl MOXKETe HAaNTU B
Ny6anyHbIX pasgenax «3HakomcTBo ¢ C30 3KL» n «Bonpockl no yctaHoBke C30
3KL Ha cepBep KAneHTa» Hawen 6a3lbl 3HaHWN!
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1.3.1. CobCTBEHHbLIV PUN3NYECKNIN CEPBEP HA TEPPUTOPUN OPraHnu3aLmnn
3aKa34yuka
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3.2. PeKBU3UTbLI 1 NpaBa A0CTyna, HeobxoanMble ANa yCTaHOBKM
4. PexoMeHpauum no obecneyeHmio ctabunbHoro n 6esonacHoro
DYHKLLMOHUPOBaHUSA
4.1. Pa3buBka aAnCKa
4.1.1. Obuwiaa nHdopmaumnsa ob opraHnsaunm n pacnpeneneHnumn ANCKOBOro
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4.2. Pe3epBHOE KONMpPOBaHMe
4.3. KaHaJs CcBA3M 1 AocTyn K Internet

4.4. TpeboBaHUA K CEPBEPHOMY MOMELLEHNIO N KIIMMAaTUYECKOMY PEXNMY
4.5. TpeboBaHUA K pusnyeckom n anekTpobesonacHOCTH

5. FapaHTUMHaA TeXHUYecKasa nognepxka
5.1. O6beM rapaHTUNHON TEXHNYECKON NOAOEPXKKN

5.2. Pa3rpaHnyeHmne npaB 4octyna n oba3aHHoOCTEN Mo 06CAYy>XMBAHUIO CUCTEMBI
5.3. BO3MO>XHble NPUYNHbI OrPaHNYEHUSA FAPAHTUNHON TEXHNYECKOW MOAAEPXKKN

6. lononHUuTeNbHanA MHQ)OpMaLI,Mﬂ O TeEXHUYeCKUuX cneumasimctoB

3aKa34yuka
6.1. Ucnonb3yemasa CYB/]
6.2. CepBep 0TNPaBKWU 3JIEKTPOHHOW NOYThbI
6.3. Moodle n C30 3KL
6.4. Bepcmm Moodle n C30 3KL
6.5. [MpoTokos HTTPS n SSL-cepTndmkaThl

6.6. ObMeH fAaHHbLIMW N BHYTPEHHWE NHTEerpauumn

6.7. UHTerpauuu ¢ BHewHuM 1O n cepsmncamu
6.8. HacTponka BHelWHero snaa
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1. CucreMHblie TpeboBaHus

MoapobHble cMCTEMHbIE TpeboBaHNSA U3N0XKeEHbI B pa3aenax «TpeboBaHus K
TexHn4Yeckon nnowanke» n «TpeboBaHMs K paboyeMy MecTy noJsib3oBaTens»
aKTyaJibHOW Bepcun PernameHTa npenocTaBieHnNst CEPBUCOB, KOTOPbLINM AOCTYNeH

Ha canTe OO0 «OTKPbLITbIE TEXHOJOrUU>.

Ins pa3Hbix Bepcuin C30 3KJ1 TpeboBaHnsa K BepcmaM bpay3sepa Nosib3oBaTens u
CUCTEMHOr0 OKpY>XXeHus (aKTyasIbHO TOJIbKO NPU CaMOCTOATEIbHON YCTaHOBKE)
MOryT OT/IN4aTbCA. O3HAKOMUTbLCA C HUMW MOXXHO B aHOHCE COOTBETCTBYIOLLEro

pesin3a.

Mpn MHCTaNNAUMM B paMKaX rapaHTUMNHOW TEXHNYECKOW NoAOEPKKN, BCE
BcnoMoraTtesibHoe MO ycTaHaBAMBaeTCsd aBTOMaTUYECKN cnnamm NcnonHutens
(PaspaboTymka). OT 3aka3uyumka TpebyeTcs TONbKO NPefoCTaBUTb BUPTYasibHYIO
MawnHy ¢ Ubuntu 20.04, pocTynHyto no ssh n oTeeyvatoLyto npneeaeHHbIM B
HacTosLWeM OOKYMeHTe peKkoMeHJauunam. B cBsa3m € 3TuM, faHHaa CTaTbd He
BKJ/IlOYaeT AeTasibHbIX TPeboBaHNN K CEPBEPHOMY OKPYXXEHUIO U Pa3BEPHYTON
MHAOPMaLMKM N0 CaMOCTOATENIbHOW YCTaHOBKe.

Cpena 31eKTpoHHoro oby4deHuns 3KL perynsipHo o6HoBASIeTCS, MO3TOMY,
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nybankKyemble B faHHOM MaTepuasie aHHble O AENCTBYOLLEN BEPCUN, MOTYT
ycTapeTb. MMHpopMaumio 0 camblix nocnegHuUx gopaboTkax NpoayKTa N akTyaslbHON,
Ha TEKYLNN MOMEHT, BEPCUN YNTanUTe B pasgene «<HOBOCTU» Ha CalTe KOMMaHUMN,
a Tak>XXe B aHoHcax K penansam C30 3KL Hawen 6a3bl 3HaHWUA.

Cpepna anekTpoHHoro obyyeHuns 3KL (nanee — C30 3KL, cucrtema)asnsaetcs seb-
NpunoXXeHneM — cama cucTemMa yCTaHaB/IMBaeTCH Ha cepBepe (nanee —
Mnowapnka, TexHn4yeckasa naowanka), a nosb3oBaTes I B3aUMOLENCTBYIOT C HEN
nocpenctsoM Beb-bpaysepa. [nsa 3Toro MNMnowanka AosmkHa b6bITb 4OCTYNHa
nosnb3oBaTensam no npotokosnam http (nopt 80) u https (nopt 443).

INa KOPPeKTHOro PyHKLUMOHNPOBAHWUSA, B TOM Yncae paboTbl MHTErpayun,
OTMNPaBKM NOYTLI U T. M., cCUCTeMe TpebyeTCcsa HeOrpaHN4YeHHbIN UCXOAALLLUNA
Aoctyn B ceTb MHTepHeT. Takxe, 4ocTyn B HTepHeT HeobxoanM Ha aTanax
YCTaHOBKU U 06CNTy>KNBAaHUA CUCTEMbI OJ19 CKa4YMBaHUA NakKeToB
BcnoMoraTtenbHoro MO 1 nx obHoBneHus.

ObpaTuTe BHMMaHue: paboTa psga HTerpaymm (NonyyvyeHmne 3n1eKTPOHHbIX
nnaTe)xen, nCrnonb3oBaHue becnnaTHbiX SSL-cepTudmkaTos Let's Encrypt u 1. n.)
noTpebyeT opraHusauum Joctyna K cucteme no npotokonam http (nopt 80) n https
(mopT 443) Ha cTaTu4HOM "OenoMm" ip-appece (IPv4).

B cnyyae, ecnn C30 3KL agMuHuncTpupyetca icnosiHnTeneMm B paMKax
FAapaHTUNHOW TeXHUYeCKon nogaepxku, gobasnsaerca pag TpebosaHun, 6e3
KOTOPbIX yAaJleHHOe agMNUHUCTPUPOBaHME HEBO3MOXHO. Hanbonee cylecTBeHHbIe
N3 HUX:

1) Cuctema gosixkHa 6bITb YCTaHOB/IEHA Ha oTAesbHOM Mnowanke (pekomeHayeTc
MCMONb30BaTb BUPTYasIbHYIO MaLLNHY, Y4TOObI MHXXEHEpPbl 3aKa34ynka CoOXpaHunm
BO3MOXXHOCTb TEXHNYECKOro obcny>xmnBaHmsa cepsepHoro obopynoBaHus).

2) B nepnog rapaHTUNHON TEXHUYECKON NMoaaepXKU Ha gaHHoW Mnowagke He
OOJ/HKHO BbITb YCTAaHOBJIEHO HUKAKOro cTopoHHero MO (canToB) He Haxo4ALWMXCA
Ha obcny>xmnsaHum y NcnonHmntena. HUKakme nHble cneunanncTbl, KpomMe
NH>XXeHepoB VicnoiHUTena He OO0JKHbl MMeTb A0CTYnN K MNowanke. HapylweHune
3Tux TpeboBaHUN NpuBedET K CHATUIO CUCTEMbI C aTTecTaunmn, NpeKkpaLLeHnio
AAMUHNCTPUPOBAHNS CO CTOPOHbI ICMoNHUTEeNs u NnepeBo B PpeXum
OrpaHWYeHHOW rapaHTUNHON Texnogaep XKW, aHaI0rMYHO «CPbIBY 3aBOLCKON
nnomMbbl» Ha YCTPONCTBE.

3) Cnctema gosxkHa 6biTb AocTynHa icnonHmnTento no npoTokoay SSH (22 nopT) ¢
nosiHoMo4mamu root. Mo 3anpocy, MoXeT ObITb NpeaocTaBsIeEH CNNCOK ip-aApecoB
Ana orpaHuydeHna goctyna. Joctyn no npoTtokosy VPN BO3MOXXEH TOJIbKO B paMKax
NINLEeH3Nn Bepcnm «Kpocce».

HeTanbHble TpeboBaHUA N310)KeHbI B pa3aenax «[Mopafgok yCTaHOBKM 1 Nepedaydn
CUCTEeMbl Ha NoaaepXKy» N «FapaHTUNHaa TEXHNYECKasa Nogaep)XKa» akTyasibHOM
Bepcun PernameHTa npenocTtaB/ieHNs CepBUCOB.

-BepHyTbCA K COAEpPXKaHUIO-
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1.1. MMHMManbHbIEe CUCTEMHbIEe TpeboBaHusA

MnHMManbHble CUCTEMHbIE TpeboBaHUA K TEXHUYECKON nowanke obecneymsatoT
BO3MOXXHOCTb KOPPEKTHOW YCTAaHOBKW, HAaCTPOMKK 1 3anycka C30 3KL, Ho He
rapaHTUpyoT cTabunbHoM paboTbl cpedbl 3NEKTPOHHOIO 0by4YeHNs Noa Harpys3KOon.

Pecypc MuHuManbHoOe pe
3HauE
LleHTpanbHbIN NpoLeccop cepeepa He HuXe Intel Core i3, 4
Ob6bem onepaTUBHOW NaMATK cepBepa 8Tb
Obbem HakonuTensa (MoCTOAHHOW ANCKOBOW NnamaTn) ansa C30 50Tb
3KL
KaHan cBa3un anga nogkntodeHus K Internet C MPONYCKHOM CNOCOBHO
10M6uT/c

-BepHyTbCA K COAepPXaHUIO-
1.2. PeKkoMeHAOau UM NO BblAEJIEHUIO CUCTEMHbIX peCcypcoB

OueHnTb NpUMepHbIN 06bEM CUCTEMHBIX PECYPCOB, HEOBXOONMBIX AN KOPPEKTHOMN
paboTbl cpebl 3/IEKTPOHHOI0 00y4YeHNs, MOXKHO MO cefyuwmMm sMNupu4ecknm

dhopmynam:

Pecypc dopmMy
OnepaTmBHasa namMaTb cepsepa, I'b 2 + (KONIN4eCTBO KOHKYPEHTH]
KonnyecTBo Anep LUeHTpasibHOro npoueccopa cepsepa, 2 + (KOIM4eCTBO KOHKYPEHTHI
.
Obbem HakonnTensa (MOCTOAHHON anckosor namaTn) gna 30 + 3,9*%(ob6bem y4ebHbIX Ma
C30 3KL, I'b

-BepHYTbCS K COAEpP)XXaHUI0-

1.3. PasMmewweHue TexHuyeckom naowaankm C30 3KL

MO>XHO BblAeNnnTb cnefylowme BapuaHTbl pa3MeLlleHnsa cepeepa 415 YCTAaHOBKN
C20 3KL:

COBCTBEHHbIN DN3NYECKNIN CEPBEP Ha TEPPUTOPUN OpPraHn3aLmMm 3aKaldynka
COBCTBEHHbIN DU3NYECKNIA CEPBEP B AaTa-LEHTPE NpoBanaepa;

* apeHAOoBaHHbIN PU3NYECKUN CEPBEP B AaTa-LLeHTpe NpoBangepa;
apeH0BaHHbLIV BUPTYaJibHbIM CEPBEP B AaTa-LLeHTpe npoBangepa.

-BepHyTbCA K CcOAepXaHUI0-
1.3.1. Cob6cTBeHHbI# (PU3N4YECKUMN cepBep Ha TeppUTOpPMM opraHusauum 3aKasuumka

IOnsa Hero TpebyeTca oTaeNbHOE noMelleHne (cepsepHas), eGUHOBPEMEHHbIE
KannTasioBNOXXeHMA (40CTaToO4YHO 6osblUMEe) B 3aKYMKY U MOHTa>X obopyaoBaHus,

TEeK ne pacxonbl Ha obcny)XmMBaHme N 3aMeHy KOMMJIeKTYIO nXx, HacCT ONKY 1"
yH P A yCTpaHl/lu,a4/32 y ytot P y
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nogaep>xaHme paboTbl CeTU, @ TaKXXe NOCMEHHOE AEXYPCTBO CUCTEMHbIX
aaAMUHNCTpPaATOpPOB. B 4ackl paboTbl nosib3zoBaTenenm ¢ C30 3KL cucteMHbIn
AOMNHUCTPATOP OO0/HKEH HAaXO0AUTbCA Ha paboyem MecTe 1 B Cslyvae
BO3HUKHOBEHUSA TEXHMNYECKUX NpobsieM n HeEUCNPaBHOCTEN - yMeTb onepaTMBHO
BOCCTaHOBUTb paboTocnocobHOCTb cncTeMbl. ECnm npeanonaraetcsa paboTta ¢
CUCTEMOW B BbIXOAHbIE AHUN N Hepaboyme Yacbl, @ CUCTEMHbIE aOMUHUCTPATOPI
BbIMOJIHAOT CBOW AOJIXKHOCTHbIE 0653aHHOCTU UCKNOYMUTENbHO B paboyee BpeMms,
TO OaHHbIV BapnaHT pa3MeLleHnsa cepBepa He nogonaer.

B cnyydae pasmeweHnsa C30 3KL Ha cobcTBEHHOM (hU3NYECKOM cepBepe
HeobxoaAMMO pyKOBOACTBOBaTbCA TpeboBaHusaMM N. 6.6 PernameHTa
npepoctassieHns cepencoB OO0 «OTKPbITbIE TEXHONIOrUN»:

«...060pynoBaHMe, Ha KOTOPOM pa3MelleHa TexHn4yeckasa niaowanka, O/ KHO ObiTb
npenHa3Ha4YeHo Ans HenpepbiBHOW BbecnepeboinHon paboTbl, OCHALLEHO
Ha4eXHbIMN N 3ape3epBUPOBAHHLIMN NCTOYHUKAMN MNTAHUA N CUCTEMOW
oxJlaxxAeHus. 3anpeLlaeTcs BblIKJKOYeHe CUCTEeMbl MYyTEM OTKJIIOYEHUS NMNTaHNA,
6e3 KOpPEKTHOIro 3aBepLUEeHNs BCeX NMPUSIOXKEHUN N CEPBMNCOB, COXPaHEHNS
AAaHHbIX, CUHXPOHU3aLNN OUCKOB U KOPPEKTHOro 3aBepLueHus paboTsbl
onepaunoHHOW CUCTeMbl. B cniyyae npekpalleHns nogaym nntTaHuga, cnctema
AOJIXKHa KOPPEKTHO 3aBepLuaTb CBOK paboTy Mo CUrHany oT NCTOYHUKA
becnepebonHOro NUTaHUs, pecypca KoToporo A0JIXKHO 6bITb 4OCTAaTOYHO ANA
[aHHOM npouenypbl. PekoMeHOyeTCss OpraHn3oBaTb KPYr/10CYyTOYHOE OeXYPCTBO
KBaJIMPUNLMPOBAHHbIX CNeLmManncToB, oTBevaLwmx 3a 6ecnepebonHoe
dyHKUMOHUpPOBaHNe obopynoBaHus. NMomMelleHne, B KOTOPOM pa3MeLleHo
obopynoBaHMe, OOJXKHO MOAAEPXNBATb CrieunasnbHbl KIIMMATUYECKNI PEXNM,
oTBeYaTb TpeboBaHNAM pusnyeckom, MHGOPMaLNOHHOW, NOXKAPHOW U
anekTpobesonacHoOCTU».

-BepHyTbCA K COAepXaHUIO-

1.3.2. CobcTBeHHbIN (hu3M4YeCcKu cepeep B pgaTa-ueHTpe npoBanaepa (Colocation)

ApeH[ia MeCTa B faTa-LeHTpe XOCTUHI-NpoBanaepa s pa3MeLleHns cepsepa
MOXeT cTaTb 6on1ee paunoHaIbHbIM peleHneM, YeM cogep XaHmne cobCTBEHHON
CepBepHON KOMHaTbl C obecnevyeHneM BCeX HEODXOAMMbBIX TEXHNYECKUX YCIOBUIA.
Hanpumep, ecnm cepsepHoro obopynosaHusa o4eHb Maso (ogHa-aBe pusnyeckme
MalUMHbI), LesnecoobpasHo BOCNOb30BaTbCA A1 €ro pa3MeLLeHNs rOTOBOM
MHPACTPYKTYPOM faTa-LeHTpa. ApeHda no Tapudam npoBangepa Kak npasusio
obxoanTca pewesne, 4emM cogepkaHme cobCTBEHHON CepBEPHOW, NPU 3TOM
OTCYTCTBYET HeobXxoaMMoCTb caMoCToATesNIbHO obecrneymnBaTb becnepebonHoe
NMMNTaHWE N HEeCTUN KPYr/1oCyTo4YHoe AexypcTeo. C Apyron CTOPOHbLI, apeHaaTopy
BCEe PaBHO NPeACTOAT KannTasioBJIOXKEHNS B 3aKYMNKY U TPAHCMOPTUPOBKY
060pyAOBaHNA N TEKYLLME PAaCXOAbl HA PEMOHT N 3aMEHY KOMIMJIEKTYOLWKNX. Takxe
Ba>XHO Y4YMTbIBATb, YTO HE BCE AaTa-LEeHTpPbl NMPeaoCcTaBAAaoT 4OCTYN K
obopynoBaHuio B pexume 24/7.

-BepHyTbCA K COAepXKaHUI0-
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1.3.3. ApeHpoBaHHbIN (PpM3NYECKUNA CepBep B aaTa-ueHTpe npoBanpgepa (Dedicated)

Mpwu onpeneneHHbIX 06CTOATENILCTBAX apeHja rotosoro paboTratoLero cepBepHoro
obopyoBaHuA C yaasieHHbIM JOCTYNOM CTaHOBUTCA BbIrOAHEE, YeM apeHa MecTa
Ons pa3MeweHns cobcTBeHHOro cepsepa. Hanpumep, ecnu cepsep TpebyeTca Ha
OrPaHNYEHHbIN CPOK, UK eCcv Mo MHAUBUAYaNIbHOW cxeMe (PUHAHCUPOBaHUSA
OTHOCUTesIbHO HebonbLne nepmnogmnyeckne pacxoabl Ha apeHay bonee
npennoYvYTUTENIbHbI, YHeM eAVHOBPEMEHHbIe KPYMHble KarnuTasioBJIOXKEHNSA B
MaLwWmnHbl 1 obopynosaHne. CoO6CTBEHHbIV CUCTEMHbLIA aAMUHUCTPATOP
ocBoboxpaeTcsa oT 06A3aHHOCTEN MO PEMOHTY, 3aKyrnKe N 3aMeHe
KOMMAEeKTYoWmx, 1mMbo ero MoXeT He ObITb coBceM — obcnyxunBaHue
obopynoBaHMA ocyLLlecTBASET NpoBanaep-cobCTBEHHUK.

-BepHyTbCA K COAepXKaHUIO-

1.3.4. ApeHpOBaHHbIA BUPTYaJZibHbIW CepBep B paTa-ueHTpe nposangepa (VDS/VPS)

OTO cepBep, CO3ZaHHbIN C MOMOLLBLIO TEXHOJIOMMA BUPTYanam3aunum n cpencTs
onepaumoHHON CUCTEMbI, KOTOPblE pa3aensaoT pecypchbl pPrUsn4eckoro cepesepa Ha
N30/IMPOBaHHbIE BUPTYasibHble MalUWHbI, NPY 3TOM Ka)KAasa CTaHOBUTCS
NOJIHOL,EHHOW OnepaLnoHHON CUCTEMOW C COBCTBEHHOM NaMATbLIO, MpoLeccamu,
nosib3oBaTtenamun. BuptyanbHble cepsepbl VDS/VPS faloT Takme e BO3MOXXHOCTH,
KakK n pusnydeckni cepsep, obecnevymsas rmbKoCTb B HACTpPOMKe ornepaLMuoHHON
cuctembl. B nogasnswowem 60NbLLINHCTBE C/lyHaeB BUPTYyasibHbIN cepBep -
onTUMasibHbIN BapmnaHT ana yctaHoBkm CO0 3KL. MNMpenocTtasBnaeTcsa rotosas
NHPACTPYKTypa, OTCYTCTBYET (PU3NYECKNN U3HOC N HEOBXOANMOCTb CegnTb 3a
annapaTHbIMU pecypcaMn n 06HOBNEHNAMN CEPBEPHOIr0 OKPYXKEHUSA. MOXXHO
MEeHSATb HAaCTponKK, paboTaTb C hansiamMm CUCTEMbI, YyCTaHaBAMBaTbL U HacTpamBaTb
noboe nporpammHoe obecnedeHune (Bepcuto PHP, cepsep 6a3 gaHHbIX U T. 4.).
MpoBangep obecnevymBaeT BbINMOJIHEHWE BCEX paboT, Tpebyowmx pusnyeckoro
MPUCYTCTBUA PAAOM C CEPBEPOM, @ apeHAaTopy OCTaeTCH TOJIbKO yAasleHHoe
CUCTEMHOE aAAMUHUCTPUPOBaHME onepaumoHHon cuctemsl n C30 3KL.

B paMkax ba3oBon rapaHTUNHON TEXHUYECKON NoJnep>XKu y4acTme cobCTBEHHbIX
CUCTEMHbIX aAMUHNCTPaTOPOB A5 apeHA0BaHHOro BUPTYaJlbHOro cepeepa He
noTpebyeTcs BoBCe: CrieunanncTbl KOMMaHUm «OTKPbITbIE TEXHOI0MUN» B MOJIHOM
obbeMe nponsesenyT HeobxognMMoe CMCTEMHOEe aAMUHUCTPUPOBaHNME.

Ecnu oueHMBaTh CTOMMOCTb TEKYLLIMX PAacX0A0B Ha apeHay, BUPTYasibHbI cepBep
— HaMMeHee 3aTpaTHbIM BapuaHT.

-BepHyTbCA K coaepXaHuto-

1.4. TpeboBaHua no noarotoBke TexHM4YECKOM NJoWwanKm K yctaHoBke C30
3KL

B pa3nene nepeyvuncneHbl oOCHoBHble TpeboBaHuA K Mnowanke, cobnogeHmne
KOTOpbIX Heobxoanmo ang yctaHoBkn C30 3KL cmnamm rapaHTUNHON TEXHNYECKON
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NOONEPXKKN:

e BupTyanbHas MawunHa Ha 6a3e onepaumoHHon cuctembl Ubuntu Server
20.04.

e CTaTunyHbIN «benbin» ip-agpec AOCTYNHbIN U3 ceTn NHTepHeT 6e3
OrpaHUYeHNn 1 BMellaTeNbCcTBa B Tpadumk BHewHero MO ansa obpaboTkun
nosib3oBaTesIbCKkUX 3anpocoB (80 n 443 nopThl).

Mpu HecobnoAeHUN AaHHOIro TpeboBaHUA YCTAHOBKA CYMTAETCA JIOKaJIbHOW U
nobble npeTeH3un K paboTe Beb-uHTEpderca NPUHNMATCS TOJIbKO eCsIN OHU
BOCMPON3BOASATCSA HEMNOCPEACTBEHHO Ha JIOKAJIbHOM MOPTY.

e HeorpaHu4YeHHbIN NCXOAAWMNN AOCTYN K ceTn HTepHeT oA CKavymBaHUS
OOHOBJIEHUI, OTNPaBKK NOYThl U PaboTbl UHTErpayunn.

e BO3MOXXHOCTb AOCTYMNa K BUPTYaJIbHOW MalLUMHe NO NpoToKoy ssh (22
MopT) C MOJIHOMOYUAMN agMUHUCTPaTopa (root) ana cnyXbbl TEXHUYECKON
noanep>XKu.

e JlomeHHOe M4 (onuMoHaIbHO).

e JlocTyn K smtp-cepBepy an14 6osiee HafeXHOMN OTNPaBKN YBEAOMJIEHNN N
onoBeleHnn gna cnywaTtenen n npenogasatenen B C30 3KL
(onunoHanNbHO).

B cnyyae, ecnn Bbl pa3MmellaeTe CUCTEMY Yy NMpoBanaepa, 0CObeHHO npu apeHae
VPS/VDS, Bce nepeyncneHHoe sxoanT B 60/IbLUIMHCTBO TUMNOBbLIX MAaKeTOB U
npenocTaBsfeTCsa NpoBangepom. ECnm y Bawmx TEXHNYECKUX CNYX6O BOSHUKHYT
C/I0OXKHOCTW C NpeaocTaB/ieHNeM OaHHbIX PecypcoB, peKOMeHAYyeM pacCMOTPETb
BO3MOXXHOCTb pa3MelleHns CNCTeMbl Y BHELLHEro npoBangepa.

MakeT «Kpocc» aonyckaeT HEKOTOopble OTCTYMNJIEHUSA OT NnepeynciieHHbIX
TpeboBaHMN, NO3TOMY, eC/in BaM TpebyeTcs pa3MecTuTb CMCTEMY Ha Ballen
BHYTPEHHEN naowanke, npm 3ToM Bbl XOTUTE OTCTYMNUTb OT HEKOTOPbIX MYHKTOB
OaHHbIX TpeboBaHNM, CBSIXKUTECH C HALLUNUM KJIMEHTCKUM OTOE/I0OM, YTObbI
npuobpectn obHoOBNIeHNe A0 nakeTa «Kpocc».

-BepHYTbCS K COAepP)XXaHUI0-

2. OOW MK aNropuTM pasBepTbiBaHUA U XXU3HEHHbIX uukn C30
3KL Ha cepBepe 3akKa3uuKa

2.1. AKTMBaLMA KJ1IO4a M NOJIy4eHUue AoCTyna K JIM4YHOMY KabuHeTty

1) Mocne npunobpeTeHnsa cucTemMsbl, Ha agpec IEKTPOHHOM NOYThI, YKa3aHHbIN B
cneu,mq)leau,mm K OOorosopy, 6y,ueT BbICJlaH KOO aKTUBauunn. D,aHHbII7I KoL
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aKTMBauum HeobxoammMo nepenaTb NpeacTaBUTENIO Ballen opraHm3aumm
(amncneTtyepy-agMUHNCTPATOPY).

2) AncneTyep-aAMMHUCTPATOP BbINMOJIHAET aKTUBALIMIO KJTtOYa MO MHCTPYKLUN B
COMNPOBOANTENBHOM MUCbME C KJTKOHOM.

3) B c/iyyae ycnewHom akTUBaLnmM, Ha Bally 3/IEKTPOHHYO NOYTY NpUAET NUCbMO C
NHCTPYKLUMSMU MO BXOAY B JINYHbIA KabMHET, a Ha HoMep MobusbHoro TenegoHa —
napoJib.

CoxpaHsanTe NOrvH 1 NapoJsib OT JINYHOro KabnHeTa B HageXxHOM 1 He3onacHoMm
MecTe. Hu B KoeM cnyyae He coobLianTe 3TU AaHHblIe TPETbMM NMLaM.
Pacrnopsi>xeHus, nepefaHHble C UCMONIb30BaHMEM 3TUX PEKBU3NTOB ICMONHUTENb
BbIMOJIHAET KaK MpsiMble PacropsiXKeHUs YrnosIHOMOYEHHOr 0 NMpeacTaBUTeNs
opraHusauun. B cnyvyae cMeHbl AncneTyepa-agMUHUCTPATOpPa, NodanTe 3asBseHne
0 CMEeHe KOHTaKTHOro /1L, a He NpoCcTo nepegaBanTe Naposib. B NpoTUBHOM
CJlyyae BCS lopuanveckas oTBETCTBEHHOCTb (Mepes Ballen opraHusaunen) byner
OCTaBaTbCs Ha NepCcoHe npeabiayLlero NnpeacTaBuTens.

4) MeHepxkep no paboTte ¢ knneHTamm 000 «OTKpPbITble TEXHOJIOMNN» CBAXKETCS C
BaMW 1 NpoBeneT TenedOoHHbIA MHCTPYKTaXxK No paboTe C IMYHbIM KabnHeToM.

-BepHyTbCA K COAepXaHUI0-

2.2. NoarotoBKa K yctaHoBke C90 3KL

1) BHUMaTeNbHO U3y4nTe MaTepuasbl, U3JI0OXKEHHbIE B pa3gesax «PadmeuleHne
TexHunyveckon naowaankm C30 3KL», «PeuwleHns, KoTopble 3aka3ynky Heobxoammo
NPUHATL Nepen YCTaHOBKOW» N «PeKBU3UTLI XU NMpaBa A40CTyna, Heobxoanmble ans
YCTaHOBKWU», onpefenntTecb ¢ HeobxoanMbIMK A1 BaC NapamMmeTpamMum n
HaCTpPOWKaMu.

2) Npon3sennTe NepsoHavasibHYO YCTAaHOBKY OMNepauMoHHON CUCTEMbl Ha
TexHn4yecKylo niaowanky c y4yetom TpeboBaHuin pasgena «PasmeluleHuve
TexHunyeckon naowagky C30 3KL» n cnenyownx peKoMeHgauuni:

e [1na ny4ywero pasrpaHnyeHns 30H OTBETCTBEHHOCTU PEKOMEHOYeTCS
BblOENATb ANa TeXHNYECKON NJIoWaAKN BUPTYasibHbIA BblAeJsIeHHbIN
cepBep. B 3ToM cny4vae pa3rpaHuyeHne 30H OTBETCTBEHHOCTH
NcnonHuTensa n 3akas4vynka bygeT NpoxoanTh MO rpaHuL,am 3Toro
BUPTYaJIbHOIr0O BblI€/IEHHOI0 CepBepa.

e Ha MmomMeHT nepepayun lNnowaanku MicnonHnTento, onepaunoHHaa cuctema
OOJ1>KHa ObITb yCTaHOBJ1IEHa B MUHNMaJIbHOM BapUaHTE, 6e3 nwboro
OOMoJIHNTEJNIbHOI O NpPorpaMmMHOro obecnevyeHmns, KOHTEHTA " Y4YE€THbIX
3anucen, KpoMe MNHNMaJIbHOIo Ha6opa dBTOMaTun4eCKM yCTaHOBJIEHHbIX
caMoi onepaLoHHON CUCTEMON NaKeTOB NporpamMmHoro obecnevyeHuns,
H806XO,EI,I/IMbIX N AOCTaTO4YHbLIX ONA YOaJ€EHHOIo noaKan4YeHn4 no
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npoTokKoy ssh.

e KOHCYNbTaUMMN CO CTOPOHbI iIcmonHUTENs Mo NopaaKy npeaBapuTenbHON
YCTAHOBKM OCYLLECTB/IAOTCSA MO 3anpocy npeactaBuTens 3akasymka.

e Ecnm Nnowapgka npenoctaBnseTcs 6e3 npenyCcTaHOB/IEHHOW oNepaLoHHON
cuctembl Ubuntu Server 20.04 TLS 64 bit, UcnonHnTenb caM BbIMOJIHAET
YCTaHOBKY OMNEepPaLNOHHON CUCTEeMbI, AN Yero TpebyeTcsa conencreme
3aKa3y4unka, B Buae npenocrtaB/eHNa BpEMEHHOIro yaasieHHOro gocTtyna K
rpagpuyveckomy TepmmHany (KVM-IP no npotokony VNC nnu RDP) nnu
3arpy3kmn ¢ aew-HakonuTena ¢ NoAgKAYeHneM gocTtyna no ssh
cneunanncty NcnonHunrens.

3) Y6epouTtechb, 4To TexHu4eckasa naowagka 4oCTynHa U3 ceTu Internet no
npoToKoJy ssh.

Ecnu npegnonaraeTcs, 4To cpena 3NeKTPOHHOro obyyeHns aoskHa bbiTb
AOCTynHa n3 cetn MHTepHeT, ybeanTtech, 4To MNnowanke Ha3Ha4YeH CTaTUYeCKuin
«benbin» ip-agpec, KOTOpbIA AenernpoBaH HENOCPeACTBEHHO Ha CETEBOW NopT
Mnowankn 6€3 NCrnosib30BaHUS TaKNX TEXHONIOMNIN, KaK «0BpaTHbIN MPOKCU>»,
«DMZ» n «npobpoc nopTta».

4) YcTaHoBUTE Ha rsiowanky ssh-kaw4d, Kak yka3aHo B pasfene «PeKBU3NTbI U
npaBa AoCTyna, HeobxoanMmble AN YCTaHOBKU».

5) MoaroTtoBbTe K Nepepave NcnonHnTento Bce HeobxoanMbie faHHbIe,

rnepevyncrsieHHble B pa3aenax «PelleHna, KOTopble Heobxoanmo NPNHATHL Mepen
yCTaHOBKOI‘/'I» N «PekKBM3NTbI U NpaBa A0CTyNa, Heobxoaumble ans YCTaHOBKIWN>».

-BepHYTbCS K COAEpP)XXaHUI0-

2.3. YcTaHoBKa C90 3KL

1) Bongute B NU4HbIN KabuHeT Ha cante cnoaHuTensa € UCNoJib30BaHMEM JIOMMHa
N Maposs, NoJyYeHHbIX NMPpu akTuBauum Knto4da. Co3gante HOBYIO 3a5BKY B
KaTeroputo «lFapaHTUnHasa Texnogaep>xka / YctaHoBka C20 3KL Ha cepBep».
3anosiHNTE Mo 3a8BKN, KOTOPbIE OTKPLIIMCE Mocae Bbibopa Tuna 3asaBku. B
conpoBoanNTENbHOM coobLLeHUN coobLmMTe BCO HEOBXOAMMYIO MH(OPMaLUIO.

Ecnn BmecTO nepBOHaqaanoM YCTaHOBKW BaM H606XO,EI,VIMO BbIMOJIHNTb NepeHoC
nnn obHoOBNEeHNe cylecTByOWen cncteMsl Ha 6ase Moodle nnan C30 3KL, cpa3sy
coobwmTe 06 3TOM B 3a59BKe, NPUJIOXKNB MH(OopMaLuto, roe HaxoanTca SQL-gamn u
apxuB nankun moodledata cyuwiecTBylouen CUCTEMbI N PEKBU3NTBLI CepBepa Co
CTapoun NHCTannsaunen.
oTo H606XO,D,VIMO coeyslatb MMEHHO Ha 3TOM 3Talle, NHadye CUCtemMy npmnaoeTcs
MOBTOPHO MNepeyCctaHaBJ/IMBaTb C YHUYTOXeHMEM BCeX OaHHbIX. B paMKax
rapaHTUNHOW TexXnoanep>XKn npeaycMoTpeHo He Bosiee o4HOIro NepeHoca uan
I'IOBTOpHOI7| MHCTannaumnnm B ropn. ﬂ,06aBI/ITb AaHHbIE N3 CTap0I7I CNCTEMDI
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aBTOMATU4YeCKN BO3MOXXHO TOJIbKO Ha 3TOM 3Tane, BCe oCTaJibHble CNocobbl
npegnonaratoT py‘-IHOVI nepeHocC sallimMm CUJiaMn Uinm 3a OTAOEJIbHYIO MJI1aTy.

2) NH>xeHep UcnonHUTeNs NpoBEPUT KOPPEKTHOCTb 3anoJIHEHUS 3a8BKU, MOJIHOTY
OaHHbIX, AOCTYMN K CEpBEPY M 3anyCcTUT npoueanypy ycTaHoBKU. 10 OKOHYaHUK
YCTAHOBKM (B C/ly4ae ycnexa) nHxeHep NcnonHntens coobwmT B 3as89BKe
TexHun4yeckunm agpec sawen nHctannsauymm C30 3KL.

Cama yCTaHOBKa NPONCXOANT aBTOMATUYECKUN, C MOMOLLbIO NMporpaMMHoro poboTa,
KOTOPbI HAaNpPsIMyto MNOAKI0YAETCA K NaoWanke no npoTokosay ssh.

B cnydae, ecnim onepaunoHHaa CUCTEMA Ha Naowanke nam gocTyn K cepBepy Mo
NPOTOKOJy SSh HEBO3MOXKHbI, aBTOMATUYECKas yCTaHOBKa He AOCTYyNHa. B 3Tom
CJly4ae OCTalTCa BapMaHTbl CAMOCTOSTE/IbHOW YCTAaHOBKW CUlaMin 3akKas4vynka nan
PYYHOW YCTAHOBKW cuiaMn VICMONHUTENS B paMKax JINLEH3UN «Kpocc». Ons
nprnobpeTeHns nuueHsnm «Kpocc» obpaTuTechb B KINEHTCKUI oTaen NcnonHnTens.

-BepHYTbCS K COAEpP)XXaHUI0-

2.4. O3HaKOMJIeHMe C MapLUpPYyTOM BHeAPEeHUA U nepBuYHasa HacTpouka C30
3KL

1) C rnaBHOM CTpaHULbl KJIMEHTCKOro nopTaja nepengnte K MapLipyTy BHeApEHUS
. Ons BXxo4da Ha KypC UCMOb3ynTe NOrMH N Naposb OT JIMYHOro KabuHeTa.

2) N3y4nTe npepnaraemole matepuasnsl no sHegpeHuto C30 3KL. PekomeHayem
Ha4YMHaTb C HACTPOWMKWN BHELUHEro BUAa U BUTPUHbI KYPCOB, 3aTEM nepexoanTe K
BbIbopy cnocoba BBOAA B CUCTEMY CNMNCKaA NOMb3oBaTenen. BoibepuTte akTyalbHble
ONa Ballen opraHusauum n ciengymnte npenocTaBieHHbIM peEKOMEH AL NsM.

Iona TnnosbIx onepau,|/||7| npenycMoTpeHbl cneunalJibHble TUrbl 3a4BOK B JINHHOM
KabuHeTe. Mpwn Bbl60pe cneunanbHbIX TUMNOB 3aABOK, OTKPbIBAETCA aHKETA,
cogepXalaa CCbJIKU Ha MHCTPYKUUN N peKOMeHdal W, noMoravowmne rnpuHATb
peweHnda n 3afoJIHNTb 3aAaBKY.

-BepHyTbCA K CcOAepXaHUI0-

2.5. NMNony4yeHne BBOOHOIO MHCTPYKTaXa

BBOOHLIN MHCTPYKTaX B paMKax rapaHTUNHON TeXHUYECKON nognep xKu
npefocTaBsseTcss OAHOKPATHO, MPOAOJIKMUTEeNbHOCTbIO A0 1 Yaca. MNepen ero
nony4yeHneM pekoMmeHayem 3apaHee NOAroTOBUTb CMUCOK BOMNPOCOB, KOTOPbIe Bac
MHTEepeCcyT U OTBETblI HA KOTOPbIe He YAaJ10Cb MOJYy4NTb CAMOCTOSATESIbHO.
BBOAHBLIN MHCTPYKTaX NpoxoanT B hopmaTe BebrHapa, NO3TOMY Ha HEM MMeeTCH
BO3MO>XHOCTb MPOAEMOHCTPUPOBaTh peLleHns HenoCcpeaACTBEHHO Ha Ballen
cucTemMe UanM Ha LEeEMOHCTPaALNOHHOM CTeHe.
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BBOOHLIN MHCTPYKTaX NPOBOAUT METOAUCT KOMMNAHUM — 3KCMNepT MNo CueHapuam
ncrnonb3soBaHusa C30 3KL ona peleHnsa pasinyHbiX 3aadq KJIMEHTOoB (B oTan4ue oT
00bIYHOM KOHCY/IbTaLMM B paMKaX rapaHTUNHON TEXHUYECKON NooOEP)KKN, Ha
KOTOPYIO OTBeYalT crneymanncTbl TEXNOALEPXKKN).

Ina nonyyYyeHns BBOAHOMO MHCTPYKTa)ka Heob6xoaAMMO co34aTh 3a8BKY B KaTeropuu
«["apaHTUNHaa Texnognep>xka / BBooHbIM MHCTPYKTaX (1 4yac)» n yka3aTb B popmMme
3a8BKN NMpennoyYTuTesibHble grana3oHbl U NepeyYyeHb TeM M BOMPOCOB, KOTOPbLIX Bbl
xoTenn 6bl KOCHYTbCH B XO4€ KOHCYJ/ibTauun. PekomeHayem oThaBaThb
npennoYTeHns BbICOKOYPOBHEBLIM BM3HEC-3a4aqyaM, CLeHapusam n CTpPyKType
opraHu3saunm CUCTeMbl, HeXXesim NPOCTbIM BOMNPOCaM, OTBETbl Ha KOTOPble MOXKHO
NOJIy4YUTb B TEXNOOLEP)KKE NN CaMOCTOATENIbHO HAUTK B CripaBKe.

-BepHYTbCS K COAEpP)XXaHUIO-

2.6. Nony4yeHue KOHCcynbTauum n obcny>xusaume C30 3KL

TexHn4Yeckas nogaep>xkka ocyliecTsnsieTcs B gopme 06paboTkm 3asiBOK B JINHHOM
KabnHeTe kKNneHTa. [loCTyn B NINYHbIN KabUHET NnpeaycMaTpuUBaeTCs TOJIbKO A1
ancneTyepa-agMMUHMUCTpaTopa 3akKa3ymka.

Ins TMNoBbIX onepaunin (HanpuMmep, HaCTPOKa OTNPaBKW 3IEKTPOHHON MOYTHI,
CMeHa OOMEHHOIro MMeHU, HaCTPOMKa pe3epBHOro KonmposaHus, coobueHue ob
owmnbke 1 T. N.) NpeAyCMOTpPEHbI cneumnasnbHble WabnoHbl 3a8BOK: BbibOpe Takux
TUMOB 3asIBOK OTKPOETCA cneynabHasa popMa 1 NoACKa3KM CO CCbiJIKaMun Ha 6asy
3HAHWN, Pa3bACHSAOLWMNE HIOAHCLI NPeasioXKeHHbIX BapnaHToB. Mo3aTomMy, npu
CO34aHUN 3a5iBKW Ba)XHO NPaBU/IbHO BbIOpaTb KaTeropuio 3asBKM, B paMKax
KOTOpPOW BaM HeobxoamMa KOHCyNbTauums.

Onsa HekoTopblX BUAOB nnueH3nn C30 3KL gocTtynHa TenedoHHas Texnoanep xka.
MNepen obpalleHNEM Ha ropsaYyro JIMHUIO, NOXKaslyncTa, ybeamTech, 4TO Balla
JIMUEH3MA NpoayKTa npegycMmaTpmBaeT TenedOHHOE KOHCY/IbTUPOBaAHME, UHaYe
orepaTop He CMOXXeT BacC NPONHMOPMMPOBATL HUN MO KaKMM BOMPOCaM.

Ecnun Bbl MOHAMN, 4TO HYy>)XAaeTecCb B TeN1le(pOHHOM KOHCYJ/IbTUPOBAHNN, @ OHO B
BalLEN BEPCUN He NpenyCcCMOTPeEHO, obpaTUTeCh B KJIMEHTCKUIN OTAEN —
MeHeO)Xepbl KOMNAaHUK NOMOryT CPOpPMUPOBaTL CHET Ha anrpens 4o JNUEH3NN C
TeneOoHHON Texnoaaep XKon.

Tak)xe MOXKHO paclUMpUTb KOJIMYECTBO NpeacTaBuTenen KaneHTa, UMeLwmnx
BO3MOXXHOCTb 06pallaTbCs B FrapaHTUNHYO TEXHUYECKYIO MOAOEPKKY.

B C20 3KL BCTpoeHa KOHTEeKCTHas CnpaBKa: B 3aBUCUMOCTM OT CTPaHULbl CUCTEMBI,
Ha KOTOPOW B AaHHbLIN MOMEHT HaXOAUTCH NOJSIb30BaTEsb, B CripaBKe
oTobparkatoTCAa CCbIIKM Ha CTaTbW 13 Ba3bl 3HaHWMN MO Teme nHTepdenca. Habop
PEKOMEHAO0BAHHbIX CTaTeN MEHSAETCSH B 3aBUCMMOCTN OT POJIK NOJSIb30OBaTeNS.
Bocnonb3yntecb cnpaBkon MMeHHO B TOM nHTepgence C30 3KL, B KOTOPOM
CTOJIKHYJINCb C 3aTpyAHEHMEM AN Nosy4YeHns Hambosee peneBaHTHbIX
MaTepunanos.
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-BepHYTbCS K COAepP)XXaHUI0-

2.7. ObHoBneHue C30 3KL

00O «OTKpbITble TEXHONOMNN» NPOBOAUT NOCTOAHHYIO paboTy no ynyyweHunto C30
3KL n exxemecs4Ho BbiNyCKaeT HOBYO Bepcuio npoaykTta. C nepevyHeM 0opaboToK un
NCrpaB/ieHHbIX OWNOOK, BbINOJIHEHHbBIX B 04EpegHOM penun3e NpPoayKTa, MOXXHO
03HAKOMUTbLCS B paclIMPEHHOM aHOHCe penn3a. [Ana obecnevyeHusa 6esonacHon u
cTabnnbHoOM paboTbl CUCTEMBbI HACTOATENILHO PEKOMEHAYEM PEryasapHO
yCTaHaBnMBaTb OOHOBMEHUA.

O6HoOBNEHNS BLINOJIHAIOTCA CU1aMu icnonHuTens, onsa vyero tpebyetca nogaTb
3a8BKY B KaTeropum «FapaHTunHasa Texnogaepxka / ObHosneHne sepcmn C30
3KL».

-BepHyTbCA K COAepPXaHUIO-

2.8. NepeHoc C30 3KL Ha apyromu cepsep

B paMKax rapaHTUNHON TEXHNYECKON NOAAEPXKKN NpeayCcMoTpeHo He bonee
OOHOro NepeHoca cuctembl B roa. MNpu nepeHoce CMCTEMbl HA HOBbIW CepBep,
CTapada cuctema ypanseTcd. B cnydae, ecnm TexHuU4eckasa naowanka
CKOMMpoMeTupoBaHa AOCTYMOM K HEN MOCTOPOHHMX UL, (B TOM 4yucne
COTPYOHMKOB 3aKa34ymMka), BOCCTaHOBJIEHNE CTaTyca aTTeCTOBAaHHOW MHCTaNIAaUMN
N NOSIHOMN FAapaHTUNHON TeXNOoAOEPXKWN BbINOJIHAETCSA Tak>Xe NyTeM nepeHoca
CUCTEMbl Ha YCTAHOBJIEHHYIO C HyNA TEXHUYECKYIO MIoWaaKy, YTobbl NCKOYNTD
nocnencTema 4ENCTBUN N HACTPOEK, BbINOJHEHHbBIX MOCTOPOHHUMN NINLLAMMU.

[na nepeHoca cucTeMbl Ha HOBYIO MNnowaaky NoAroToBbTE CepBeEP aHANOrN4YHO
NOArOTOBKE CcepBepa N4 NepBOHaYaJibHOW YCTAaHOBKWU U NofanTe 3asaBKY B
KaTeroputo «apaHTUNHaa Texnognep>kka / NlepeHocC Ha Apyrom cepeep».

CMmeHa AOMeHHOro nMmeHmn 6e3 nepeHocCa CUCTEMbI Ha APYron cepBep He cHMTaeTCH

rnepeHoCoM 1 BbIMOJIHAETCA B PpaMKaXx 3adBKW Ha HaCTpOVIKy AJOMEHHOIro MMeHN.

-BepHYTbCS K COAEpP)XXaHUI0-

2.9. CMeHa npeacTaBuTena KJMeHTa (aucneTyepa-agMUMHUCTpaTopa)
Ins cMeHbl NpeacTaBuTens HeobxoaMMo BbINMOIHUTL Cllieaylolne oencTBus:

1) 3angunTe B 3aaBKYy «[1pogakmn / CMeHa npencTtaBuTens KJneHTa» u ckadyanTe
wabsioH nnucbma.

2) 3anonHNUTe N pacnedyaTtanTe WabnoH. NMognuwnTe ero y pykopoanTensa Ballen
opraHusauum (B csay4dae, ecnm pykoBoauTesib 4eNCTBYeT Ha OCHOBaHUU
NOBEPEHHOCTN, MOJy4YnUTe CKaH LOBEPEHHOCTH).
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3) 3arpy3unTe B NNYHbIN KabHET CKaH NnCbMa (1 LOBEPEHHOCTH).

4) OTnpaBbTe OpUrMHasbl JOKYMEHTOB NOYTON Ha agpec: r. Mockea, 117303, a/a
33 OO0 «OTKpbITble TeEXHONOrMK». B KayecTBe aJibTepHaTUBHOIO BapMaHTa,
NMCbMO MoXXeT 6bITb nognuncaHo UM v HanpaBeHO Yepes CUCTEMY /IEKTPOHHOI O

nNoKyMmeHToobopoTa «Ananok».

-BepHyTbCA K COAepPXaHUI0-

2.10. NpekpaweHme rapaHTuMHOro oocny>xusanua C30 3KL

MNocne OKOHYaHUS CpOKa AeNCTBUA TNLLEH3UN, ecnin He Bbis1o NpnobpeTeHo
npoasieHne, rapaHTuUnHoe obcnyxmBaHue npekpauwaetcs. Cama cuctema
NpPoAo/KAET (PYHKLMOHNPOBATL, 3a UCKJOYEHNEM (PYHKLWIA, 3aBUCUMbIX OT
«O6nayYHbIX CepBUCOB» (HanpuMep, KOHTEKCTHas cripaBka). Takxxe, NPy OKOHYaHMN
rapaHTUNHOIo 06CNY)XMBaAHMSA NMpeKpaLLlaeTcs A4OCTYMN K JINYHOMY KabuHeTy
TeXHUYECKON Noanep>xKn 1 npenocTaBsieHne oucTpnbyTMBoB ¢ 06HOBIEHUSIMM.

MNepen OKOHYaHUEM CPOKa FrapaHTUNHOIO 06CNy)XKMBaHUA PEKOMEHOYEM 3anpoCcuTb
root-0CTYN K Ballel cucTeMe: Nnocsie NnpekpaleHnsa rapaHTUNHOro o6cnyXxnBaHus
HUKaKMe 3a89BKUN TeXHNYEeCKoW noaaepxkon obpabaTbiBaThCcs He ByayT, MO3TOMY

BaM MpUaeTCcs rnojly4yaTb root-g4OCTyn CaMOCTOATENIbHO, KakK YKA3aHO B MHCTPYKLIUMU.

-BepHYTbCS K COAEpP)XXaHUI0-

2.11. BeiBoa C20 3KL M3 skcnnyaTauum

Mepen BbIBOAOM CUCTEMbI U3 IKCMJIyaTalUM PEKOMEHAYEM CAeNaTb MNONHYHO
pe3epBHYIO KOMUIO U COXPAaHUTb €e Ha HaZleXXHOM HocuTene,

-BepHyTbCA K COAepXaHUIO-
3. nopﬂp,OK YCTAHOBKM M nNepepnaydim cucremMmbl Ha noanepxky

YcTtaHoBka C20 3KL MoxeT 6bITb BbIMOJIHEHA 3aKa34YMKOM CaMOCTOATEIbHO Un
coTpyoHnkKamum NicnonHuTens.

Heobxoaoumble cBegeHUsa A9 CaMOCTOSTEIbHOMN YCTaHOBKE U3JI0XKEeHbI B
OTOeJIbHOW CTaTbe.

Ecnun yctaHoBka C20 3KL Ha cobCTBEHHbLIN CepBEpP BalLeN OpraHmM3aunmn Bbi3blBaeT
3aTpyOHEHUS (He MOHATHbI NOJIOXKEHNSA AaHHOW MHCTPYKLUMK, HEAOCTaTO4YHO
KBaM(PULMPOBAHHbIX COTPYAHUKOB, HE XBaTaeT HE0OX0ONMbIX TEXHUYECKUX
pecypcoB u T. n.), obpaTnTecb B HaW KJINEHTCKNIA oTaen no tenecgoHy +7 499
213-30-72, Mbl C YA0OBOJIbCTBMEM MOMOXKEM BaM BblpaboTaTb asibTEPHAaTUBHOE
pelleHmne. 9To MoXeT bblITb YCTaHOBKa Ha apeHO0BaHHYIO BUPTYasibHYO MaLLUVHY B
haTa-ueHTpe nposangepa (VPS/VDS) nnu nepexon Ha Hawmn obnavyHble Tapudbl.
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KpaTkasa nHgopmaums no npoueccy yCTaHOBKM N HAaCTPOUKN CUCTEMbI CU1aMI
WHXXEHEePOB rapaHTUNHON TEXHNYECKON noanepXkKn cnonHnTena paccMoTpeHa B
pa3snene «YctaHoBka C30 3KL». Hu>XXe npuBedeHbl AaHHbIe, KOTOPble 0693aTeNbHO
OO/KHbI BbITb NpenocTaBfeHbl IcnonHUTeno nepen yCTaHOBKOW CUCTEMbI Ha
noaroToBsieHHYIO nowanky.

Ecnn B npouecce NpUHATUSA 3TUX PELLUEHMIA Y BaC BO3HUKHYT BOMPOCHI, Bbl MOXKETE
06paTUTBLCS B HAMM B TEXHNYECKYIO MOALEPXKKY.

Mogpa3ymMeBaeTCs, YTO K 3TOMY MOMEHTY BCe peLleHuns, CBA3aHHble C BbiIbopoMm
TexHM4YeCckom NaoWaakn N ee xapakTepUCcTUKaMmn BaMn NPUHSTBI U peann30oBaHbl.

-BepHyTbCA K COAepPXaHUI0-

3.1. PewieHusn, KoTopbie 3aKa3uMKy HeobxoaMMo NpuHATL Nepen,
YCTaHOBKOM

MNepen yCTaHOBKOW CUCTEMbI HEOOXOAMMO NPUHATL PS4 peleHnin. Mbl nocTapaanch
MaKCMMaJlIbHO OCBETUTb 3TN BOMNPOCHI B LMKE CcTaTen «Bonpockl Mo ycTaHOBKE
C30 3KL Ha cepBep kaneHTa» Halwen 6ba3bl 3HaHUN. Ho ecnu BamM noTpebyeTcs
AONONIHUTENbHAA KOHCYIbTaUus, Bbl MOXKeTe 06paTuTbCs B CyXKOy rapaHTUINHON
TEXHUYECKON NOAAEPXKKN N HAaLLIN UHXXEeHepbl NoCTapatoTcsa BaM NOMOYb.

-BepHYTbCS K COAEpP)XXaHUI0-

3.1.1. BoiGop npepcTtaButensa 3akasuuka (Amcnetryepa-agMMHUCTpaATOpa)

AvcneTyep-aAMUHNCTPATOP 3TO, B NEPBYIO 04EpPeb, METOAUCT U MEHeO Kep
npoekTa (He NyTanTe C CUCTEMHbIM aAMUHUCTPATOPOM).

OcHoBHble TpeboBaHMS K AucneTyepy-aMUHUCTPATOPY:

e yBepeHHoe BnageHue lK;

* MOHMMaHMe uenen n 3agayvy BHeAPEeHN dINEeKTPOHHOro oby4yeHuns B
opraHusauuu;

e HaAn4me NOJIHOMOYUIN ANA NPUHATUSA 6ONLLUMHCTBA PEeLEeHUA Mo NPOEKTY
BHEAPEHUSA 1 NoO0EPXKKN INEKTPOHHOIr0 0By4eHnsa nanm BO3MOXKHOCTb
onepaTUBHOINO COrJlacoBaHNS TakKUX pPeLUeHNN.

Bcé B3anmoaencTBme no yCTaHOBKE, HAaCTPOWKe U Nogaep)XKe CUCTEMBI
NcnonHnTenb BegeT C aucneTyepoM-aaMuHmMcTpaTopoM. C oCcTasnbHbIMU
COTPYAHUKaMWN CBOEN OpraHu3aumn ancneTyep-aAMUHNCTPATOP KOHTaKTUpyeT
caM. o 3anpocy gucnetyepa-aaMUHUCTPATOPA, KIMEHTCKUN oTaen NcnonHmntens
MOXeT 4006aBUTb AOMOJHNTENbHOE KOHTAKTHOE IMLIO B KOHKPETHYIO 3asBKY
(TpebyeTcss ®UNO n aneKTpPOHHasA NoyTa), Nocse 4Yero oHo byaeT BMAETb Nepenncky
B 3a8BKe 1 Aa)ke CMo)XeT 006aBNsTb KOMMEHTAPUKW, 0QHAKO TeXHNYEeCKas
noaaep>Xka He obsizaHa pearnpoBaTb Ha TakKMe KOMMEHTapun.
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Mbl He pekoMeHAYyeM Ha3Ha4yaTb AMCneT4epoM-agMUHUCTPATOPOM TEXHNYECKOro
cneunanncTta, Tak Kak OH HeA4OoCTaTO4YHO BOBJiEYEH B UEJIN N 3ada4i OpraHn3aunnm
SNEKTPOHHOIO o6yqu|/|ﬂ.

MoapobHas nHpopMaLms 0 Ha3HaYeHUN AncneTyYepa-aAMUHUCTPATOpPa U3JI0XKEHA B
n. 2 «MpeacTtaBUTENM U KOHTAKTHbIE NNLUA» OEACTBYOLLEN BepCcun PernameHTa.

-BepHyTbCA K COAepXKaHUIO-
3.1.2. Bup yCTaHOBKM

HeobxoOonmMo MakCUMasibHO NMPO3PayYyHO OOHECTU A0 NHXXEHEPOB TEXHNYECKON
nogaep>xkn MicnonHMTensa Kakas ycTaHOBKa BaM noTpebyeTcs:

* 4YUCTasA CUCTEMA «C HYNA»;

* BOCCTaHOBJEHME U3 pe3epBHON Konuu Moodle nam C30 3KL;

e MepeHOoC AaHHbIX U3 cyulecTByouwen nHctannaumm Moodle nnm C30 3KL;
e obHOBMEHME cyulecTBYyOUWEn NHCTannaumm Moodle nam C30 3KL.

ObpaTunte BHUMaHMe: 3TO pelleHne 0b6s3aTeNlbHO HY>XXHO NPUHATL A0 Ha4Yana
yCTaHOBKM. [locsie yCTaHOBKWN NOMEHATb AaHHOEe peLleHue y)Xe He Nnosy4ynmTca. 3To
CBSA3@HO C TeM, YTO CAUTb Ba3bl AaHHbIX OT ABYX pPa3HbIX UHCTannaunmn Moodle nnn
C30 3KL TexHn4yeckn HeBO3MOXKHO. Ecnn Bbinia BbIMOJIHEHA YCTAHOBKY «C HYJ1A», TO
BOCCTA@HOBUTb AaHHbIe U3 CTAapON MHCTaNNALNN MOXHO ByeT TONIbKO NyTem
MNOJIHON NepeyCTaHOBKM CUCTEMbI C MOTepPeN yKe HaKOMJIEHHbIX HOBbIX AaHHbIX.
EOVHCTBEHHBbIN BapuaHT CJIMAHUA B TaKOM CJlydae — 3TO Py4YHOW rnepeHocC BaluuMun
CulaMun NN NepeHoC OTAeJIbHbIX KYPCOB NMyTeM UX 3KCropTa/mMnopTa.

-BepHyTbCA K COAepPXaHUIO-

3.1.3. Tvn yCcTaHOBKM

Ona passepTtbiBaHna C30 3KL Ha lNnowagke opraHnsauum nnm B gata-ueHTpe Mbl
peKoOMeHAYyeM BblAENNTb OTAEJIbHYIO BUPTYasibHYIO MallUHY. o eé rpaHmuam
pa3fenstTca 30Hbl OTBETCTBEHHOCTUN MeXXAY Hallen rapaHTUNHOW
TexXnogaep>XKom N TeXHNYeCKMMU cny>xkbamm 3akasdmka. BuptyanbHasa MallmHa
A0J>KHa BbITb YncTasa nam ¢ npegycrtaHosneHHon OC Ubuntu Server 20.04 LTS
64bit (He [O/MKHO BbITb YCTAaHOBJIEHO TakMX NporpamMm Kak ISPmanager, Webmin n
T.0.).

Bo3MOXXHbI cnepytowme Tunsl yctaHoBkn CO0 3KL:

e MybnnyHaga - byaeT AocTynHa nosb3oBaTenam c ntoboro ycTponcTaa,
MOAKJIIOYEHHOro K cetn NHTepHeT.

Ecnun Bbl apeHayeTe BUPTYaJibHYIO MalLUNHY UM CEPBEP B AaTa-LEeHTpe
npoBangepa — 370 Bcerga nybanyHasa nHcTannaums. B aTom cnydae BCio
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NHPOPMALIMIO MO PEKBU3NTAM OOCTYyMNa K CEpBEPY MOXKHO MOJY4YUTb B
Texnognep>XKe 3Toro nposangepa.

e JlokasibHasa - 4OCTYMNHa 4S5 NoJsib30BaTesien BO BHYTpPeHHEN (J1I0KaIbHON)
ceTn opraHusauun.
Ecnun Bawa naowanka He uMeeT cTaTnyeckoro «besnoro» ip-agpeca, ycTaHOBKa

BCerna cYMTaeTCs JIOKabHOW, Aa)ke eCcnu Bbl BbiBeAeTe ee B UHTEPHET C MOMOLLbIO
npobpoca nopTta, DMZ nnn obpaTHOro npokcu.

-BepHYTbCS K COAEpP)XXaHUI0-

3.1.4. OnpepeneHue BHELLUHEro ip-agpeca cepsepa

Ecnun pocTtyn n3 cetn NMHTepHeT K C30 3KL He TpebyeTcs, 3TO pewieHune
NpUHMMaTb He oba3aTenbHO.

B cnyydae nybamnyHoOm nHCcTannaumm, BHEWHWI ip-agpec cepBepa BCceraa cosnagaeT
C BHYTPEHHUM (B NPOTUBHOM CJly4ae yCTaHOBKa CYHMTAETCH JloKasabHoN). Ecnun Bbl
apeHayeTe BUPTYasibHYIO MallNHY UM CcepBep B AaTa-LeHTpe nposangepa, aToT
ajpec MOXKHO y3HaTb Yy Hero.

Mpn HeobXoANMMOCTU CyLeCcTBYeT BO3MOXKHOCTb 0TOOPa3nTb NOKaNIbHYIO
NHcTannauumio B MHTepHeT. 0N 3TOro 3aka3ymky HeobxoaAnmMo CaMoCTOATESIbHO
oTobpa3nTb 80 1 443 NOPThI C JIOKAJIbHOrO CepBepa Ha CTaTU4YeckKnin «benbin» ip-
agpec n coobwnTb 3TOT ip-agpec B 3a8BKe Ha YyCTaHOBKY. OgHaKo, npu 3TOM
BapuaHTe TexHn4eckasa noanep>xkKa He rapaHTupyeT AO0CTYMNHOCTb Bawen C20 3KL
B UHTepHeT n He obpabaTbiBaeT CBA3aHHbLIX C 3TUM 3a5BOK.

-BepHyTbCA K CcOAepPXaHUIO-

3.1.5. CxeMa pa3buBKM XXeCTKOro gucka cepsepa

MNonpobHas nHoPMaL M 0 BOSMOXXHbIX BapuaHTax pacnpenesieHns AUCKOBOro
NPOCTPaAHCTBa NpeacTaB/ieHa B pa3aene «Pa3buBka ancka». KocBeHHbIM 06pa3om
Balle pelleHne no pasbueke Ancka bygeT cBA3aHO C BbIBPaHHbLIM MECTOM
pa3MelleHNs U BblaeneHbIMU CUCTEMHbIMU pecypcamMm TeXHUYeCKon naoLwanKu.

-BepHyTbCA K coaepXaHUI0-

3.1.6. Bbibop/npuobpereHne o,OMEHHOro UMeHu (ONLUOHANbHO)

Mo pe3synbTaTaM UHCTaNNAUNUN Mbl NPefoCTaB/IgeEM TEXHNYECKUN OOMEH, BUAA
cNNNN.c.3072.ru, noatomy C30 3KL byneT O4OCTynHa, fa>Ke eC/n Bbl HE
npenocTtaBuTe MHGopMaunto 0 BalleM JOMEHHOM MMeHU. A Npn HeobxoanMmMocCTH,
AOMEH MOXXHO CMEHUTb 1 N03>Ke, CO3[1aB COOTBETCTBYIOLLYIO 3a8BKY B JINYHOM

K NHeTe.
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-BepHYTbCS K COAepP)XXaHUI0-

3.1.7. Bbibop cepTudmMkKkaToB M NPOTOKOJIa AocTyna K Bawen C30 3KL
BO3MO>XHble BapuaHThI:

e http — 6e3 wndposaHuns.

e https — ¢ wngposaHnem

Bce nybanyHble canTbl f0/IXKHbI ObITb AOCTYMHBLI MO MPOTOKOY https. 9To Ba)XHO
ans 6esonacHOCTU BawWmMX Nosib3oBaTenen.

Ons nokanbHbIX MHCTannaUNUn https He obsiateneH. MNpn HEO6XOAMMOCTU Bbl
MOXKEeTe ero HaCTPoOUTb CaMOCTOATE/IbHO, Ha 0OPaTHOM NPOKCU, 1 0653aTeNbHO
CcoobLWNTL 06 3TOM B rapaHTUNHYO TEXHUYECKYIO NOAAEPXKKY.

Mbl pekoMeHOyeM UCNOoNb30BaTb cepTudukaTol Let's Encrypt ana nybnmyHon
MHCTaNNAUMM U camonognucaHHble — A5 NoKasibHOM MHCTannaumn. Oba BapmaHTa
becnnaTHbI.

Tak>xe Bbl MOXXeTe camMoCcToATeNIbHO NpuobpecTu SSL-cepTudukaT ons Bawero
[OMeHa 1 nepefaTb ero rapaHTUNHON TEXHUYECKON NofOep KKK B 3asBKe Ha
YCTaHOBKY WJIN B 3aiBKe Ha HacTpounKy SSL (https).

Bonee noapobHasa nHpopmaumnsa nsnoxxeHa B NnyHkTe «lMpoTtokon HTTPS n SSL-
cepTndnKaTbl».

-BepHyTbCA K COAepPXaHUIO-

3.1.8. Cnocob pocTtaBku yBegomsneHun ansa C30 3KL no 3/1eKTPOHHOMU noyTe

Ecnn cuctema paboTaeT Ha npsiMoM «beniom» ip-agpece, No yMosa4aHuio JOCTyMNHa
oTrnpaBKa NMUCeM C TeXHU4YecKoro goMeHa. 1014 rnosbilLUeHUA BEPOATHOCTUN LOCTAaBKN
yBeLOMJIeHU ONs rnosiyvatenen, pekoMeHayeTcs noagKAo4YUTb MOJIHOLEHHbIN
NOYTOBLIN CepBep.

MonpobHee o HacTponke noyThl B C30 3KL «OTnpaBKa 3/1€KTPOHHbIX MUCEM:
BapuaHTbl M BO3MOXXHble NpobaeMbl».

-BepHyTbCA K CcoaepXaHUI0-

3.1.9. Bbibop cnoco60B U pe>xuMoB pe3epBHOro konuposaHua C30 3KL

MNMonpobHas nHbopMaLmMs 0 BO3MOXXHbIX BapMaHTax CO30aHUS N XPaHEHUS
pe3epBHbIX KONWUIA NpeAcTaB/ieHa B pa3aene «Pe3epBHoe KONMPOBaAHUE.
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-BepHYTbCS K COAepP)XXaHUI0-

3.2. PeKBU3UTbI M NpaBa A0CTyna, Heobxoaumblie ANA YCTAaHOBKMU

B cny4dae yctaHoBkM cunamu UcnonHuTens, 3aka3ymk nepenaeT NcnonHuTento
[OCTyn K cucrteme, Ha 6ase onepaunoHHon cncteme Ubuntu Server 20.04
yCTaHOBJ/IEHHOW A0 3Tana, no3possowero NcnonHUTento caMoCcToATENbLHO
NOAKIIOYNTBLCA K NJowanake rno npotokosny ssh nocpeacrtsom cetn MIHTEpHET, €
npaBaMm cynepagMuHucTpartopa (root). [lanbHenwyo yCTaHOBKY N HAaCTPONKY
BbIMOJIHAET ICMOSTHNTEND.

YT706bI HaLLWN MHXXEHepPbl MOTJIN MOAKJIYNTLCS K CEPBEPY U MPOAO/IKUTD
HACTPOWKY, HEOBXOAMMO YCTaHOBUTb Ssh Server n npenocTaBUTb HaM AOCTYN K
y4YeTHOW 3anncu Nosib3oBaTens root.

N1 3TOro HY>XHO BbINOJIHUTbL Ha CepBepe ABe KOMaHabl (0bpaTuTe BHUMaHUE:
TPeTbs KOMaHAa AO0BOJIbHO AJIMHHASA, BAa)XXHO CKOMUPOBaTb €€ LLeSIMKOM)

sudo apt install ssh
sudo mkdir /root/.ssh

sudo echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAEAQDQaaMoSQGBODkyBoA
A/XXWpJNQI9dy685vpKTqgizSafYKX2wnYBggMGpwxtiWsOhayCZcgXrWHLeSzXPMUFu
ysXhplliSQowyaAOdh/xzkcieHly2AZMPK3bx/LEdMJoeo6dRnch42uudmVNg6bbnUaMxI
JXEOYyyOEN3gWUfi6IGFgHLFVBURINZXV8MybqgrllLz+a93LJFANrwBn3i9nelPy39k6VrqZ
S00ed/GzUtZqCFibFPKQTxen5KitlvYROg20z2g4LObiZffANTABNnQ1lp9TapywLXXX5Uot
v+r495T5HrgsISJKicBqTzHFbCL)69xTaYCd9oP7Dt3YrKRN5xygqatmMf8oUmKOkgMVn
dQrO3ngqE5UYeZtYFOgKSbdTg2A2hi522tKtITI6zKCS4erFzLjilCIbXMUgDhPe7dVTICttm
EVQ1CiKvHNYamEOhFaWICr2kYVtnvgFaQZAYqvFOG8nsyTBURzIMv2QnzHZQVIf+nm
dUEQQC3poKw]0jGY6YIIN1IOMjT592mjpfe/h8gQj0/Ryd71qBJDaHTVuDr+RD/HbGrLsAE
e7ZofKIN2F94B1GIHp42ypWsw2wy4yhKvBrjl9bt7SsaUjOWj1E9p1jole6XOWx+rcl7bR
85izZQnN74GNtsXKfBr8iCLyAxQaoKgmJ4FP4B6tIUGSUGG1nXGZfuOURVtrqeKuWa+
NRCPftreixp+30Dgvj9NxwvS/VRu6FbQBTL/DO6rKeSdmLHy27hxcuHzN617Rvhi+EWmM
fofy/tokrJN59dZo0jokyfX+0TOdIrmbwOUdxeKcFzIL)l])]8ROUpZbIDYrVBVES8PFKom741Z
3WiVpyTBBC2NWFfoq)Tybr8DCldtHaYuuSc95/qS70Ls5yD2nhtOUwhn9x1us+vLts9lY
2Hpv66WzmMmRh8XouUS7swe7NVZwUtOhwISjOM9Hg4Y97zAyPpeDisFjI5MB8CfA/URO
ulOMQmMpWcO804vOITfrDsiAIXpbUaoX/VwKudGMz9cowxSUJe3XIONnMwBDfk2/n+)1sA
nrgrTSUSf4r5GV+Em4XyjZ3+4dyS7Ezv22veSnMfFfdbXwX]JPvIF59afB40Ai+R+004p
SXtLgnyGe6eWyPxDWZMdSFmAcblsrOneBrcLE8FuYVEalLoC52xDGQNRzMpcPq73NLOj
xV3zAhvvxMiSSDJtwYAwyKwKoaxgiVgbvifCDv+WbZUP3vyVNycYk1KJVxBpgm+3Xgu
v+b2+25SYc9iT57e00QaGEXBKGUYtAJZdYReXclICs6Bj93vVilpwyO8waltbzmMd+uV
Mgd7Yc)velYRwHtkSpkcO+czFBalTm90Eit7ZzELpnLxF] ansible_global@ot" >
/root/.ssh/authorized_keys

Ha MoMeHT nepenadn cnonHuTeno, cuncteMa O0JI>KHa ObITb yCTaHOBJI€Ha B
MWHWMaJIbHOM BapUnaHTE, 6e3 noboro OOMNOJIHUTEJIbHOIo NporpaMMHOro
o6ecr|e-|eH|/|;|, KOHTEeHTa U Y4eTHbIX 3ar||/|ce|7|, KpoMe MNHNMaJIbHOI o Ha6opa
dBTOMaTun4eCKn yCTaHOBJIEHHbIX OI'IepaLI,I/IOHHOIZ CNCTEMOWN NaKeToB nporpamMmmMmHoOro
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obecneyvyeHmns, HeOBXOAMMbIX N [OCTAaTOYHbIX A1 YAANEHHOro NOAK/I0YEHNS MO
npoToKoAy ssh.

B 3asBKe Ha yCTaHOBKY He0bX0AMMO yKa3aTb PeKBU3UTbI A1 NOAKNYEeHMSA No ssh
(Ny®6nmyHbIN ip-agpec 1 NOpT) U cnocob aBTopM3aL M TEXHUYECKON NOAAEPKKMN
NcnonHntens Ha TexHn4Yeckon niowanke. Bo3Mo)XXHble BapnaHThI:

e RSA-knwu. lNMpocto pobasbTe RSA-KIOY Hawero agMUHNCTpPaTopa B hann
/root/.ssh/authorized key, Kak yka3aHoO BbiLLe.

Ecnun Bbl apeHayeTe obnayvHbIn cepBep, Kak NpaBuo, yCTaHOBUTb RSA-KNOY ans
[0CTyna no ssh Mo>XHO 4Yepe3 JINYHbLIN KabuHeT.

e OTKPpPbITbBIX NAPONb (JIOrUH N NApoJib OT NoJib30BaTeNs, C MPaBoM sudo).
Mocne yCTaHOBKU Mbl CMEHUM MapoJib, TaK Kak OH nepeaaBascs
Hebe3onacHbIM CNOCOBOM M COXpPaHWUICA B IMYHOM KabnHeTe u
3/IEKTPOHHOW MoyTe.

Ecnu Bbl apeHpyeTe obnayvyHbIv cepBep, U NpoBanaep He NO3BOJIAET YCTAHOBUTb
RSA-k04 Yyepes NnMYHbIN KabuHeT, CKopee BCero oH NpenocTasua BaM JIOTUH U
Naposib B OTKPbITOM BUAE.

e PIN-kKoa napons. Bbl MOXXeTe co3gaTh Naposb C MOMOLLbIO Hallero
reHepaTopa Napons: BMecTe C naponem byaeTt creHepupoBaH PIN-koga.
Maponb Bbl yCTaHaBAMBaeTe Ha cepBep, a PIN-kog coobuiaeTe
NcnonHuTento.

e KVM-IP. Ecnn y Bac He Moaly4nnocCcb YCTAaHOBUTb Ha cepBep onepaumnoHHYo
cuctemy Ubuntu Server 20.04, Mbl MOXXeM caenaTb 3TO CAMOCTOATESIbHO.
Ons aToro HaMm NoHagobuTca [OCTYN K TepMUHaNy cepBepa No NpPoToKoJy
VNC nnn RDP.

NmenTte BBMAy, 410 Yepes KVM-IP BbINONHAETCA TOJIbKO NepBoHavasibHas
yCTaHOBKa onepaunoHHON cUcTeMbI. [paMon OOCTyn K cucteme yepes NIHTepHeT
byneT Heobxoamm B nobom cnyvae.

-BepHyTbCA K CcOAepXaHUI0-

4. PekoMeHpauum no obecneyveHuto ctabunbHoro u 6esonacHoro
(pYHKLLMOHUPOBAHMUA

Ecnn Bbl NnaHnpoBanm ncnonb3oBaTh Aas pasMmeweHns C30 3KL cobCcTBEHHbIN
cepBep, 0aHaKo co6moueH|/|e H>XXernpmeeanaeHHbIX ycn05|/||7| Ona Bac
3aTpyaHNTENbHO (He,EI,OCTaTO‘-IHO KBaJ'IVI(bI/ILI,I/IDOBaHHbIX COTPYOHWMKOB, HE XBaTa€T
H606XO,EI,I/IMI:IX pecypcoB U T. I'I.) — HaCTOoATE/IbHO peKoMeHAyeM pa3sMeCcTuTb
cncrtemy Ha BMpPTyaJibHOM Bblae/NIEHHOM CcepBepe B OaTa-UeHTpe XOCTUHT -
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npoBalgepa, NMMbo BOCMoSIb30BaTbCS HALLMMKM 061a4YHbIMK Tapugamu.

4.1. Pa3sbuBka gucka

4.1.1. O6wasa uHcpopMmaumua o6 opraHusaumm M pacnpenesieHu AUCKOBOro NPOCTPaHCTBa
C30 3KL

Mpwn pa3MeLeHnn NMHCTaNAALMN NPOAYKTa Ha COBCTBEHHON TeXHNYEeCKOomn
naowagke 3aka34ynka Heobxognmo npenBapuTebHO BbIMOJIHUTb KOPPEKTHYIO
pa3bnBKy AMCKOBOro NPOCTPAHCTBA Ha pa3aesibl, XpaHawme cTaTu4Hble hannbl,
6a3y gaHHbIX 1 63Kanbl CNCTEMBI.

Mpwu onpeneneHnn Heobxogmmoro gna C30 3KL obbeMa OUCKOBOro NMpPoCTpaHCTBaA
cnenyeT NCXOOUTb U3 N3I0XKEHHbIX B CTaTbe peKoMeHAdaL NN U YYNTbIBaTb, YTO B
cnydae ncyeprnaHusa cBobOAHOro MecTa Ha XXeCTKOM ONCKe MOXKEeT Mpon3onTu
cbon, B pesynbTaTe KoToporo 6yayT 6e3803BpaTHO yTpayeHbl AaHHble (0COBeHHOo
npu ucyepnaHnm MecTta Ha aucke ¢ CYB[l), nnu «3aBNCHeT» cepBep N K HEMY
HEBO3MOXXHO ByaeT MoAK/YMTBCA N0 CeTU AN ucnpasieHnsa cutyaumu. B
Hanbonee 6naronpmMATHOM Csly4ae, NPOCTO CTaHYT HEOOCTYMHbI (PyHKUWUN,
CBSI3aHHbIe C co34aHVeM WUn yBesind4eHnem (pannos, a 3TO He TOJIbKO 3arpyska
annos, HO 1, HaNpuMmep, KeLMpoBaHNE U CoO34aHMNEe CeCCUn.

MNepeyncneHHble CMTyaunm OOBOJIbHO HEMPUATHBI, MO3TOMY UX Nlerye
NpefoTBPaTUTb, YeM YCTPaHATb nocneacTtensa. OCHOBHbIE Mepbl 34eCb —
pa3zbueHne gucka Ha PyHKLUMOHaNbHbIEe pa3aensl, 4Tobbl JokanmsosaTb Npobaemy
rnepenosiIHeHUsA N nogaep>xaHne Ha Bcex pasnenax He meHee 30% pe3epsa
cBob6OOHOr0 NPOCTPaHCTBaA.

ObpaTnTte BHUMaHMe: B C30 3KL no ymon4aHuio HacTpoeHa PyHKLUNS «3awmnTa oT
nepenosiHeHNs», KOTopas BNoKUpyeT 3arpy3Ky HOBbIX hansioB, €C/IN Ha pa3aene C
AaHHbIMK ocTaeTcsa MeHee 20% cBoboaHoro mecTa. Mo Bawen 3as8BKe pyHKUNSA
MOXXeT ObITb OTKJIIOYEHA WU MOHUXXEH JIMMUT, HO MPUN 3TOM BCE BO3MOXHbIE PUCKWU
yTepu 1 NoBpeXAEeHUSA OaHHbIX Bbl NpUHMMaeTe Ha cebs.

HacToAaTenbHO pekoMeHayeMm B rnpouecce pazbueHusa nepesectun pasaesbl JUCKa B
opmaT LVM pnsa 6e3onacHoro n yaobHoro pacwumpeHus AUCKOBOro NpocTpaHCTBa
B byayuwiem.

-BepHyTbCA K coaepXaHUI0-

4.1.2. PekoMeHayeMble CXeMbl pa3buBku gucka

Ecnun pa3buBka ONCKOBOro NPOCTPaHCTBA BbIMOJIHAETCA CUCTEMHbIM
aAMUHNCTPATOPOM 3aKa3yMkKa U B 3aBUCUMOCTUN OT BblAEJIEHHbIX CUCTEMHbIX
pPeCcypcoB, XeslaTesIbHO BbIMOJIHUTbL €e COOTBETCTBUN C OOQHOM U3 NPUBEOEHHbIX

HMXKE CXEM:
Cxema pa3douBku OOBeM O6bemM pa3pena gnA CTaTU4ECKUX O6beM
AUCKa KOpHeBOro DaHHbIX, B pe3epl
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paspnen, I'b
MpocTas 30 + 3,9*%(0bbem —

MoJie3HbIX

NaHHbIX?)
C BblaeneHnem 30 + 3,9*%(0b6bem — 2*(06Bb
pasgena ons MoJie3HbIX

pe3epBHbIX KOMUI NaHHbIX?)

JeTanbHas 30 1,2*(nnaHnpyembin 06beM Mosie3HbIX 2*(06be
JaHHbIX)

1 — ns pa3sMeLlleHuns 3Tux pasgesioB peKoMeHayeTCcs UCNo/b30BaTh BbicTpble SSD
LNCKN,

2 — O6beM NMose3HbIX AaHHbIX - 3TO y4ebHble MaTepurasbl, CTaTUCTUKa, paboTbl
caywaTtenem v T. .

Ecnun y BaCc HET BO3MOXXHOCTW BbINOJIHUTL pa3buBKy AMCKa CBOUMUN CUAMU, Bbl
MoXKeTe 06paTUTbCH B Hally TEXHUYECKYIO MOAAEP)KKY C COOTBETCTBYIOLLEN
3asaBKon Tuna «FapaHTUnHaa Texnoaaep>xka / YctaHoBka C20 3KL Ha cepsep
KJINEeHTa».

-BepHyTbCA K CcoaepXaHUI0-

4.2. Pe3epBHOE KOnNupoBaHue

Mpn pasMeleHnn NHCTaNNauUnn NpoaykTa Ha cobCcTBEHHON TeXHUYEeCKom
niaowanke 3akas4vumka, B CO0 3KL HacTpanBaeTCa MHKPEMEHTHOE pe3epBHOe
KonmnposaHue. Mo yMo4aHNI0 NHKPEMEHTHOE pe3epBHOE KoNMpoBaHue
BbIMOJIHAETCA NO pacnucaHuio, KaXKabln geHb B 1:30 Nno MecTHOMY BpeMeHMN.

NHKpeMeHTHble pe3epBHblie KOMUN UCMNOJIb3YITCA NPUN UHCTaNNaUunm, obHoBNEHUN,
nepemMelleHnn NHCTannAaunm npoaykKTa, BOCCTaHOBJIEHNN COCTOAHUA MHCTaJI1ALNN
Ha KOHerTHbII7I OEeHb.

PekomeHayeTCs BblAeNAaTb N04 MHKPEMEHTHbIE pe3epBHble KON 0b6beM
MOCTOSAHHOI O OUCKOBOIO MPOCTPaHCTBaA pPaBHbIN ABYM MNoJsie3HbIM 06beMaMm
cuctembl + 20%.

[Ana xpaHeHUsA pe3epBHbIX KOMUI CUCTEeMbl MpeanovYTUTesibHee NCMoJsib30BaThb
oThesIbHbIN pn3nyvecknuin guck. laHHas Mepa NpefoCTOPOXXHOCTMN obecneynT
HanboNbLUYIO BEPOATHOCTb COXPAHEHUS Pe3ePBHbIX KOMUA CUCTEMBbI MPU BbIXO4a U3
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CTPOSi OCHOBHOIO XKECTKOro AnCKa Ha cepsepe. [aHHbIN pasaen oosmkeH bbiTb
HaZleXXHO NOoAKJII0YEH K cepBepy, MO3TOMY UCMOJIb30BaHME CETEBbIX ANCKOB N
usb-HakonuTenen aons MIHKPEMEHTHOI0 KOMNMPOBAHUA KPallHE HE PEKOMEHOYETCA U
MOXKET NMPUBECTU K HEKOPPEKTHOMY pPe3epPBHOMY KOMUPOBAHUIO, 3aMe/IEHUNI0
pe3epBHOr0 KOMMPOBAHMS, HEBO3MOXKHOCTU CO34aTb MHKPEMEHTHYIO PE3EPBHYIO
KOMWIO, MoTepe pe3epBHOM KOMUN N laXKe K NepenosIHeHN0O KOPHEBOro pa3aena
cepsepa.

Mo TpeboBaHMio 3akas4vnka, ICMofHUTENb MOXET U3MEHUTb rpadurK BbIMOJIHEHUS
pe3epBHOr0 KOMMPOBaHUSA UM OTMEHUTb ero. [lna nameHeHms crnocoba pesepBHOro
KOMMUPOBaHUA (M3MEHEHMS rpadrKa pe3epBHOro KONMpPoBaHus, nepeHoc 63kanoB
Ha BHELLUHWIA cepBep, U3MeHeHne cnocoba pe3epBHOro KONMPOBAHUSA) Bbl MOXKETe
nofaThb 3as8BKY B KaTeropuun «FapaHTUNHaa Texnoamaepixka / PesepBHoe
KOMWUPOBaHUE» N YKa3aTb, KAKNe HaCTPOMKN HEOBX0AMMO MPUMEHUTD.

Tak Kak MHKpeMeHTHbIe pe3epBHble KOMUN XPaHATCA Ha YCTPONCTBe,
PaCcrnosIoXKEHHOM B TOM Xe (hn3n4eCcKoM cepBepe, OHU He NOJSIHOCTbIO 3alULLAT
OT PUCKOB yTpPaTbl UM KOMANPOMEHTaUMN faHHbIX. Hanpumep, B cy4vae
HEeCaHKLMWOHWUPOBAHHOIO AOCTYMa K CepBepy, 3/I0YMbILWIEHHUK MNOAYYUT AOCTYN U K
NWHKPEMEHTHbIM pe3epBHbIM KONuaM. A npu MacwTabHom aBapum (CKavyok
Hanps>XeHUs, HanpuMmep, B pe3yabTaTe ygapa MOJHUN NN MarHUTHOW Bypw,
3aTOMNJIEHUN CepBEPHON, MOoXnLeHns obopynoBaHNs) pesepBHblie Konuu byayT
yTpayeHbl BMeCTe C oCTasibHbiM 0b0opyaoBaHMEM cepBepa.

Mo 3TOW NpUYNHE Mbl peKoMeHayeM AO0MNOJIHUTEsIbHO AeflaTbh pe3epBHble KoMK Ha
HEe3aBUCUMbIN HOCUTENb, KOTOPbLIN HE TOJNIbKO (hU3MNYECKN HAXOAUTCHA BHE cepBepa
(a ny4ywe - BHe cepBepHOW KOMHaThbl), HO N He AO0CTYMNeH C cepBepa nocue
BbIMOJIHEHNS KOMNUPOBaHWUA.

Ana nonobHoro pesepBHOro KONMPOBAHUSA Mbl peKoOMeHAyeM NMpuMeHATb N11bo
CHUMKMN CUCTeMbl BUpTYyanmnsaumm, nnbo nepmogmnyeckoe nosHoe pesepBHoe
KONMpoBaHME Ha BHELIHMW HOCUTES b C NocaefyoWen apxmeaymen Ha
He3aBUCMMoe yCTPoncTBo. [MNoapobHee 0 pe3epBHOM KOMUPOBaHUMN.

JononHuTenbHaa MHPopMaLmMa B CTaTbe «Pe3epBHOE KOMMUPOBAHUE CUCTEMbI».

-BepHyTbCA K CcOAepXaHUIO-

4.3. KaHan cBsi3u n poctyn K Internet

LLInprHa Heob6xoonMoro NHTepHeT-KaHala 3aBUCUT OT TuUNa n o6beMa KOHTEHTa B
cnctemMme 3akasqymka U, OPUEHTUPOBOYHO, MOXKET BbITb OLLEHEHA ClleayoLWmnMm
obpazom:

® €CJIN 3TO TEKCT C HeBObLIMM KONNYECTBOM n3obpakeHun — ot 200 kbuT/c
Ha aKTUBHOIO MNoJib30BaTeNs;

* eCJ/IN B CUCTEME pPa3MELLEH «TAXKEesbIh KOHTEHT» (BMOE0) UM Ha TOM XKe
KaHaJse pa3MelleH cepsep BebuHapos (Big Blue Button) — He meHee 5
M6uT/C Ha aKTMBHOIO NOJIb30BaTENS.

CTpaHuua 22 / 32
(c) 2025 00O "OTKkpbITbie TexHOoNorun" <sp-other@opentechnology.ru> | 29.10.2025
b.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-servel


https://kb.opentechnology.ru/index.php?solution_id=1148
https://kb.opentechnology.ru/index.php?solution_id=1148#q51
https://kb.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-server-klienta.html

Bonpoc-orBeT (HaBo)

MoTpebHOCTb B NPOMNYCKHOM CMOCOBHOCTM KaHana nepefavyn AaHHbIX MOXeET bbITb
paccyMTaHa no opmyne:
5 + (KOnM4ecTBO KOHKYPEHTHbIX Nosib3oBaTenen /10), MbuT/c.

Haxxe ecnu B3anMmogencTeme nosbsosatenen ¢ C30 3KL nponcxogut no
JIOKaJIbHbIM KaHaslaM nepefayvun AaHHbIX (He CBA3aHHbLIMU C ceTblo WHTepHeT), ans
npoBeneHns yCTaHOBKU N TEXHUYECKOro 0b6CyXnBaHuUsa cnctema

NO0JKHa BbITb MoakAYeHa K rnobanbHom cetn MHTepHeT cTabnnbHbIM KaHa1I0M
nepenaydn gaHHbIX C MPOMYCKHON CNOCOBHOCTLIO HE MeHee 5 MbuT/c.

Ona pabotel psga nHctpymenToB C30 3KL TpebyeTcsa Bxogswme n/mam ncxoasiliee
coeanHeHne ¢ IHTepHeT 1 Npun oTCYTCTBUN (OrpaHUYeHNN) TaKoro coeanHeHns
PYHKUMOHAN TaKUX MHCTPYMEHTOB MOXeT bbITb HeLOCTYMeH. B YacTHOCTK, 3TO
OTHOCUTCH K:

* MHCTPYMeHTY «CnpaBka» (TpebyeTcsa nogka4eHme K api 4asa 3anpoca
cTaTen n3 6asbl 3HaHWN);

e 3arpy3ke oO6HOBNEHUNIN A3bIKOBbIX MAaKETOB;

* 3/1eMeHTY Kypca «3aHaTune 3KL» (TpebyeTcsa ons nHTerpaunm c cepemcamm
BebnHapoB);

e 3/IeMeHTY Kypca «bnbnnoteka pecypcos» (TpebyeTca oaa NoAKAIOHEHUSA K
NCTOYHMKaM MaTepuanos);

e cnocoby 3anucum Ha kKypc «lMnaTtHaa noanncka 3KL» (TpebyeTcsa ons CBA3N C
cucteMamm ob6paboTKM /IEKTPOHHBIX NAaTEXen);

e cnocoby goctaBkun coobuweHnin «OTSMS» (TpebyeTcsa AOCTYyN K api sms.ru);

e MaarvHy nNnpenoTBpalleHnsa nnarmaTa «AHTUNAarnaT» (Tpebyercs 4ocTyn K
api cepsuca «AHTUNNarnaT»).

-BepHYTbCS K COAEpP)XXaHUI0-

4.4. Tpe6oBaHUA K CEPBEPHOMY MOMELLEHUIO U KJIMMAaTUYECKOMY peXxumy

Insa cepBepHOro nomMelleHns B obs3aTeslbHOM NMopsaake AoJIXKeH obecneynBaTbCs
PEeXNM OrpaHmnyeHnsa noctyna (xxenatenbHo Hannyme CKY[L). Camo nomeuieHue, B
KOTOPOM pa3MeLleHo cepBepHoe obopyaoBaHMe, AO0JXKHO oTBe4YaTb TpeboBaHNAM
husmyeckon, MHHPOPMALMOHHON, NOXKAPHOW, 3/1eKTpobe30nacHOCTN n
cooTBeTCcTBOBaTb TpebosaHmam NIOCT P 58241, P 58242, CH 512-78.

B nomeweHnn gomxHsbl 6biTb YCTaHOBJ1EHDbI:

* NAaTHYNKWN OrHA N 3aabiMJIeHUA, MOAKKOYEHHbIE K OXpaHHOI7I CUrHananmsauumu,
® aBTOMaTMU4eCKad CUCTEMa MoXapoTyLeHnA C MOMEHTa/IbHOW Noaa4vyen
orHeTyuwawiero sewecTtBa (C BbICOKMMU ONaNeKTpn4eCKnmMmmn CBOMCTBaMU) B
JNIOKaJIbHYIO 30HY BO3ropaHus,
* Heropr4iume yrJioTHNTeENnM Ha OBEPU U OKHa,
® aBTOMaTun4eCKad CUCTEMa BEHTUIAUNN N nNogaep>XaHNA MUKPOKJIMMaTa B
rnoMeLLeHnn C TeMmnepaTypon Bo3ayxa B npegenax ot +18 no +24 °Cn
B/laXKHOCTU B npegenax oT 30 o 55 %;
* CNCTEMa HeMpepbiIBHONo0O KOHTPONA TEXHUNYECKOIO COCTOAHNA U
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ncnpaBHocTK paboTatouiero o6opynoBaHus.

OrHeTyllallee BeLWECTBO U Crocobbl ero nogadn He AOJIXKHbI NPUYNHATL yllepba
LLesiocTHOCTM n paboTocnocobHocTmn obopynoBaHUS.

-BepHYTbCS K COAEpP)XXaHUI0-

4.5. TpeboBaHusa K pM3n4yeckomn u 3neKTpodesonacHoCTHn

Mpn pa3MeLLeHNn NHCTANNALUNK NPOAYKTa Ha COBCTBEHHON TeXHNYECKOM
niowanke 3aka3sdnka, obopynoBaHue, Ha KOTOPOM pa3MellieHa TexHnYeckas
naowanka, 4oJKHO 6bITh NpeaHa3Ha4YeHo As HenpepbiBHOW 6ecnepeboliHo
paboThbl, OCHALLLEHO HaZleXXHbIMU N 3ape3epBMPOBAHHLIMU UCTOYHUKAMWN NMUTAHUSA U
CUCTEMOI OXNaXKAEHUS.

Ansa npenoTBpalleHnsa noBpexaeHna obopynoBaHuA B pe3ysibTaTe CKayKoB
HanNpPs>XeHUA B CeTU nepeaaYvun AaHHbIX, HaNnpumep, B pe3ysibTaTe yaapoB MOJIHUN
NN MarHNTHOM Bypun, peKkoMeHAayeTCs yCTaHaB/IMBaTb 3a3eMJIEHHbIe
rajibBaHM4Yeckune pa3Bsa3KM Ha Bce Ethernet-coegnHeHuns, BbixoasaLwme 3a npenensl
cepBepHO.

Llenn snekTponuTaHus o6opynoBaHNA 4O/KHbI OblTb 3alLMLLEHBI OT CKa4yKOB
HaNPS>XEHUS N aBapUNHbIX PeXUMoB paboTbl aieKTpoceTn. Kak npaBusio, pyHKLNS
TaKoOW 3alLnTbl peasin3oBaHa B NpodhecCnoHalbHbIX UCTOYHMKaX BecnepeboiHoro
NUTaHUS.

B Lensix coxpaHeHus LesnoCTHOCTU AaHHbIX N KOMMNOHEHTOB 060pynoBaHus
3anpeLlaeTcs BbIKJIOYEHME CUCTEMbI €3 KOPPEKTHOr0 3aBepLUEeHNs BCex
NPUIOXKEHNI N CEPBUCOB, COXPaHEHUSI AaHHbIX, CAHXPOHM3aLUMN ONCKOB 1
LUTAaTHOro 3aBepLueHns paboTbl ornepaunoHHON cucTeMbl. B cnyyvae npekpallieHus
nogavyn NUTaHUs, CUCTeMa A0JIXKHA KOPPEKTHO 3aBepLlaTb CBOK paboTy no
CUrHany oT UCTOYHUKa becnepebonHOro NMTaHMs, pecypca KOTOPOro A0JIXKHO ObITb
NOCTAaTOYHO A1 AaHHOW npouenypbl. PeEKoMeHaoyeTCcs opraHnu30BaTh
KPYr/10CyTOYHOE AeXXYPCTBO KBaMPULNPOBAHHbLIX CMeLnasncToB, OTBEeYaloLWwmnx 3a
6ecnepeboinHoe hyHKLUNOHNPOBaHME 060OpPYAOBaHMS.

-BepHyTbCA K CcOAepXaHUI0-

5. rapaHTMﬁHaﬂ TeXHNn4YecCKada noaanepxka

5.1. O6beM rapaHTUNHOU TeXHU4YECKOM Noa aep>XKu

TexHn4yeckasa noggepxxka, obcnyxmsaHme, obHosneHne C20 3KL un
KOHCY/IbTUPOBaHME AncneTyepa-agMMHUCTPaATOpPa BbINOJIHAETCS B COOTBETCTBUU C
YyCJIOBUSAMU rapaHTUNHOIro obcny>xnsaHusa npnobpeTeHHON 3akKa34ynkoM JINLEH3NN.

-BepHyTbCA K coaepXaHuto-

CTpaHuua 24 / 32
(c) 2025 00O "OTKkpbITbie TexHOoNorun" <sp-other@opentechnology.ru> | 29.10.2025
b.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-servel


https://kb.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-server-klienta.html

Bonpoc-orBeT (HaBo)

5.2. PasrpaHuyeHue npaB noctyna m o6sasaHHocTen no od6cny>xmBaHumio
cCucTembl

Ecnun He cornacoBaHo MHoe, pasrpaHU4yeHme 30H OTBETCTBEHHOCTU cnonHuTens u
3aKa34yMKa NpoxXoauT No rpaHnuaM BblAeNEHHOW BUPTYaslbHOW MalUMUHBbI
TexHn4yeckon naoLwanKku.

B nepuopn oencteusa cepBmuca ToNIbKO COTPYAHUKM NcnonHUTena MoryT NpoBOAUTb
paboTbl Ha TexHn4yeckon niowanke. COTpyOHUKN N MHbIE NOAPAAYNKM 3aKa3yMKa
He [O0J/KHbl BMELNBaTbLCA B PYHKLMOHMUPOBaHNE TexHNYeCcKkon niowaakm 6es
npenBapuTeNbHOro cornacoBaHus paboT ¢ cnonHuTeneMm, 3a NCKIOYEHMNEM
LEeNCTBUIN, CBSA3AHHbIX C annapaTHbIMK CPeACTBAMUN U KaHaslaMU CBSI3N, KOTOPbIE
Haxo4STCSA B 30HE OTBETCTBEHHOCTU 3aKa3yuka.

B cnyyae, ecnim B COOTBETCTBUM C yC10BMAMKM [loroBopa nav npenoctaBisemMoro
cepsunca NcnonHntenb ocywecTBaseT agMUHNCTPUPOBAHME NMPOAYKTa U
TexHn4yeckon nnowanku, 3akasymk obecnevynsaet NCcnonHMTENO A0CTYN K
TEeXHUYeCKon njaowanke no npoTokosy ssh (Bxogawmm nopT 22) C NpaBaMum
cynepagMuUHUCTpaTopa onepaumoHHON cMcTeMbl (root), a Tak>XKe No NPoTOKOY
https (Bxoasawmm nopT 443) C NnpaBaMu cynep-agMMHUCTpaTopa NpoaykTa u
BO3MOXXHOCTb MCXOAALLEro NOAKIIOYEHNS K CUCTEME MOHUTOPUHIa Zabbix
(ncxopgawmim nopTt 10050). B cniyyae OTCYyTCTBUSA TAaKOro AOCTyNa CYNTAETCH, 4TO
3aKa34yuK He npegocTasma UcnonHuTento Heobxoanmblie pecypchbl A5 BbINOJHEHUSA
06CNy>XMBaHNA MHCTaANNAUMM NpoayKTa uian obpaboTkm 3aaBkun, IcnosHNTENb
npekpallaeT npenocTaBieHne COOTBETCTBYIOLWMX CEPBUCOB U 06paboTKy
COOTBETCTBYIOLLMX 3asiBOK, MPU 3TOM cepBuC, paboTa nam ycnyra cHMTarTCS
npenocTaB/ieHHbIMN Hagnexalwmm obpasom.

-BepHYTbCS K COAEpP)XXaHUI0-

5.3. BO3MO>XXHble NPU4YUHbI OrPaHU4YEHUA FAPaHTUMHON TeXHUYECKOM
noanep>XxKu

MonydyeHne 3aKa34uuMkKoM root-pocryna K cepsepy

B cBs3uM c nyHKTOM 10.15 gencTBytoulero persjamMmeHTa npenocrtaBsieHns CepBUCOB
00O «OTKpbITble TEXHOJIOMNN», rOOt-AOCTYN Ha cepBepe, NpenocTaBaeMbln
3aKa34mMKoM, AoJKeH 6bITb ToNbKO y icnonHuTens.

3aKa34yuk MMeeT MpaBo NoJsyyYnTb root-goCTyn K cepBepy NyTeM noaaydun 3asaBKu
«FapaHTUNHasa Texnogaep>kka / 3anpoc root-goctyna Kk C30». OgHako, nocne
npenocTaBsieHns root-goCcTyrna rapaHTUNHaA Texnoanep>xka bynet orpaHuyeHa
KOHCYNbTaUNaMK, a MHCTaNnsaums byaeT cHyMTaTbCa HeaTTeCTOBaHHON.

HepocTynHOCTb cepBepa Ha KOTOPOM pa3BepHyTo NO UcnonuuTena pana
COTPYAHUKOB TexHuyeckom nopanep>xku UcnonHutens

Ecnn 3aka34uk, B nepuon D,EI7ICTBI/IF| D,orosopa, HaMepeHHO OTKJIIYNJT OOCTYIM K
CTpaHuua 25/ 32
(c) 2025 00O "OTKkpbITbie TexHOoNorun" <sp-other@opentechnology.ru> | 29.10.2025
b.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-servel


https://kb.opentechnology.ru/content/29/117/ru/kakov-poradok-ustanovki-i-sistemnye-trebovania-sredy-elektronnogo-obucenia-3kl-russkij-moodle-na-server-klienta.html

Bonpoc-orBeT (HaBo)

cepBepy o4 COTPYAHUKOB Texnogaep>xkm icnonHuTensa, cuctemMa KJjaneHTa
CYNTaeTCsa HeaTTeCTOBaHHON, a FapaHTI/IIZHaFI TexXHn4eCKasd nogaep>xKka
orpaHnM4YmMBaeTCd KOHCYJIbTalunnAaAMN.

HeBbinonHeHue 3aka34yuMkKoMm TpeboBaHui Nno o6beMy cBoboaHOro mecra
ANA XPaHUJINLLLA MHKPEMEHTHOIo pe3epBHOro KOnMpoBaHus

Ecnn Ha TexHn4eckon naolwaake npu HaCTPOEHHOM NMHKPEMEHTHOM PEe3epPBHOM
KONMuMpoBaHUn byaeT HeAoCTaTOYHO ANCKOBOIro NPOCTPAHCTBA, TO CO3A4aHMe U
COXPaHEHME MHKPEMEHTHbIX PE3epPBHbIX KOMUIA CTaHET HeA4OoCTYMNHO, a
NcnonHuTenb BrpaBe CYHNTaTb AaHHYIO UHCTaNNSALUNIO HEATTECTOBAHHOM.
FapaHTUNHAA TeEXHNYECKas Noaaep)xka B 3TOM C/lyyYae orpaHu4mMBaeTCs
KOHCYbTaUnaMu.

Kpome Toro, B cjiy4ae OTCYTCTBUA MHKPEMEHTHbIX pe3epBHbIX KOMWUW CTaHOBUTCA
HEBO3MOXXHbIM BOCCTaHOBJIEHNE COCTOAHUA MHCTanaaunn.

-BepHYTbCS K COAEpP)XXaHUI0-

6. JonosiHuTenbHas uHpopMaumusa ANa TEXHUYECKUX
cneuuanmcToB 3aKa34uuka

6.1. Ucnonb3yemas CYB]4

CucTteMa ynpasseHusa ba3zamMun faHHbIX CTAaBUTCA VIcmonHUTeNneM B npouecce
ycTaHoBkU. OT nosib3oBaTena He TpebyeTcs HUKAKNX OencTBUin no Bbibopy,
yCTaHoBKe n HacTpounke CYB[.

Ha Tekywmnin momeHT pekomeHagoBaHHon CYB[ ansa C30 3KL asnsetca MySQL.

Mo oToenbHOMY 3anpocy OJ19 BbICOKOHArpPy>XeHHbIX CUCTEM Mbl BbINMOJIHAEM
yCTaHOBKY Ha PostgreSQL. MHeHMe KnMeHTa B 3TOM BOMPOCe y4UTbIBaeTCH, HO
OKOHYaTe/IbHOe pelleHne NPUHNMAET UHXXEHEP rapaHTUNHOW NOAAEPKKN. DTO
CBA3aHO C TeM, YTO HeKOTOpbIe NaarnmHbl CUCTEMbI MOTYT UMETb HEMOJIHYH
coBMeCTUMOCTb € 3Ton CYB/[. NockonbkKy KOHBepTauuto n3 MySQL B PostgreSQL
MO>XHO BbIMOJIHUTb B /11060 MOMEHT, HE UMeeT CMbIc/a BblbupaTb PostgreSQL «Ha
BCAKUIN cnyYan». PeasnibHas HeobXoAMMOCTb ncnosb3oBaHusA PostgreSQL Bo3HUKaeT
B €ANHNYHbIX CUTYyaUUnsX.

Ecnn Bam Heobxoammo ncnonb3oBaTb MHYO CYB[, Bbl MOXXeTe BbIMOJHUTb
CaMOCTOSATE/bHYIO YCTAaHOBKY.

-BepHyTbCA K COAepXKaHUI0-

6.2. CepBep oTnpaBKM 3J1IEKTPOHHOM NOYTHI

Onsa nonHoueHHon paboTbl C30 3KL Heobxoamm aocTyn K cnyxbe oTnpaBku
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3/IEKTPOHHbIX coobuieHnn (SMTP).

dTa cnyxba ncnonbilyeTca 4aa oOTAPaBKM NMUCeM C NOATBEP)XOEHNEM
perucTpauymm, HanoMmMHaHUN Naponen, pacchlyike yBeLOMIEHUN N JPYTrnx
coobuieHnin. B kayecTBe asibTepHaTUBLI 419 OTAE/NbHbIX TUMOB COOBLLEHN MOXKHO
MCMONb30BaTb Apyrve MeTtoabl OTNpaBkK, Hanpumep SMS, HO oHM TpebytoT
[OCTyNa K Apyrum COOTBETCTBYIOWMM rpoBangepam ycayr (B ciydae oTrpaBKu
SMS - NnaTHbIM).

CywiecTtByeT Tpu cnocoba opraHu3auunm 3Ton cny>xobi:

e OTpenbHbin SMTP-cepBep Ha cepBepe ¢ C30 3KL. CneynanncTsl
NcnonHuTena moryTt HactpouTb SMTP-cepBep HenocpenCcTBEeHHO Ha
cepsepe ¢ C20 3KL. 1na HagexHOM JO0CTaBKK CoobLeHnn 3TUM cnocobom
HeobXxoaAMMO NPUHATL PS4 Mep, 4TobblI Apyrve NoYTOBbLIE CEPBEPLI HE
cHYuTanm 3T coobuleHUsa craMoM: BblAeNUTb CepBepy NpsaMon ip-agpec,
HacTpouTb Ans Hero obpaTHyto 30HY DNS, BblA€IUTb CyLWEeCTBYOLW NI
aZpec oTnpaBnTesia Ha BalwleM OCHOBHOM MOYTOBOM CepBepe, HaCTPOUTb
3anucn SPF n DKIM B BaweM AOME@HHOM UMEHWN.

e Ucnonb3oBaHue KopnopaTtuBHoro SMTP-cepBepa. Ec/in y Bac yxe ecTb
HACTPOEHHbIN MOYTOBLIN CEpPBEP, PaLMOHAIbHO NCMOJIb30BaTb ero. a4
3TOro Heo6xooMMo Co34aTb YYETHYIO 3aNMUCb OTNpasuTens n coobwnTb
rnapameTpbl NOAKIIOYEHNSA K HEN B TEXHNYECKYIO NOAAEPXKKY. 3a AOCTaBKYy
nnucem B 4aHHOM BapuaHTe byaeT oTBeYvaTb Bawl SMTP-cepsep.

e Ucnonb3oBaTb BHeLWWHuMN SMTP-cepBep. DTOT BapMaHT XOPOLU CBOEN
MPOCTOTON U HAAEXHOCTbIO A0CTaBKN. O4HAKO, Takme CepBUChbl UMeT
3Ha4YUTeNIbHble OrpaHnyeHns. Hanpmnmep, novytoBas cnyxba AHOeKc
nossonsdeT oTnpaBnsaTb He 6onee 500 nucem B feHb. CepBuchl 6e3 cTpornx
orpaHmnyeHmnin obbl4HO NpegnonaratoT onsaTy 3a Ka)k4oe oTrnpasBJ/ieHHoe
MUCbMO.

MoapobHee 0 HaHCax HAaCTPOMKM OOCTaBKM NOYThl B CTaTbe «OTNpaBKa
3/1EKTPOHHbIX MUCEM: BapUaHTbl 1 BO3MOXHbIE NPobaeMbl».

-BepHyTbCA K CcOAepXaHUI0-

6.3. Moodle n C30 3KL

Cpena anekTpoHHoro oby4vyeHns 3KL 6a3npyeTtca Ha nnaThopme Moodle n
MNOSIHOCTbIO C HEN COBMECTMMA.

TexHun4eckn, C30 3KL aBndeTCsa KOMMJIEKTOM MJarMHOB, KOTOPble CTaBATCSA NMOBepX
Moodle cooTBeTcTBYlOWeEN Bepcun. MNMpu atom, C30 3KL nocTaBnsSeTCs Kak roTOBbIN
anctpunbyTume, BkaoYaa aapo Moodle, 4To COOTBETCTBYET INLEH3NOHHBLIM
ycnosusamMm obenx npoayKToB.
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FOpnaonyeckn, C20 3KL aBiseTCca NpoM3BOAHLIM NMpou3BeaeHneM, BKaYaowmm
Npon3BeAeHNs C OTKPbITbIM UCXOAHbLIM KogoM. lNMpaBoobnagatenem C30 3KL
apnsgeTca OO0 «OTKpbITble TeEXHOMOrMK». CBUAETENbCTBO O roCyAapCTBEHHOW
pernctpaumm Ne 2019665610. [JaTa perncrtpaumm B Peectpe nporpamm anga 3BM 26
HoAbps 2019 r. Cpefa a51eKTpOHHOro obyyveHusa 3KL 3aperncrtpnpoBaHa B PeecTpe
POCCUNCKOro nporpamMmmHoro obecnevyerHuns. PernctpaymnoHHbin Homep MO 7069,
naTta pernctpaunm 07.10.2020 (Mpuka3 MnHkomcesasn Poccum ot 06.10.2020
Noe515).

C30 3KL aganTupoBaHa nog Hy>Abl POCCUNCKNX 3aKa34YNKOB U YCMeLIHO
NPUMEHSAETCA B KOPNopaTUBHOM CeKTope, By3ax, Kossiea)ax, cpepe
[0NoNIHUTesIbHOro obpasoBaHus.

B oTaun4me ot Moodle, C30 3KL nocTaBnseTcs ¢ TexnognepXKom n conepXxuT
bonee 50-Tn JONONHUTENIbHBLIX NAArMHOB, pa3paboTaHHbIX KoOMNaHuen «OTKPbITble
TexHonormm» C y4etom 18-Tm neTHero onbiTa BHEAPEHUSA U paclUNpPeHns
PYHKLMOHANBbHOCTU Ccpefbl 3/IeKTPOHHOro oby4yeHunsa. locMmoTpeTb Tabauuy
CpaBHeHUs. TexHM4Yeckaa nogaep>KKa BK/AYaeT NepPBUYHYO YCTAHOBKY,
perynsapHble 06HOBMEeHNA NPoAYKTa N JOCTyn K obwmpHon base 3HaHUNA,
copepxxalwen 6onee 500 cTaTen.

MnarnHbl CTOPOHHMX pa3paboTynkos, coBMmecTUMbIe ¢ Moodle cooTBeTCTBYOLLEN
BEpCUn, Tak xe ckopee Bcero byayt coeMmecTumbl 1 ¢ CO0 3KL. NMpumeHeHne Taknx
CTOPOHHUX nnarnHoB B C30 3KL BO3MOXXHO N aKTUBHO NpPaKTUKyeTCH
nonb3oBaTtensamm C30 3KL. OgHaKo, HUKaKMX rapaHTUM OTHOCUTESIbHO
paboTocnocobHOCTM N NOCIeaCcTBUSA NPUMEHEHNSA TaKUX MNJIAarMHOB, €C/IN OHUN He
BXoaAT B cocTaB C20 3KL koMnaHus-paspaboTynk He gaeT. Hnkakune
KOHCYIbTauun nam rnomollb no paboTte ¢ AaHHbIMWU NMAarMHamMm UM ycTpaHeHueMm
nocnencTema nx paboTbl He BXOAAT B raPaHTUNHYIO TEXHUYECKYIO NoOOEePXKY, 3a
NCKJIOYEHNEM OMNMUNA «YyCTaHOBUTb» N ONUUKN «yAannTb», 6€3 HaCTPONKU 1
conpoBoXXgeHus. NlapaHTUNHaaA TeXHNYeCcKasa Nnogaep)XKa pacrnpocTpaHaeTcs
TOJIbKO Ha MJlaruHbl, NocTasngseMble B COCTaBe opuumanbHbix pennsos C20 3KL
(opneHTnpynTecb Ha opuLUMaNIbHYIO TEXHNYECKYID OOKYMEHTaL o, aHOHChI
penn3oB 1 Nyban4Hble 4eMO-CTeHAbl, NpenocTaBseMble pa3paboTymkom).

-BepHyTbCA K CcOAepXaHUIO-

6.4. Bepcuu Moodle u C30 3KL

Bnarogaps COBMeCTMMOCTU, TEXHUYECKN BO3MOXXHO 06HOBUTL Moodle go C30 3KL
C COXpaHeHMeM BCEro KOHTeHTa N HacTpoek. [1na 3Toro HeobxoaAnmMo, 4TOobbI
Bepcusa Moodle 6bina meHblie, Nnnbo paBHa Tekywen sepcumn C30 3KL. Hanpumep,
ecnn camas Hoeas Bepcusa C30 3KL nmeet Bepcuio 4.1.8a (MHpopMaums Ha MOMEHT
HanucaHusa CTaTbW, OPUEHTUPYNTECHL Ha aHOHCHI PEQIN30B Ha HalleM canTe), To
COXpaHeHne MaTepunasioB BO3MOXXHO Mnpu nepexone ¢ Moodle Bepcuun 3.9.x, 3.10.x,
4.0.x, 4.1.x n 6onee paHHMX, a BOT nepexon ¢ Moodle 4.2.x byneT BO3MOXXeH
TonbKo nocne Bbixoga C30 3KL cooTBeTCcTBYOWEN Nnn bonee Nno3gHen Bepcuun.

TOYHO TaK Xe, TEXHUYECKN BO3MOXXHO BepHYTbCA ¢ C20 3KL Ha community-Bepcuto
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Moodle, HO C 0TKa3oM OT BCEro AOMOJHUTENIbHOro yHKLMOHaNa, KOTOPbIN
OTCYTCTBYET B cOmmunity-Bepcumn n CBA3aHHbIX C HUM MaTepuaos.

-BepHyTbCA K CcOAepXaHUIO-

6.5. NMpoTokon https n SSL-cepTucdmukaTsbi

Mockonbky C30 3KL aAsnseTca Beb-npuno)xeHnem, B3anmMonenctene mexay seb-
cepsepoM 1 bpay3epoM KaneHTa npomcxognT no npotokony http. MpoTokon http
He noggep)xneaeT WngpoBaHNe 1 BCe Y3Jibl, Yepe3 KOTOPbIN NpoxXoanT Tpaduk A0
cepBepa MMeIT O0CTYN He TOJIbKO K COAEepXUMOMY BCEX OTKPbIBAaeMbIX CTPaHUL,
HO 1 K ero napoaam Ans Bxona B cuctemy (41o ocobeHHO onacHo gns
npenofasaTtenen N agMUHNCTPATOPOB) N NJATEXHbLIM AaHHLIM. JOCTYN K 3TUM
[AaHHbLIM MOXXeT MNOJIY4NTb He TOJIbKO npoBanaep uinm cMcagMuH, HO n
nosib3oBaTeNnn ToW e camon wifi nnm nokanbHom cetn N3 Kotopon pabortaeTr
nonb3oBaTesnb. [Ang peweHns aTon npobnemsl B 1994 rony 6bin paspaboTtaH
npoTokosa https, koTopbIn WnhpyeT faHHble NpoToKo1a http ¢ nomouwbio

npoTokonaa SSL.

YT06bI MOTMBNPOBATL aAMUHUCTPATOPOB CalToB obecnevynBaTb 6€30MacHOCTb UX
nosnb3oBaTenein, ¢ 2017 roga MHorne bpaysepbl U NOVMCKOBbIE CUCTEMbI HaYanu
noMevyaTb CalThl, He nogaepxuBatowime https kak Hebe3sonacHble, N TpeboBaTh y
NoJsib30BaTesN OTAE/bHOrO NOATBEPXKAEHUS, NPU KaXKA0M BXOAE Ha AaHHbIN CalT.
HekoTopble MONCKOBbIE CUCTEMbI MOHMXXAT UM AaXXe UCKJII0YaloT U3 NOMCKOBOW
BblA4YMN CaThl, HE NoaaepXuBawLme https. Bcé ato nenaet ncnonb3sosaHue https
NPaKTUYeCKN 0b6a3aTesbHbIM 19 BCEX CalnToB B Internet 1 KpaHe XXenaTebHbIM
ONS BHYTPEHHUX KOPNOPATUBHbIX CAalTOB.

OCHOBHas CNOXXHOCTb Ha NyTK BHeagpeHMsa NnpoTokosa https — 310 HeobxoanMMoOCTb
nony4vyeHuns SSL ceptudpukaTos. 1o 2015 roga cyw,ecTsoBasio TOJIbKO 2 OMNUUN:

e becnnaTtHasa reHepauus caMmonoanucaHHoro SSL-cepTtudukarTa. 3710
MO>XHO cAeflaTb CaMOCTOSATEsIbHO C NOMOLLbIO BecnnaTHOro n ceobonHo-
pacnpocTpaHaeMoro naketa OpenSSL. HegocTtaTKOM Ja@HHOIro BapMaHTa
ABNAETCA TO, YTO KJINEHT HE MOXKET YCTaHOBUTb 4OCTOBEPHOCTb JAaHHOI0
cepTuduKaTa. OTO CO34aeT YA3BMMOCTb, KOTOPYIO Ha3blBalOT «aTaka
rnocepeaviHe»: agMMHUCTPATOP CETU MOXKET CO34aTb COBCTBEHHbLIN CaNT,
KOTOpPbIN paclunpoBbIBaeT BCE AaHHbIE OT KJINEHTOB, COXPaHAET UX KOMUIO
M TOJIbKO MOCJie 3TOro OTNpaB/ifAeT 3anpochbl K UCXOOHOMY canTy. IMeHHO
rnosTomMy 60/bLLUMHCTBO Bpay3epoB BbIBOAAT NpenynpexaeHme, Kkorga
rnosib3oBaTesb NblITAaeTCA BOUTU Ha CaUT C caMonoAnucaHHbiM SSL-
cepTudmnkKaToM. MNpnHATME TaKoro cepTupmnkKaTa HaMepeHHOo caesiaHo
CNOXKHbIM U HEUHTYUTUBHbIM, 4TOObI MONb30BaTENN C HEYBEPEHHbLIMU
HaBblKaMM N NPUHMMatloOWKMe BCe npenynpexaeHnsa 6e3gymMmHo, 6biam He B
COCTOSAHUW MPOUrHOPMPOBaTbL LaHHOe npefynpexneHuve.

 NMpuobpeteHune nnatHoro SSL-cepTudmukarTa B ya0CTOBEPSIOLLEM
LueHTpe, KOTOprVI crepBa nposepsdaeT JIMYHOCTb 1 NMOJIHOMOYUA
noJsib30BaTens.
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C 2015 ropa 3anyuweHa HekoMMepyeckasa opraHmsauyumsa Let's Enrcypt,
uHaHcmpyemaa koMmnaHuamm Google, Amazon, Mozilla, Cisco, ®oHOoM
3/IEKTPOHHbIX pybexxen, IBM n mHornmm gpyrumun. OHa nogaep>xmBaeT
HEKOMMEpPYEeCKUN yOOCTOBEPAIOWNN LLEHTP, KOTOPbLIM No3BosgeT becnnaTHO
BbliNyCKaTb SSL-cepTudmnkaTbl, NOATBEPLANB CBOE BNafeHNe JOMEHHbLIM UMEHEM C
nomoLbio NpoTokona ACME. IMeHHO 3ToT crnocob nony4vyeHnsa SSL-cepTugmkaTa
AN akTuBauum npoTokona https ncnonb3yoT 601bWMHCTBO BEG-CanTOB. Mbl
Take npepgnaraemMm HacTporky https aTum cnocobom.

OcHoBHbIM HeynobcTBOM cepTuukaTos Let's Encrypt sBnsieTcs 1o, 4TO npoBepka
AOMEHHOro MMeHU BbINOJIHAETCSA Mo NpoToKony http 4yepes Internet. To ecTs,
cepTudukaT Let's Encrypt HEBO3MOXXHO NONYYUTb A1 CanTa, KOTOPbIN He
NOCTyneH B ceTn Internet. Tak e, ecnn He cobnofaeTcsa Hawa pekoMeHaaumsa no
AenernpoBaHno Ha BUPTYasibHYO MalwunHy ¢ C30 3KL cTaTmnyeckoro «benoro» ip-
ajpeca, 0OCTyrnHoro n3 cetu Internet 6e3 orpaHny4yeHnin, nonyvyeHne ceptTudmrkaTa
Let's Encrypt 6yaneT 3aTpyOHEHO UM BOBCE HEBO3MOXXHO. B 3TOM cnTyaumnn Bbl
MoXXeTe:

e 0TKa3aTbCs OT NPUMEHEHMS WNGPOBaHHOro NpoTokosa https, co Bcemu
BO3HMKAOLWMMN HEFATUBHBLIMU MOCNEACTBUAMU;

e NpunobpecTn ona Ballero AoMeHa NnaaTHbIN SSL-cepTudukaT 1 nepenaTb
ero cny>xbe TexHn4yeckom nogaep>xkm cnonHntens gns yCTaHOBKW;

* CaMOCTOAATEsIbHO HAacTpouTb https, B TOM 4ncie ¢ ncnosb3osBaHmnem Let's
Encrypt, Ha NnpoMeXXyTo4YHOM y3ne.

B nocnegHem cnyvyae oOMeH OOJ/KeH ObiTb AeNnermpoBaH Ha MPOMEXYTOYHbIN y3ern,
KOTOpbIN 1 opraHn3syeT SSL-wndcpposaHue. Cepsep ¢ C30 3KL B 3TOM BapmaHTe
HaxoOuUTCA B AeMUINTAPU30BaHHOW 30He, No3ain NpoMeXyTo4YHOro y3sna. Bce
nocTynatoLime 3anpocbl MPOMEXXYTOYHbIN y3en O0/IKEH pacllngpoBbiBaTb U, 3aTeEM
nepepnaBaTb Ha cepBep ¢ C30 3KL nmbo ¢ ncnonb3oBaHMEM HeELNDPOBAHHOIO
npoTokona http, nmbo ¢ ncnonb3oBaHmeM caMmonognmMCcaHHOro cepTugmkaTa SSL
(KOHEeYHbIe NoIb30BaTENN €ro «He BUOASAT», MO3TOMY Heyaob6CTB y HUX NPU 3TOM He
BO3HUKaeT). OCHOBHbIM HELOCTATKOM [LAHHOIO BapMaHTa MOXeT ABNATLCA TO, 4YTO
MPOMEXXYTOYHbIN y3e 3aKa34uKy npuaeTca HacTpanBaTb NOJIHOCTbIO
camMocToATesIbHO. [MpOMe)XYTOYHbIN y3en Npu 3TOM He agMUHUCTPUpPyeTCS
NcnonHuTenem n MoXeT BHOCUTb UCKaKeHnsa B paboty C30 3KL. Mo aTon npnymnHe,
ecnun oT 3akKa34uMKa NocTynaeT 3asiBKa, CBA3aHHasa ¢ oTobpa>keHnem C20 3KL B
cetn NHTepHeT, IcnosiHNTE b NOAK/IIOYAEeTCA HEeMnocpeaCTBEHHO K ncxogsuemy
nopTy cepBepa ¢ C30 3KL, B 06xo0 npoMe)XyTO4YHOro y3na, u ecnm npobniema tam
He BOCMPOW3BOAMUTCS, 3adBKa OTK/IOHAETCS, KaK Haxo4AawWwancs BHe 30Hbl
OTBETCTBEHHOCTU NicnonHuTens.

Takum obpa3som, Npu NPUHATUN peLleHns o Bbibope cepTUdurKaToB U MPOTOKOIA
poctyna K C30 3KL 3aka34umK 0J1>KeH BblbpaTb O4UH U3 C/IeAYIOLLMX BAapNAHTOB
(HekoTOpble BapuUaHTbl BO3MOXXHbI TOJIbKO NpW COBNI0OAEHNN TEXHUYECKNX YCITIOBUIA
OMMCaHHBbIX BbILLE):
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e OTCyTCTBME WNPOBaHNA (MCNOSIb30BaHMeE NpoTokKoa http).
PekomMeHpayeTcsa ToNbKO Npu pasmeweHnn C30 3KL B geMuintapmn3oBaHHOM 30HE,
no3agn NPoMeXXyTO4YHOro y3Jsia, opraHusytoLero wmngpoBaHme.

e https c camonognncaHHbIM cepTUUKaTOM.

PekoMeHOyeTCs TONbKO A1 JIOKAJIbHOM0 MPUMEeHeHUsa nnan ons wngpoBaHuUs CBA3N
Mexnay cepsepoM ¢ CO0 3KL v npoMe)XyTO4YHbIM Y3/10M. Y KOHEYHbIX
nonb3oBaTenen byaeT BO3HMKATL npefynpexaeHme o Hebe3onacHOCTU y3na, C
KOTOPbIM OHW OO0J/DKHbI ByAYyT COrnacnTbCa Aa BXo4a B CUCTEMY.

e https c nnaTHbIM cepTUdUKaTOM.

CepTudukaTt 3akasymk npmobpeTaeT CaMOCTOATENILHO N NpefoCcTaBaseT ero
NcnonHuTento Ha aTane yctaHoBkn C30 3KL.

e https c 6ecnnaTHbIM cepTudmnkaTom Let's Encrypt (pekomeHpyeTtcs).
Mo>eT 6bITb MPMMEHEH MNpU YCNOBUAX AeflerMpoBaHNs HEMOCpeaCTBEHHO Ha
ceTeBOW MOpT BUPTYasibHON MallMHbI CTaTU4YecKkoro «benoro» ip-agpeca u
AOCTYMNHOCTU CUCTEMbI 6€3 KakKuX-NmMbo orpaHnyYeHnin n punbTpaunnm 3

ceTu Internet (Bknto4Yasa 3apybexHbin cermeHT Internet, T.K. BCe cepBepbl Let's
Encrypt HaxopaTca 3a pybexxom).

-BepHyTbCA K COAepXaHUIO-

6.6. ObMeH faHHbIMM U BHYTPEHHUE UHTEerpauum

-BepHyTbCA K COAepXaHUIO-

6.7. MHTerpauum c BHewHuMm MO u cepBucamm

-BepHyTbCA K CcOAepXaHUI0-

6.8. HacTpouka BHelLlHero suaa

-BepHyTbCA K CcOAepXaHUI0-

6.9. NapaHTMHaA TexHU4YecKas nogaep>xKka v npasa pgocryna

-BepHyTbCA K CcOAepXaHUI0-

I'I0)1p06Hee o060 Bcex nepedncsieHHbIX HIDaHCaxX Bbl CMOXXETEe Y3HaTb N3 Ba3bl
3HaHUN N B cny>K6e FapaHTMIhHOIZ TEXNOANEPXKKHN. ST NCTOYHUKMN OOCTYNMHbI
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nonb3oBaTtensam C20 3KL B nepmoa rapaHTUNHOW NOAOEPIKKMN.
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