UHCTPYKL UM NO HEKOTOPLIM MOAVYJIAM,
pa3padboTaHHbIM 000 "OTKpPbITbIe TEXHOJIOrUMU
Cnocobbl perncrtpauum M ayteHTudpukKauum
noJsib3oBaTesiem

Copep>xaHue:

1. O6wan nuncdopmauumsa

2. F'nobanbHble HACTPOUKHM

3. CnocoObl ayTeHTUUKauum nonb3osatenen B C30 3KL
4. lononHutenbHaa uHopmauus

1. Obwan uHcpopmauun

-BepHYTbCS K COAEpP)XXaHUIO-

2. FnobanbHble HACTPOUKM

Ha cTpaHunue rnobanbHbiXx HAaCTpoeK ayTeHTudukaumm (610K
«HacTponkun»->AaMNHUCTpUpoBaHmne->lnarnHbl->AyTeHTUPUKaUnNSa->HacTponku
ayTeHTugpmKaumm) pasmewleHol Tabnnuya nnarmHoB aytTeHTudmnkaumm (nos. 1 Puc.
2.1) n cekumnsa obwmx HacTpoek (no3. 2 Puc. 2.1).
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Puc. 2.1. CHNETPYREVMN MO HEKOTOPBIMPMO Y IAM,

pa3padboTaHHbIM 000 "OTKpbITbIEe TeXHoNorumn"

Tabnuua «[AoCcTynHble NAaruHbl ayTeHTUPUKALNKU» COOEPXUT cnepynLwme
AaHHbIE:

e HasBaHue. Ha3BaHMe yCTaHOBJIEHHOIr0 B CUCTEME NJarmHa
ayTeHTUdpuKaunn.

* Monb3oBaTenun. KoanM4ecTBo NoJib30BaTEsNEN, NCNOJIb3YIOLWNX NPU
NnpoBepKe JaHHbIN METOA.

e BKAWOUYMNTBL. IHOMKATOP COCTOAHUA NaarnHa:

— NAarnH akTUBEH;
— MAarvH OTKJII0YEH;

°© MYCTO — AaHHbIN CrNocob ayTEHTUMUKALUN HE MOXKET ObIThb
NPUHYANTENBLHO OTKJIIOYEH B CUCTEME,

 HacTtpomnku. Ccbijika B KOJIOHKE MO3BOJIIET NEPENTN Ha CTPaHULY
HaCTpoOEeK nnarvHa.

» MpoBepkKa HacTpoek. [lepeinas rno ccblyike Nosib30BaTeNlb MOXET
y6eanTbCa B KOPPEKTHOCTU YCTAHOB/IEHHbLIX MAapaMeTpPOoB MJarnHa nnu
NoJIyYNUTb PEKOMEHAALNN Mo UX HaCTPOMKe.

e Ypoanuntb. BO3MOXXHOCTb yaasneHnsa naarnHoB oTKo4YeHa B C30 3KL,
HaxXOoAALWMNXCA Ha FapaHTUNHOW Nogaep>KKe.

B cekunmn «ObLime HaCTPOMKN» BO3IMOXKHO onpenesinTb NnapamMeTpsbl:

o

CaMmocTosTeNnbHas perucrpauua. /13 Bbinagarouiero Crmcka MOXXHo
BbibpaTb cnocob, KoTopbin ByaeT NCMosIb30BaTbCA 419 CAaMOCTOATEIbHOM
pernctpauyunm nonb3losaTenenm B C30 3KL:

o

o

OTKMOYNTL (CaMoCcToATeNbHAa perncTtpaunsa B cucteme bynert
HEBO3MOXXHa);

CamocTodaTeNbHasa perncTpaums rno 371IeKTPOHHOM NOYTE;
AyTeHTndpunkauma C30 3KL.

o

o

Ecnun B Bawen cncrteme JonyckaeTca caMoCToATeIbHaa perncrpaumns
nosib3oBaTeNeN, peKOMEeHOYEM NCMO0J1b30BaTb AJ1A 3TOro njaarunH
«AyTeHTndmnkauma C30 3KL», obnagatowinin rmtbKnMm MmexaHM3MoM HaCTPONKMN
pPErncTpaLMoHHON dOPMbI U MO3BONAIOLWNIA peann3oBaTb YHMKaJIbHbIE CLLEHAPUN
perncrpawmmn.

e Pa3spelwuuTb UCNosb30BaTh aapec BHEKTpOHHOﬁ no4yTbl B KayecTBe
noruvHa. Ecnm onuna yctaHosneHa, onsg Bxo4a Ha CaWlT noJsib3oBaTeNn
MOT'YT NCMNOJIb30BaTb KaK JIOTMH, TaK N afgpec 3J'IeKTpOHHOVI MoYThbl (€eCnn OH

YHUKaIbHbIN).
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e PaspewinTb y4eTHbIe 3anucu ¢ OAMHAKOBbIMU aapecaMu
3JIEKTPOHHOM NOYThI. [1IpN YCTAaHOB/IEHHON ONUWK A0MYyCKaeTCs
MCNOJ/Ib30BaTb OAHY 3JIEKTPOHHYIO MOYTY OJ151 HECKOJIbKMX YHeTHbIX
3anucen.

HaHHasg onuua byneTt paboTaTb TOILKO B TOM CJlyyae, eCciv B KayecTBe crnocoba
CaMOCTOSATEsIbHOW perncTpaunm BbibpaH nnarnH «CamocToaTenbHas perncrpaums
Mo 31eKTPOHHOW NoYTe». ECan Bbl UCNoNb3yeTe nnarnH «AyteHtndumnkauma C30
3KL», co3aaHme y4eTHbIX 3anMcen C 0OHMM U TEM XKe aApecoM noyThl byneT
HEBO3MOXXHO Npu SItoBOM COCTOAHUM ONUUN «Pa3pewnTb y4eTHbIe 3anncu
OONHAKOBLIMU afpecamMmn 3JIEKTPOHHOW MOYThI».

e NMpepoTBpaTUTbL CO3AaHUE YYETHOMU 3anucu Nnpu ayTeHTUUKauum.
Onumna ycTaHaBAMBaeTCs, ecnm Heobxoanmo obecnevynTb JOCTYN K CUCTEME
TONIbKO 019 NOJMib30BaTesien, y KOTOPbIX Y>Ke CyLWecTBYeT y4eTHas 3anucs,
a CaMa ayTeHTUUKauuna BbINoJHAETCA Yepes BHelwHoo b/.

 KHONKa rocreBoro Bxopa. 34eCb MOXXHO BbibpaTb, 0TOBparkaTb KHOMKY
rocTeBOro BXofa Uan HeT.

e JIAMUT OO HOBPEMEeHHbIX NOAKJIIoYEeHUHN. [py BKJIIOYEHHOM NapamMeTpe
4YNCJI0 O HOBPEMEHHbIX BXOZ0B Yepes bpay3ep A9 KaXK[Aoro rnosib3oBaTens
byneT orpaHNYeHO 1 NPU AOCTUIXKEHUM NMMUTA CaMasl cTapas ceccusa bynet
npepBaHa.

e Aapec asibTEpHaATUBHOMU CTPaHMLUbI BXoaa B cucteMmy. CTpaHuua no
yKa3aHHOMY 34ecb agpecy byneT ncnosib3oBaTbCa B Ka4ecTBe CTpaHULbI
BXO[la Ha CalT. 3Ta CTpaHMLa 0JIXKHa cogep>XaTb OpMy, KOTopas BedeT
Ha cTpaHuyy Tuna «https://Bawa_C30_3KL/login/index.php» 1 Bo3BpawiaeT
noss username un password. Ecnm none nyctoe — 6yaeT ncnosb30BaThCs
CTaHOapTHasa cTpaHuua Bxo4da B CUCTEMY.

ByaobTe BHUMaTeNbHbI: €Cnu agpec byaeT ykaszaH HEBEPHO, TO AOCTYMN K CanTy
oka)keTcs 3abNoKNpoBaHHbIM!

i CTpaHuu.a BOCCTaHOBJIEHUA Napoini. BeBeneHHbIN 30€eCb agpec CTpaHUubI
6y,ueT NCNOSIb30BaTbCA OJ151 BOCCTAHOBJIEHUS 3abbITOro napoJid canTa. Ecnn
nosie oCtaBUTb NYyCTbiM — 6y,u,eT MPUMEHATLCA CTaHOapTHaA rnpouenypa
BOCCTaHOBJ1IEHUA MaposiA.

e MHCTPYKUMMK. Pa3MeLLeHHbIN 30eCb TeKCT byaeT oTobparkaTbCs
MnoJib30BaTesIAM Ha CTpaHuLe Bxoae B cMctemy. Ecim none octaBuThb
nycTbiMm — ByaeT oTobparkaTbCA NHCTPYKLUSA MO YMOJIHAHUIO.

b Pa3peu1e|-|Hb|e no4YToBLbLIE OOMEHDbLI. Ecnn H€06XO,£I,VIMO OrpaHnN4YnNTb BCE
HOBblE alpeCa 3J'IEKTpOHHOI7I MnoYThbl onpegeneHHbiIMn JOMEHaAMN,
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nepe4yncnnTe mnx, pasgenssa npobenamm. Bce ocTanbHble goMeHbl 6yayT
3anpeleHbl. YTobbl pa3pewnTb BCe A0YEepPHME OMEHbI, Ha3BaHNE O0JIKHO
Ha4YMHATbCA C TOYKKN. YTObbI pa3pelmnTb KOPHEBOW AOMEH BMeCTe C ero
nogaomMmeHamu, gobaBbTe AOMEH ABaXKAbl — OAUH pa3 C npejlwecTBytoLlen
TOYKON N oAuH pa3 6e3 Heé (Hanpumep, .ourcollege.edu.ru
ourcollege.edu.ru).

e 3anpelleHHble NO4YTOBbIe AOMEeHbI. [1/11 3anpeTa NoYTOBbIX afgpecoB C
onpeaeneHHbIX JOMeHOB, He06Xo0OMMO NepevYncInTb UX 34ecb Yepes
npoben. YTobbl 3aNpeTnTb BCE A0YEPHME OOMEHLI, HAYHUTE Ha3BaHMe
ANOMeHa C To4ku (Hanpumep, .live.com).

e Y4yuTbiBaTb OrpaHU4YeHUs [, OMEHOB NPU CMeHe nouTbl. Ecin onuuA
BKJ1lOHEHa, NMPpoOBEpPKa Mo CrnnCKaM paspeleHHbIX 1 3alfpeleHHbIX JOMeEHOB
6y,ueT BbIMOJIHATBLCA HE TOJIbKO MNMpn Co34aHNN HOBbIX YHE€THbIX 3anmcemn, Ho
nrnpn nsmMmeHeHnn rnoJyibdoBatesieM agpeca 3J'IeKTpOHHOI7I MOYTHI.

e Kniou canta ReCAPTCHA 1 CekpeTHbin kKnto4 ReCAPTCHA. Kntoun API
ncnosbsyemoro B C20 3KL npoBangepa Kanyu.

MNoppobHas nHpopmaumsa 06 NCNOsb30BaHUN N HAaCTPOMKaxX Kan4ym B CTaTbe «Kanya
B C20 3KL».

C Bepcun 4.1.5¢c B C20 3KL gocTyneH njaruH Kanyu, aabTepHaTuBHbIN Google
Captcha n He3aBucnMbIN OT BHeLWHNX cepBncos — «Captcha 3KL».

-BepHYTbCS K COepP)XXaHUIO-

3. CnocoObl ayTeHTUUMKauum nonb3oBateneun B C30 3KL

e Py4yHada permncrpaumsa HOBOro Nosib3oBaTesid B CUCTEME

e Perncrpaumna agMmMHUCTPaToOpOM

e CaMocTodaTe/IbHaga PerncTpaumns rno 3JeKTPOHHOW NoYyTe

e AyTeHTUdnKaunsa BHewiHAa 6a3a gaHHbIX. CUHXPOHM3ALMA N0Jb30BaTeNeN
no BHewHen b1

e AyTeHTUdunkauma C30 3KL

e Cepsep LDAP

e ABTOpuM3auLmsa nonb3osaTtenen Yyepes Active Directory

e OAuth2

e Cepsep CAS (SS0)

e FirstClass-cepBep

e Cepsep IMAP

e AyTeHTU(pUuKaumsa gnsg nosb3oBaTtesien cetn MNet

e CepBep NNTP

e PAM (Pluggable Authentication Modules)

e Cepsep POP3

e Cepsep RADIUS
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e LIn6bonet

e He ncnonb3oBaTb ayTEHTUPUKALNIO

e ABTOpM3aLMA No TokeHy. User key authentication

Perncrpauvsa no npurnaweHvio. PeuwieHne

NnarnH «<AyTeHTUdmnkauma nonb3osatenen OTOAuth». HacTponka
aBTOpM3aLIMKM Yepe3 coumMabHbIe CETH

-BepHYTbCS K COEPXXaHUIO-

4. LononHutenbHaa nHopmauusa

e Bce cTaTbu pasgena "Perucrpauna n ayteHTudukauma noab3osatenen”

e J1519 Yero Hy>xHa poJib "ABTOPNU30BaHHbLIN NOJb30BaTEsb"

e HacTpouKa ynpoueHHON perucTpaunmn noab3opartenen yepes email u CMC

e YnpouleHne perncrpaumm nojab3oBaTesnen

e Kak yoanunTb y4eTHY0 3annucCb Nojb3oBaTens

e Cnocobbl 3anncK nosib3oBaTenen Ha Kypc

e He 3an0/IHAOTCA AaHHbLIMW NOASA NPU aBTOPU3aLMN C MOMOLLLBIO MNJarmHa
Oauth 2

BebuHap #10 (2020-04-17): MHCTPYMEHTbI YyNpaBJieHus
nonb3oBaTensamum B Moodle u C30 3KL

MnaH BebuHapa:

Y10 Takoe nosib3oBaTesib Moodle (3mMunH 20cek)

NHCTpyMeHTbI caMmoperucTpayumn nosib3oBaTtenen

NHCTpyMeHTbI CO30aHUA Nosb3oBaTesien CuiaMm agMUHUCTpaTopa
NHCTpYyMEHTbI MMMOPTa N CUHXPOHM3aLWK NoJsib30BaTesNIEN
HononHuTenbHblE NoNa Npodung nonb3osatens (27mmnH 10cek)
MaccoBble 4eNCTBUA U NpoYvMe onepayun C NoJsb3oBaTesNAMN

-BepHyTbCA K cOaepXXaHUI0-

YHukanbHbin ID oTBeTa: #1015
Onybnukoan: : Cepren 'yces, Anekcen N'opoakos
MocnegHne obHoBNeHne: 2023-11-22 08:16
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