UHCTpYKUMUA

Cnocobbl perncrtpauum M ayteHTudpukKauum

noJsib3oBaTesieu
Copep>xaHue:
1. Obwan nHdopmauus

2. FnobGanbHble HACTPOUKHU
3. Cnocobbl ayTeHTUUKauum nonb3oBatenen B C30 3KL

4. JononHuTenbHasn MHQQOpMaLI,MH

1. Obwan uHcpopmauun

-BepHyTbCA K CcoOaepXaHUI0-

2. FnobGanbHble HACTPOUKM

Ha cTpaHunue rnobanbHbiX HACTpoeK ayTeHTUdukaumm (610K
«HacTponku»->AgMNHUCTpUpoBaHue->lnarnHoel->AyTeHTUPNKaUnNa->HacTponku
ayTeHTudunKaummn) pasmeLweHsl Tabnmua nnarmHoB ayTeHTUukauum (nos. 1 Puc.
2.1) n cekumnsa obwmx HacTpoek (no3. 2 Puc. 2.1).
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Puc. 2.1. CtpaHuua Fﬂ06aﬂbel)MﬁprﬁI"'ﬁbMKaLWlM.

Tabnuua «[AoCcTynHble NAaruHbl ayTeHTUPUKALNKU» COOEPXUT cnepynLwme
AaHHbIE:

e HasBaHue. Ha3BaHMe yCTaHOBJIEHHOIr0 B CUCTEME NJarmHa
ayTeHTUdpuKaunn.

* Monb3oBaTenun. KoanM4ecTBo NoJib30BaTEsNEN, NCNOJIb3YIOLWNX NPU
NnpoBepKe JaHHbIN METOA.

e BKAWOUYMNTBL. IHOMKATOP COCTOAHUA NaarnHa:

— NAarnH akTUBEH;
— MAarvH OTKJII0YEH;

°© MYCTO — AaHHbIN CrNocob ayTEHTUMUKALUN HE MOXKET ObIThb
NPUHYANTENBLHO OTKJIIOYEH B CUCTEME,

 HacTtpomnku. Ccbijika B KOJIOHKE MO3BOJIIET NEPENTN Ha CTPaHULY
HaCTpoOEeK nnarvHa.

» MpoBepkKa HacTpoek. [lepeinas rno ccblyike Nosib30BaTeNlb MOXET
y6eanTbCa B KOPPEKTHOCTU YCTAHOB/IEHHbLIX MAapaMeTpPOoB MJarnHa nnu
NoJIyYNUTb PEKOMEHAALNN Mo UX HaCTPOMKe.

e Ypoanuntb. BO3MOXXHOCTb yaasneHnsa naarnHoB oTKo4YeHa B C30 3KL,
HaxXOoAALWMNXCA Ha FapaHTUNHOW Nogaep>KKe.

B cekunmn «ObLime HaCTPOMKN» BO3IMOXKHO onpenesinTb NnapamMeTpsbl:

o

CaMmocTosTeNnbHas perucrpauua. /13 Bbinagarouiero Crmcka MOXXHo
BbibpaTb cnocob, KoTopbin ByaeT NCMosIb30BaTbCA 419 CAaMOCTOATEIbHOM
pernctpauyunm nonb3losaTenenm B C30 3KL:

o

o

OTKMOYNTL (CaMoCcToATeNbHAa perncTtpaunsa B cucteme bynert
HEBO3MOXXHa);

CamocTodaTeNbHasa perncTpaums rno 371IeKTPOHHOM NOYTE;
AyTeHTndpunkauma C30 3KL.

o

o

Ecnun B Bawen cncrteme JonyckaeTca caMoCToATeIbHaa perncrpaumns
nosib3oBaTeNeN, peKOMEeHOYEM NCMO0J1b30BaTb AJ1A 3TOro njaarunH
«AyTeHTndmnkauma C30 3KL», obnagatowinin rmtbKnMm MmexaHM3MoM HaCTPONKMN
pPErncTpaLMoHHON dOPMbI U MO3BONAIOLWNIA peann3oBaTb YHMKaJIbHbIE CLLEHAPUN
perncrpawmmn.

e Pa3spelwuuTb UCNosb30BaTh aapec BHEKTpOHHOﬁ no4yTbl B KayecTBe
noruvHa. Ecnm onuna yctaHosneHa, onsg Bxo4a Ha CaWlT noJsib3oBaTeNn
MOT'YT NCMNOJIb30BaTb KaK JIOTMH, TaK N afgpec 3J'IeKTpOHHOVI MoYThbl (€eCnn OH

YHUKaIbHbIN).
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UHCTpYKUMUA

e Pa3spewimTb y4yeTHble 3anMcU C OAMHAKOBbLIMU aapecamMmm
3JIEKTPOHHOM NOoYThbI. [1IpN YCTAaHOBJIEHHON ONUWK A0MYyCKaeTCs
NCNOJ/Ib30BaTb OAHY 3JIEKTPOHHYIO MOYTY ON151 HECKOJIbKMUX YYETHbIX
3anucen.

HaHHas onuunsa 6byaeTt paboTaTb TOMILKO B TOM CJlyyae, eCnim B KayecTBe cnocoba
CaMOCTOSATE/IbHOW perncTpaumm BoibpaH nnarvH «CamocToaTeNbHas perncrpaums
N0 3N1eKTPOHHOW No4YTe». ECnu Bbl UCNosib3yeTe nnarnH «AyteHtudukaumsa C30
3KL», co3faHue y4yeTHbIX 3anncen ¢ O4HUM U TeM XKe aZipecoM noyTel byaeT
HEBO3MOXXHO Npu /1loBOM COCTOAHUNM oNuUUN «PaspelwnTb y4eTHbIe 3anncu
OONHAKOBLIMU afpecamMmn 3JIEKTPOHHOW MOYTbI».

* NMpepoTBpaTUTL CO3AaHME YYETHOM 3aNUCU NPU ayTeHTUDUKALUM.
Onuus ycTaHaBAMBaeTCs, ec/in Heobxoammo obecneynTb AOCTYN K cMCTeMe
TOJIbKO ANA NOJIb30BaTeNEN, Y KOTOPbIX Y>XKe CyLLeCcTBYeT y4yeTHas 3anuchb,
a caMa ayTeHTUdMKaLna BbINOSHSAETCS Yepe3 BHelwHo B/,

e KHOMKa rocreBoro Bxopa. 34eCb MOXHO Bbl6paTb, OTO6pa)KaTI:> KHOTMKY
rocrteBoro Bxoaa mian Her.

e JIAMUT OAHOBPEMEHHbIX NOAKJIIOYEeHUHN. [pn BKJIIOYEHHOM NapamMeTpe
4YNCNO OQHOBPEMEHHbIX BXOA0B Yepe3 bpay3ep ANa KakAoro nosb3oBaTens
6yneT orpaHM4YeHo 1 NPy OOCTUXKEHUM IMMUTA CaMas CTapas ceccms byner
npepsaHa.

e Appec anbTepHaTUBHOW CTPpaHULUbI BXxoaa B cuctemy. CTpaHuua no
yKa3aHHOMY 34ecb agpecy byaeT NCNoJsib30BaTbCs B KaYecTBe CTPaHUL b
BXOZa Ha CaNT. dTa CTpaHuLUa AOJ/DKHa cogepxaTb popMy, KoTopas BeaeT
Ha cTpaHuuy Tuna «https://sawa_C30 3KL/login/index.php» n Bo3spallaeT
nonsa username un password. Ecav none nycrtoe — 6yaeT nCrnonb30BaTbCA
CTaHOapTHasa cTpaHuua Bxo4a B CUCTEMY.

ByaobTe BHUMaTENbHbI: €Cnn agpec byaeT ykasaH HEBEPHO, TO AOCTYM K CanTy
oKa)keTcs 3a610KMpoBaHHbIM!

e CTpaHMLa BOCCTAaHOBJIEHUA NaponA. BeeaeHHbI 30eCb aapec CTpaHuLbI
b6yneT ncnonb3oBaThbCA A1 BOCCTaHOBNEHMS 3abbiTOro napons canta. Ecnm
noJsie oCTaBUTb NMyCTbiIM — ByoeT NPUMEHATLCS CTaHAapTHas npoueaypa
BOCCTAHOBJIEHMS NapONS.

* UHCTpYKUMKN. Pa3MellleHHbIN 30eCk TeKCT byaeT oTobparkaTbcsa
NnoJsib30BaTesIIM Ha CTPaHuLe Bxoae B cucteMy. Ecnm none octaBuTb
NycTbiM — ByAeT 0ToOpPa)KaTbCsA UHCTPYKLMSA MO YMOJIHAHMIO.

b PaBPEI.I.IEHHbIe no4yToBLbLIE O OMEHDbLI. Ecnn H€O6XO,EI,I/IMO OorpaHNM4YNTb BCE
HOBbl€ agpecCa 3J'IeKTpOHHOVI no4yThbl onpenesieHHbIMMN AOMEHaMMN,
nepedyncinnTe nx, pasagends r|p06eJ'|aM|/|. Bce ocTanbHble AJOMEHDbI 6yﬂ,yT
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UHCTpYKUMUA

3anpeLeHbl. YTobbl pa3pewnTb BCe A0YEePHME OMEHbI, Ha3BaHNE O0JIXKHO
Ha4YMHATbCA C TOYKKN. YTObbI pa3pelmnTb KOPHEBOW AOMEH BMeCTe C ero
nogaomMmeHamu, nobaBbTe AOMEH ABa)KAbl — OAUH pa3 C npelecTBytolen
TOYKON N oAnH pa3 6e3 Heé (Hanpumep, .ourcollege.edu.ru
ourcollege.edu.ru).

e 3anpew,eHHble NOYTOBble AOMEeHbl. [115 3anpeTa NoYTOBbIX aApPecoB C
onpeaeneHHbIX JOMeHOB, He06X0OMMO NepevYncInTb UX 34eCcb Yepes
npoben. YTobbl 3aNpeTnTb BCE A0YEPHME OOMEHLI, HAYHUTE Ha3BaHMe
AOMeHa C To4ku (Hanpumep, .live.com).

e YYuTbiBaTb OrpaHu4YeHusa AOMEHOB NpPu CMeHe nouThbl. Ecnm onuus
BKJ1lO4YE€Ha, NMpoBEpPKa Mo CrnCKaM paspeleHHbIX 1 3arfpeleHHbIX JOMeEHOB
6y)1eT BbIMOJIHATBLCA HE TOJIbKO MNMpn Co3a4aHNN HOBbIX YHE€THbIX 3anmcemn, Ho
nrnpn nsmMmeHeHnn rnoJibdoBaTtesieM agpeca 3J'IeKTpOHHOI7I MOYTHI.

e Knioy canta ReCAPTCHA 1 CekpeTHbi# kKnio4 ReCAPTCHA. Knto4n API
ncnonb3syemoro B C30 3KL npoBangepa Kanyu.

MNoppobHas nHgpopmaumsa 06 NCNOb30BaHUN N HACTPOMKaxX Kan4ym B CTaTbe «Kanya
B C20 3KL».

C Bepcun 4.1.5¢c B C20 3KL gocTyneH niaruH Kanyu, aabTepHaTuBHbIN Google
Captcha n He3aBucuMbIN OT BHeLWHNX cepncos — «Captcha 3KL».

-BepHYTbCS K COAEpP)XXaHUI0-

3. CnocoObl ayTeHTUUMKauum nonb3oBateneun B C30 3KL

e Py4yHada perncrpaums HOBOro noJjib3oBaTtesia B CMCTeEME

e Peruncrpaumna agMMHUCTPaTOPOM

e CaMocTodaTe/IbHaga PerncrTpaLmns no 3JeKTPOHHOW NoYTe

e AyTeHTUdnkKaunsa BHewiHaa 6a3a gaHHbIX. CMHXPOHM3aLMA NoJb30BaTeNEeN
no BHewHewn b1

e AyTeHTU(UKauma C30 3KL

e CepBep LDAP

e ABTOpKM3aLmsa nonb3osaTtenen Yyepes Active Directory

e OAuth2

e Cepsep CAS (SS0)

e FirstClass-cepBep

e Cepsep IMAP

e AyTeHTU(pUKauma gnsg nosnb3osatenen cetn MNet

e CepBep NNTP

e PAM (Pluggable Authentication Modules)

e Cepsep POP3

e Cepep RADIUS

e ULIn6bonet

e He ncnonb3oBaTb ayTEHTUPUKaALUIO
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UHCTpYKUMUA

e ABTOpuM3aumsa no TokeHy. User key authentication

e Perncrpauua no npurnaueHunto. PeuieHue
e MnarnH «AyTeHTudukauma nonb3osatenen OTOAuth». HacTpoika

aBTOpU3aLInn HYepes3 CoLlaJibHble CETU

-BepHyTbCA K COAepPXaHUI0-

4. JononHuTtenbHaa nHopmauusa

e Bce cTtaTtbu pasgena "Perucrpauva n ayteHTuUuduUKaLma noab3osatenen”

e J1519 Yero Hy>xHa poJib "ABTOPM30BaHHbLIN NOJIb30BaTEb"

e HacTpouka ynpoLieHHOW perncrpaunu nojas3osartenen Yyepes email u CMC

e YnpouleHne perncrpaumnmm noab3oBaTenemn
e KaKk yoannTb YY4ETHYIO 3an1cCb NOJib30BaTens
e Cnocobbl 3anucm Nosab3oBaTeNen Ha Kypc

e He 3an0/IHAKTCA JaHHLIMW N0JA NMPU aBTOPMU3aLMX C MOMOLLLIO MJarmHa

Oauth 2

BeOuHap #10 (2020-04-17): NHCTPYMeHTbl YNpaBJ/ieHUA
nonb3oBaTtensamm B Moodle n C30 3KL

MnaH BebOuHapa:

Y10 Takoe nosib3oBaTesib Moodle (3MunH 20cek)

NHCTpyMeHTbI CamoperncTpauumn nosib3oBaTenen

NHCTpyMeHTbI CO34aHUA NMoJsib30oBaTeNen cmnamMmm agMUHUCTpPaTopa
NHCTpYMEHTbI MNopTa U CUHXPOHU3aLUWKM NoJsib30BaTeNen
HononHunTenbHble Nons npodunda nosab3osatens (27MmuH 10cek)
MaccoBble 4eNCTBUSA U NpoYMe onepaunmn C Nosib3oBaTensaMu

-BepHYTbCA K COAepXKaHUI0-

YHuKanbHbin ID oTBeTa: #1015
Ony6nunkosan: : Cepren Nyces, Anekcen NopoaKkoB
MocnenHune obHoBneHne: 2023-11-22 08:16
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